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ARTICLE INTFO ABSTRACT

This paper uitiltzés deep néuvtal networks for robust. digital wilermarking -and authentization of speech
signals, We present rwo adversarial -neural networks, called ‘embedder and detector. The embedder
network tends to achieve. impercepiible watermark embedding by ‘minimizing the différénces between
the ougmal and watermarked signats. The detector strives towards erroriess - watermark detection.
We have. proposed joint optimization of these two networks [o. achieve a trade-off béiween these
réquitements. Two models are trained, one’ with raw speech signals and another with STFT. signal
representations. Proposed. techmquez, are tested on attacked audie tecordings with measurds such as SNR,
PESQ, BER; and bps: Thé proposed system achieves high robustiiéss to.common watermarking attacks
with-BERs well below: 1%, SNR values greater than 38 dB and PESQ values of 4:33 demonstrate that the
dlfference in original and watermarked signals is hegligible. In comparison withy other approaches our

Article history:
Available onling 30 DecembBer 2021

Kevwords:

Speech watermarking
Blind watermarking.
Watermiark attacks
Dicep neural networlds
Auteencoters

‘scheme shows goed overall performance in terms of imperceptibility, robustness; and capacity.

‘€ 2021 Elsevier Inc., AlY rights reserved.

1. Intraduction

Digitalization of multimedia has brought many improvements
to digital data storing, reusing, rewriting, and to the gverall- qual-
ity of data perseverance in general. From analogue videotapes and
digital compact digcs-to’ hard drives and Internet clouds, data stor-
age has grown and become much mofe accessible and affordable
t¢ the end consumer. As the access:b:llty of digital'dara increased,
data editing computer programs hecaine rriore available, less com-
plex, and significantly more capable of altering originial recordings.
These tools are not and should not be labeled as a threat, as. they
are the backbane of the digital revolution, but their misuse can
lead to severe damage not only to intellectual PIoperty. ‘For exam-
ple, in the casé of forgery of-speech recordings, it can bring lasting
damage to' the reputation of publit persénalities: The expansion of
the Intetnet has made online data piracy an almost unstoppable
trend. and there does not seem to.be a stgnificant mavement to
stop it, "iarrentmg sites: and clients have made data- easily. exposed
t0 the public. Authors.and rights: owners are unable to prevent
malicions: individuals from. exploiting thieir. intllectiial property,
which results in significant financial losses for the entertainment

# - Cerresponding .mlfmr
Ezmaif adiress: kostaBucg acimea (K. Faviuwc}

bitpsffdbiong/ 1, 18 4 dyp. 2025 318
1051-2004/€ 2021 Eisevier Inc. All ghts reserved.

industty. In this paper, we try fo- preserve the: intellectmal prop-
erty and integrity of speech recordings. Speech is-chosen from all
auglio data, as it is'a hasic form of expression, and freedom -of &x-
pression is not just a cernerstone of demecracy but .a fundamental
human right ¢nshrinéd in Article 19 of the Universal Declaration
of Human Rights.’ _ _
Watetmalkmg i5 @ process:-ef marking digital data-with a wa-
térmark 10 preserve copyright and-authenticity. A watermark that
becorhgs embedded into a sigial carrier can be a message of any
kind, and jt does not need to have any expressive mieaning, Addi-

-tionally, watermarking techniques should not decrease the gverall

quality of the information, as by doing so, we would substituie ose
problem for the gther. Therefore, watermarkmg techniques should
achieve'a trade-cff between data quality and watermark robust-
ness where, ideally, the result should represent an indudible and
indelible watermark embedded into an original signal.

Digital warermarkmg emerged during the 1990s.with. a corner-
stone publication [1] reéviewing some of the most important spread
spectrum watermarking techniques. Sinceé thén, a vast number of
techniques. have been developed for watermarking all types of digi-

‘tal multimedia [2,3); such a5 images [4-10] and videos [11]. Digital

! Dnited Nations General. Assembly, General Assembly ressiution 217 A
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image watermarking remairis the most researched part of the' field,

with. many ideas being borrowed from it and applied elsewhere,
Audio watermarking also emerged ‘more than 20 years ago.

During that peried, numerous techniques foir embedding -water-

marks into audio signals were proposed. We adopted terminology-

and classification of audio- watermarking techniques from [12], as
it is the most recent and comprehensive examination of existing:
warks, There are several critéria used to categorize audio water-
marking methods, but‘the fundamental is the type of domain i
which the watermark is embedded. Time domain has been used
as_the straightforward candidate in whith thie process of watei-
marking is being done with the majority of techniques classified. as
echo-based [13~13] or time-aligned {15-19] metliods as per f12].
Transform domain methods have been used more extensively
for audic watermarking. Most of these approaches have primar-
ily been designed for other types of media, suck as images, and
then adapted for application to audio sighals. The spread “spec-
trum technigue was intraduced in {1] fpr eetieral multimedia: This
technique ‘was further developed and Used for audic watermark-
ing in [20-24]. Quantization index modulition QM) is' anather

class of transfer domain methods. This method consists of two-

main steps, indéx modulation and quantization, and was originally
presented In [25] with a case study for image watermarking. The
idea from this paper was later included in numerpus, audio wa-
termarking techniques proposed in [26-31], A well-knowh patch-
‘work algorithm from {32} was propbsed for audio’ watermiarking
in [33]. The modlﬁed patchwork -algorithm: [34] improves perfor-
ranicé with respect to' watermark embedding into-audio sigrials in

terms of robustness and |mpercept{biilty Many’ transform- domain’

methods . perform the aforementioned technigues on coefficients

of orthogonal trarisformations, such ds-discrete: Fourier transform:

(DFT) [35]. discrete wavélet transform {DWT} [26.31], or discrete
cosine fransform (DCI‘} [24,29,36). However, a Significant number
of approaches simultanecusly use two or more of these iransfor-
mations {27,28,371 or could be equally applied with any of these
transformations [34]. For these redsons, it is impractical to divide
the approaches by the type of the. transform domain,

Several recent prominent audio watermarking technigues in-
clude {24, 31,25,37]. The DCT domain watermarking technique was
proposed in [28] with careful dispersian of the watermark energy
to achieve a trade-off berween watermark strength and -inaudi-
bility, A couple of DWT-based methods have been proposed in
[31]. Bipolar synchronization codes and watermark bits -are em-
bedded into different DWT subbands in frames selected by in-
tensity thresholding. .DFT, fractional Fousier transforth {FrFT}-and
duaternion DFT were developed and compared in [35). No signifi-
cant differencein performance-was observed in imiperceptibifity or
robustness refated to the employed transformation domain. Wa-
termarking with a combination. of the DWT and DCT domains was
propased in [37]. The DWT i is used to filter out the low-fréquency
sighal components in-which the watermark is embcddcd using the
DCT:

Machine learaing has dlso been used in the field of watermark-
ing. prlmanly for watermark detection [38], More significantly, a
surge in. deep neural networl’ {DNN) popularity”has fed to an in-
crease in the-attention ﬂwen to these techmques Several récent
research papers emplay DNNs for both. watermark embedding-and
watermark detection [38-43], DNN-based techniques show promis-
ing results but currently lag classical digital watermarking ap-
proaches, We are still not abserving a. big leap forward as in other
digital signal processing disciplines. In‘particulag, DNN-based wi-
Iermarking methods will bé important in the future since DNN
techniques are already used on the other side of the edquation. In
particular, the appearance of so- callecl “deep faltes” further facil-
-itates. the generation of fake or misleading information by using

DNNs. These - -atracks are not used only te spread disinformation

Digital Signal Processing 122 (2022} 103381

but also fo damage the reputation and trust of a person or enti-
ties. or to perform iden[i'ty theft. As. these implications can. have
Severe consequences, it-is important to counter them, Therefore, to.
address the issues raised by the application: of DNNs to. counter-
feiting, it is necessary to develop novel watermarkmg and -authien-
tication rechnigues asing the same means in the future. The. ability

- of DNN -generatization could éventudlly lead to a simpler design

of the audio watermarking system as not every part of the system,
will have'ro.be thé result of human effort,

The technique propesed in this. paper utilizes DNNs to per-
forth watermarlk embedding and detection, and it is based on oir
previous work [44], which infroduced a- naive watermark embed-
ding system that was not trained against any watermark: attacks.
This paper presents a rohust speech watennarkmg system that is
resilient to attacks, a significanr step forward that required. engi-
neering advanced training procedures to achieve both impércepti-
ble watermark embedding and errorless watermark detection. The
goals of watermark embedding and’ detection are opposite and
must be balanced. The watermark should. be robust and resilient
to attacks, but the quality of the signal needs to be preserved.
Therefore, we propase a deep learning system that'can be divided:
into twa. parts, The first part of the system, the embedder, has
a task to embed the watermark into- the original signal. Rather
than sing traditional domains, the embedder fietwork generates
a trapsformation domain, Latent space. representation of the sig-
nal is input-dependent. Choosing an adequare -input domain was
also a subject-of this research. Unlike iR [44}, where we used spec-
trogram, we concluded that the input-domain must-be reversible
to the time domain as a prerequisite. for-préserving signal quallty
Using an irreversible transform domain would render the system
useless in practical applzcatmns “The short-time Fourier transforny
(STFT).and the time domain-wefe compared as’input domains. We
sefected the STFT as a signal representation in the tima-freguency
domain due to its invertibility property. This could not be achieved
with other traditional signal representations cammonly used with
DNNs, such as spectrograms or Mel coefficients. Since DNNs ' are
ofteh thought to be able to ‘perform featire extraction on their.
own, time-domain representation has also been considered. The
second part of the sysiem; the detector, -has the task of detect-

“ing the watermark in the’ signal .cartier, [t behaves as a-classifier,

as there are a limited number of passible watermarking messages.
These two rieural networks are adversaiies, as their goals are'com-

fletely opposing. They must be balariced to fulfilt the ‘tasi of ihe

watermarking systern. Joint and <carefully conducted training procé-
dure enables the convergence 6f both networks: [t can be expected
that the message will be hidden well encugh $o that oaly the dé-

-tector netwerk can find it, and ifs presence should ot influence

the quality of the information, During the design, the. possibility
that a-signal is attacked is considered and tie influenice of thé
percentage of expected attacks oht the watermark detection pro-
cegs, Ultimately. we tested our technique on a sét of speech signals
against the techniques from [29,31,35,37] in terms of signal quality,
systern rabustness, and capacity. The ability of the proposed tech-
nigue ta avoid reverse engineering attacks-is an additional benefit
mncemmg the increase in the overall complexity of the system,
Embedder performance is not ai issue, as its results are not re-
quired in real time.. However, the detectar is reduced to a 'simple
classifier that does not require intensive calculations since it can
be implemented -on miobile phones and similar platfﬂrrns

The paper is organized as folfows, Section 2 gives 2 formal
définition . of the main wazennarkmg ‘methods in “the. time and
transformation domains, as well as a brief description of the STFT

transform as a particular transform/domairn used for watermarking

in this paper. The propased DNNs {the embedder and the de-
tector) and the corresponding . training procedurgaré covered in
Section 3, Thie proposed technigue is designed to be robust against
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the most common atracks en the watermarking system. As charac-
teristic examples, we have considered noise embedding, Rltering,
and sample. suppression: These attacks are given in-Section 4, The
utilized ‘dataset is described in Section 5. Measures fised to-evalu-
ate the performance of the proposed and comparative metliods are
presented in Section 6. The resulis of the study #nd simulatons
are ‘given in Section 7. Concludmg remarks-and further potential
research steps are given iit Section 8,

2. Watermarking domains

The generic formula for audio watermarking int the time domain
can be expressed-as:

yrp=x{m+owm) (1)

where y represenfs a. watermarked signal, while ¥ and w are
the original signal and watermark, respectively. Parameter ¢ de~
termines the strength of the watermark having an impact en the
watermark audibility and detectability. Here, it is given as cohstant,
but in almost .all approaches, it varies and adapts to the signal con-
tents so that the watermark can be less audible but easier to de-

tect, Time-domain watetmarking is commanly considered efficient:

for realization, ‘while the Tobustness to. attacks is often comsid-
ered inadequate, leading to ‘the development of various transform

domain: watermarking techniques. The - generic Tormiula for audio

watermarking in the transform domain can be -expressed as:

Y thy= X () + aW (k) {2}

where Y represents the watérmarked sig'nal.'in_ atransform domain,
while X and W are the original signal-and watermark in the same
domain; réspectively. Transform doriain can be DFT, DWT, FrFT, etc.
However, in' this research, we consider the STFT domain-as a sort

of generalization of the DFT technique. The STFT can be defined as:.

Niz-1 _
Z £ (M) X (- i) I2RmkiN 3)
m=—N;Z

STET(n.K) =

where g is a window that localizes the signal in the time-

'frequency p]ane N is the length of the window. The quality - of

the STFT depends on the window type and'its length, but the STFT
is a good representation, of the signal if these parameters are well
chosen. The-sguared magnitude of the $TFT is défined as:

SPEC Ky =1STFT tm |2 4y

and is cailed a spectrogram. It can be defined.as an‘energetic ver-
sion of the STFL. The disadvantage of the spectrogram is that it

is- gifficult to- perform an inverse transformation on it and retrieve -

the original audio signal, while in the case of the STET, its linear-
ity makes this operation effortless. Mel spectrogram is a populac
representation .of audio signals in the field of newaral networks, It
is often used in audio classification and speech-to-text systems.
It'is irreversible like the spectrogram. The' spectrogram and Mel
spectrogram have advantages over the STFT when used in neural

networks, as rhey are far Jess spatially complex. However, the con-

sidered problem requires invertible transformation.

3. Proposed DNN architecture and training.

The architecture of the DNN presented in this paperis par-

tially based on [39] and [44]. It 'can be divided into two parts:
the embedder .and the detector, The considered drchitecture js

shown in Fig 3. The proposed architecture is- broad enough to
cover two miodels called here A and B. They have different inputs,

50 their reglizations. differ at some points, bur the backbone idea

Js mostly the same. Model A uses STFT as an input, while Model B
uses raw audio samples. Both models are well argumented. While
DNNs- have long been championed by their success in- dealing with
raw dara, STFT is a proven tool in digital audio processing: Feed-
ing DNNs with raw data can-reduce dependericé on preprocassing
steps but, in turn, forces the network o learn. feature’ extraction on
the data presented in the training daraset. ‘This can slow the pro-

‘céss of learning and éven lead to worse results. However, by using

common transformation domains, the network loses the chance of
potentially -discovering features that could be lost during the ex-
traction. This is more prondunced in irreversible trasisformations,
such as standard or Met spectrograms. Model A has one .obvious
advantage.. Model B. simultaneously learns feature extraction and
watermark embedding, whilst in the case of Model A, feature ex-

traction is-partially done by STFT. Embedder and detector networks

are described in Sections 3.t and 3.2 The DNN is trained against
the artacks described in Section 4. We assume that thése attacks
are an integral part-of the DNN. They are not learnable layers, but
their pasition. in the architecturé design makes them part of the
DNN as the gradient passes through them from the detestor to the
erabedder, Since they infroduce constant gradient flow and their
parameters are not learnable, we o not observe them as an inde-
pendent part of the network. As these two networks have opposing
tasks, each ‘of them has its own Joss function. However, gradients
prod_uced by the detector loss function a_rf:_bemg backpropagated
towards the embedder. Therefore, these two networks are depen-
dent on each other, '

3.1, Embedder

The embedder nerwork ‘architecture is based on. the U-net de-
sign concept ‘[45). structurally similar to autoencoder networks. .
Aittoencoder networks ¢an bé summarized as in Fig. 2. This nec-
wark transforms input x into some latent space representation r,
foliowed by expansion te %. Ideally, the autoencoder should satisfy
X=X

Autoencaders are mostly used in feature extraction and dimen-
sionality reduction. In our case, we use an autoericoder to learn
a representafion that is unique for our dataset in which the wa-
termark can’ be hidder. In sthér words, a watermark is added to
r, but the overall goal of the autoencoder remains the same. it
should tearn to ignore the watermark and eliminate any difference
between. x and & However, leaving the passibility for watermark
detection 15 still the goal of the entire system. This indicates that
the eimbedder cannot De trained independently but jointly with the
detector, The encoding space is dependent an the dataset but also
the training pracess and, more precisely, initialization, Watermark
Tepresents a one-dimensional binary message that has 3 fixed size.
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This message tould aiso contain -meaningful information, but we
have chesen to generate a peol of random messages. As data are
shuffled diring the training, gettmg to the same autoencoder pa-

Tameters; i.e. layer weights, is virually impossible. To analyze the’
1mpact of the input used, we observed two models. Embedder ar-

chitectural paramerers for Model A and Model B are presented in
Table 1."The loss function used in both models is the mean abso-
lute efror calewlated between the outpuf of thie émbedder and the
original sfgnal,

311 Model A

Model A architecture is: Shown in Fig. 3. The input of Model A
is.an STFT representation of the ongmal signal. A Hanning window
of 1024 samples is used, giving the STFT with the sameé number
of frequency bins. The STFT is applied with partially overlapped
windows wiiere fime insfants are separated for 512 samiples. The
resulting matrix has a size of 512'x'64 x 2, where 512 is the height,
64 is. the width; and 2 represents the number of channels, ie.
real and.imaginary parts. The downsampling part-of the embed-
der is made of 5 blocks. The reduétion of the spatial dimension
and incréase in the number of filters is a feature of the U-ngt ar-
chitecture. After the convolution. the signal passes through batch
norrnalization layer [46] and leaky Relt {47] -activation function

‘whose . parameter is set to 0.2,.Batch normalization iz used "

normalize the data and is helpful in the overall stability -of the
training. pracess at the expernise of slowing it. The resulting {atent
space representatlon of the signal has a size of 16:% 2 x 256. Here,
in the latent representation of the  signal, watermarking message,
wh:_ch is a 1-timensional array, is embedded by concatenating it
at the end of the channel dimensien, To increase the chances of
preserving the watermark, it is.répeated 16 x 2 times b'i_efor'e. em-
bedding. Latent space representation of the signal is a 3D tensor,
& rectangular cuboid, and it consists of 16'x 2 arrays. of length
256. To further expand this shape by concatenation, we would re-
quire another tensor to match at least two of its dimensions. This
newly formed tensor-infringes on the symmetry of the U-net de-
sign pattern, which affects the-second part-of the embedder that
performs upsdmpling and reconstruction; We solve this problem
by 1ntmdncmg another 2D convelutional layer. The upsampling
part of the embedder also consists of 5 blocks. After transposed
convolutian, the 51gnaI passes through batch normalization ]ayer
dropout layer with.a dropout prohabxilty of 50% and RelU acti-
vation (48] As in the downsampling part of the embedder, batch
normalizatien normalizes. the data, while -dropout is an attempt

Digital Sigidl Processing 122 {2627) 103381

of reaching robustness. By dropping haif of each layer output, .the
network is forced fo-adape to artacks. The. main problem of using
batch nermalization and dropout layers together is. described -in
[48], Here, fobustness is. as important as reconstruction, so using
these two layers together is appropriate, The last two blocks of the
upsampling part of the embédder do not have’ dropout layers. Qut-
puts of the corresponding downsampling blocks are concatenated
after the corresponding transposed convalutional layers in-the up-
sampling blocks. This helps the embedder réconstruct the original
signal. The last transposed- convolutional Jayer has 8 Riters, while
the STFT inpuf has only 2 _chann_e]s Equalizing embedded ifiput
and ‘output dimensions is achieved with another 2D convelutional
layer. Al’ter leaving the entbedder, the reconstructed SFFT passes
through a series of attacks, In Section 4, attacls are presented in.
the time domain. The reconstructed STFT' signal is transforméd inte
its time-domain pair using jnverse STFT. attacked, and then again-
transformei back'to the STFL. '

3.i2. ModefB

The input ‘of Model B are timé-damain representations of au-
die signals. As previelisly stated, this approach is. miore common
for DNNs,-as it avoids the data preprocessing {transform evilua-
tion} stage. The -general design paitern.of Model B is similar to
that of Model A. 1D convolution is used due to signa! dimensions.
As there are many samples available, we used a targe Kernel with
d significant stride in the first biock to reduce dimensionality. The
signal around peint f in time can be declared constant if the time
offset is sutﬁcrently small, For a-sample rate of 16000, there are
15 samples for each millisecond. It can be expected that the 51gnai'
will nor sufficienrly change in just over two milliseconds. There-
fore, using a kernel size of 41 is justified. The kernel size decreases
as the-spatial diimension dees. Otherwise, the network could omit
important- features. The number of filters- in convolutional layers-
is the $ame as in Model A. However, there is no hatch normal-
ization here. Instead, a convolutional layer is followed by a scaled
exponential linear unit {SELUY), which is'ani activation function that
induces normalizing properties. (58], Norraal. LeCun- initialization:
must be used [50,514 for SELU to work prqpéﬂy.. This activation
fuinction is defined as: '

Flag= { e{e*-1) x<0 (51

X x=0,
witere A #s d constant scaling parameter while & can vary. How-
ever, we have adopted here 1.0507 for & and 1,67326234 for o &s
in [30]. The resulting fatent space has.a size of 128 x 256, which:
{s'still & large number of channels despire a drastic reduction in
spatial dimensions. Therefore, there is an eXact number of samples
in the raw signal and its latent space representation; which differs
from Model A, wheré one laterit space sample represents 4 sam-
ples.of the STFT input. Waterimark. becomes embedded as in’ Model
A by concatenating it ar the end .of the channel dimension while:
repeating it 128 times to match the spatial dimeénsion. Symmatry
infringemeant occurs - again, so another convolutional layer is intro-
duced, this tithe with 256 filters, stride 1, and kernet of size 9, The

.activation function is.SELU, and the layer is initialized with LeCun
initialization, like all other downsampling layers:

The .upsampling part of the embedder has 5 blocks. [n the
first three blocks, after transposed convolution with SELU acri-
vation and nermal LeCun initialization, the signal passes through
the alpha dropout layer With a- probability of 40%. Alpla dropout
is intraduced along with the SELU activation function in [:{}] as

“it maintains the: self- norinalizing property. Therefore, there 15 no

need for batch normalization,
“Thé last twe blocks of the upsampling.part of the embedder are
not. using dlpha dropout. Cutputs of the corresponding downsam-
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Fig. 3. Embedder architéciure af Mndel A. Downsampling blocks: are convolitionat Jayers it decrease signal dimensins. Upsampling blacks are transposed convolutional

!ayers that increase sigral dimensions,

“Table 1

Embedder architectural parameters for Moded A and Modet 0. Additionally, Modet A. utilizes batch normalization layers. whilst Model B cvades this by using the SELU

activation t‘nnr:mn which induces normalrz:ng properiies,

Model A ‘Madel B
Type Filters Size/Stride Citput Fitrers SizejStride Cutput
Convoltitional 16 5x5]% - 256 % 32 15 41 18 4096
Convolutional 32 Ax3j2 128 x 16 3z, V4 1024
Convohurional &4 5x5;3 Bd =8 64 212 512
Convdhitional 128 525 3 3Z2x4 128 2172 256
Convglutional 256 S5 /3 162 256 21 f2 128

~watepmark embeddiGg-
Convolutional 256 5352 16%2 255° 2112 128
Transpased Canvolulional . 128 55172 32x4. 128 FAN 256
Transposed Gonvolutional 64 5%5{2 642 8. 64 2142 52
Transposed Convolutionab 1 5x5(2 128 x 16 32 2172 1024,
Transposed Coh\fclut_ion'al 16 Sx5)2 256 = 32 16 21 -4 4095
Transpased Convolutional 8 5xif2 12 w54 8 21/8 327G8°
Convolutional 2 550 2% B4 1 4141 32768

pling blocks are concitehated affer the corresponding transposed

‘convelutional layers in the upsampling blecks, a5 in Modet A, The:

dimensionality of input-and output do not match, as in Model A
‘This problem {5 easily solved by another 12 convelutional layer.
The second problem les in thevinput signal, whicli is bounded. Ad-

ditionally, audio signals can have both negative and positive values.

Therefore, a hyperbolic. tangent adctivation function is dsed with
Xavier ar Cloror inftialization. [531. As in Madel A, embedder out-

pUt passes through 4 series ef atracks which are presented in the

time domain, Unlike in Modél A, the dutput of the Mddel B em-
bedder is already in.the time domain. so no inversion has to be
performéd to apply the attacks. This:is an abvious advantage for
‘Wodel B over Model A.

3.2. Detettor

An overview of the detector architecttire 15 shown in Fi ig, +
Detector arthiteftural parameters: for Model A and Model B are
presented in Table 2. The cutput of the embedder, a reconstructed
version-of the signal, is the iﬁput-.af_ the detectar. The detector -ar-
chitecture is similar to an image classifier. Strictly speaking, the
detector is not a classifier, but-from the DNN point -of view, it can
be considered i that role. The goal of the detector i Is to accurately
detect every bit of the watertnark, i.e, classify it as 0 or 1. The loss
fupction used in both models is binary cross-entropy calculated
between the output.of the détector and the original watermarking
message. '

321 ModelA.
Model A detector consists of 6 convolutional downsampling
blocks. Thése blocks are similar to these from the embedder net-

work, After the convolution, the signal passes through batch nor-
malization. Léaky RelU is used as an activation function, and the
« paraméier is the same as in the embedder, 0.2. Strides are set
50 that the output of the detector has dimensions Ly, x 1, 'where
Ly is the length-of thé watérmark: To reshape the output, a flly
connected layer i used after flattening the output of the lasi block.

3.2.2. Model B

Model B detector is slightly different frof Model A for the
reasen that the SELU activation function is used with normalized
LeCun initialization for the convolutional layers, as in the Model B

‘variation of the embedder,

3,3, Training procedure

The raining . procedure of th]S system must be carefully ¢on-

-dutted because the embedder and the detector have opgosite

tasis. One network could prevail and prevent the other from learn-
ing. The set goal of the embedder network is"the reconstruction

-of the original signal after appending the watermark. In this pro-

cess, the embedder would gertainly tfy to oblitérate the waterimark
because that would hesl: fulfill his goal. By restraining the em-
bedder durmg the training, we prevent the watermark from being
erased, The detéctor netwerk expects the message to. be present in

the reconstructed signal. 1f the reconstructed. signal dees not caiTy

a :message, then there is no way for the detector to Ieam any-
thing out of it. On the other hand, by restrdining the embedder
tee much, the detector nerwork can take the upper hand and thus

-avert the embedder fram pérforming high-quality reconstruction, a

task equally as important as watermark detection.
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Table 2. ] )
Dekector architectural parameters for Model A and Model 8,
Modei A- Model B

Type Filtiers: Size/Stride’ Output Filters SizefStride. Outjpur
Convolutional 32 %52 5E %32 32, a8 4095
Cenvelutional 32 Bx5)2 128 % 16 32 244 1024
Conwalurional 64 Sx5f1x2 128 x 8 64 27 512
Convohurional 64 Gxhf1=2 128 w4 B4 niz 256
Conviohitional 128 SxEf1x2 128 % 2 128 Ift 128
‘Convolutional 128 B G 12 128 1 A28 gii '64_
Fully-Copnected 16384 = 512 512 8192 x 128 128

Table'3

Faramerer values for the owo versions of M_odel.-A and Model B.
‘Parameter Vajue:
name ‘Model-A-V1 and Model & Model A2
Tiee 1 1
P, # EX
Ay, 0.2 82
T, 2 2
Bher, {4 0.5
Sus 0.1 o
K. 10 ‘B

M 0 10

For these: reasons, the weights are intraduced in the learn-
ing process ta balance the described requiremerits and ensure the
convergence Of both networks. These weights vary in epochs of
learning as a function of the epoch index:

[ Y. i<
Well) = ¢ iy, + (7 — 1) Ay, T g id (6}
) | Pw.. K<izM,
Tu, i<l
Wi} = . T.wd. —{i—~1) Ay, 1<i<K {7}
Py, S K<i=M '

where we(f) and wy{i) are the' respective’ weiglits of the embedder
and detector netwarks as a function of epach index i and Yu,,
Doy Ay, Tinge Poyy, Ay K, and M are design parameters. T
and & denote the initial and final valuses of the weights, while A
is the step size. Parameter K is an arbitrary number of €pochs,
whilst M is the total number of epochs. Here, we considered two
sets of parameter.values for Model A traitiing. This resulted in two.
versions of that model, called Model A-V1 and Madel A-V2. Muodets.
A-V1 and B wer¢ frained with identical pararneter values; In the
case of Model A-V2,.a slight advantage 1s given to the embedder by
increasing its loss weight for the last two.epochs, This led to better
signal quality results with insigpificant deterioration in robusme_ss,
which will ‘be shown in Section 7. The assignment of parameter
values is given in Table 3. .

These weight rules are empmcaHy determined -following sim-
ple reascning. In the begmnmg, the eémbedder dominates. over the-

detector, so we assign larger weights to the detector network, The
‘initial weight values according to nur-experiments are of great im-
portance. Excessively high values can introduce fnstability and lead
to diversence, We then gradually decrease the weight of the de-
tector while increasing the weighe of the embedder to. ensure an
acceptable level of disturbance in the output signal of our systent.

Part of the detécror input samples must be intentionally at-
tacked: during traiiing for the sy'stem' to be able to-learn to over-
come the attacks in Section 4. It is necessary to determine the
optirnal size of this pertion 'of the samples to ensure thé best per-
formance of die model. 10 every attack layer, we intreduced an
additional hyperparameter to répresent the probability that a given
artack will eccur. We chose three values {spécifically 159%, 25%, and
35%) for this hyperparameter ard compared the performance of
our system depending;on those values. Fig. 5 shows trends of per-
formance evaluation. measures for Model A-V2 and three different
percentages of attacks. Madel A<V and Model B exhibited similar
behavior int this regard. Performance evaluation measures will be
described in Section &. As.shown in Fig. 5a, the detector converges
after . the first coup]e of epochs. In subsequent epochs; only the
embedder network effectively learns, while the detector maintains
its accutacy. Additionally, Fig. 5a shows that the mddel has sig-
nificantly worse watermark detection accuracy when- it is trained
with 35% of attacked samples, Since the remaining two models Had.
similar performance in watermark defection; we chose the model
with 25% atrack. probability because it peiforms slightly better in
terms- af preserving signal quality. 1t could seem confusing that
the model with the highest percentage of artacked samples gave
the best results in signal reconstruction, but this is.completely =x-
pected. Both networks are. trying to converge, but the Best result
for the system is that they balance- out: Thus; when both networks
have good results, it is fair to estimate that these. results. are not
the best that they can achieve individually. When the détector net-
worl fails.to detéct the watermark, the training process becomes
unbalanted, and the embedder converges completely. Thé {raining
process lasted approximately 4 hours for each of the model ver-
sions.
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Fig. 5. Teajectories. of performance measures for Model A-V2 for differeat probabifities of attacks: fa) Watermark détection, accuricy; (by-SNR.of the watermiarked signal, and

{c} PESQ of the watermarked signal.

4. Audio watermarking attacks

An audie witermarking. system is often required to be able. to
detect a watermark when the watermarked signal has been dis-
- torted or damaged, either due ta 'u'np_rdfessiqn._ll__or malicious signal
handling or even sometimes due to completely legitimate oper-
_ations performed ‘on signals. All these actions, whether they aré
malicious or not, are considered attacks-from the point of view of
the audio watermarking system. If the audio warermarking system
fuldills this requirément; it is labeled robust. Robustness presents
the greatest challenge for watermarking systems due to the abun-
dance of arfacks and their sophistication,

A significant number .of ‘audio watermarking attacks have been
proposed thus far. Review papers on audio’ watermarkm_g attacks
are 53], [54]. [35). but no document covers all of them, In refer-
ence {53, the authors prepose a benclimark set of -attacks o be
used to test dudio watcrmarklng systems. Additionally; designing
new attacks is an active area of research. Attacks ‘are constantly
in development with new technologies sucl as DNNs. and other
eferging: machine learning techniques; giving fertile ground for
.further. dévelopment in this field over tinle, In these tircumstances,
designers of audic watermarking systems need. to sefect a limited

set of attacks suitable for the istended application of their sys--

tein and try to make the systemn résistant at least to those attacks.
The authors in {31] tested the proposed algorithin on numerous
attacks. Unfortunately, thére will certainly be atfacks to which the
designed watermarking.systéiti is not resistarit.

“The: fight against the attacks cannot be left to.the detector alone
‘because if the -embedder does not embed the watermark. prog-
erly, it can easily be destroyed by some of these. attacks, and.the

detector canndt do-anything about it, For example, if the embed-.

der inserts watermark bits exclusively mm high-frequency bands,
a low-pass Alter would compietely érase it. Therefore, robustness
is a task for bath the embedder and the detectof, so they miist
besjointly trained, The errar in watermark detection-caused by the

artacks must be propagated to-the embedder, This means that wa-
termarking attacks must be lmpiemented as neural network layers.

In- this paper, we have trained otr ‘system against three
types of audio watermarking attacks, i:e., Gaussian additive noise,

Butterwarth filter, and samplé suppression. AH the attacks are

parametrized, and the valtes of the parameters are set so that
tiie atracks do not affect the -signal percéptnal quahty We Leligve
that dttacks lose their meaning-if it is obvicus that the signai has
been altered by cerfain audio processing operatiens:

41 Random noise

Thie most common attack on -audio watermarking systems: is
adding noise to the watermiarked: signal. This attack could alsa

cover all kinds of attacks caused by compression losses, ALng

noise attempts to destroy the information added during the em-
bedding procedure. We sélected. a neise: model from Stivmark
Benchmark [33]: ¥(n) = x(n) + & - €(n), where X, € and y are the
original signal, noise, and outpur sigral, respectively. and o is a

‘parameter which defines the relative strength.of the noise to the

original signal. The sélected ‘value for e is £.009 so that adding
noise to the original signal would not significantly degrads signat

quality. The resulting signal-tg-noise ratio with these settings is 30
dB.on average,

Noisé strength and distribution patameters- are- predefinred and
nontrainable, This means that only the -gradiént with respect to
the input signal x needs to be propagated to thé preceding layers
during network tiatring, Partial derivativés of y ‘with respect fo x
are given with:

dyfml |1 qi=m
Bxgmy T |0 n#Em

(8

By the chain rule, the total partion of t]'le-ei‘rar'{]oss-._)'" £to be
prapagated: ta the input 2(m-is calculated ag::
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- - (5}
Gx(mj "Z By(n) ax(m)  ay(my @)

where L; is the length of the signal.

‘4.2, Low-pass filier

Butterworth filters are used as an example of low-pass filters,.
which are alse a common type or part of attacks on watérmark.

systems. because they .can erase the watermark from the signal or
disrupt its detection. When embedding a waterrark into audio or
speech signals, high imperceptibility can be achieved by altering
high-frequency cbmponents. The human aoditory system is less
sensitive to these frequencies, so the changes in rhem will not
be-audible. However, the watermark embedded with such a tech-

ique would be completely erased by passing the signal through a-

low-pass filter, This-is why it is Impditant'to design an audio wa-

termarking system resilient to low-pass filtering. We achieve this:

by adding a layer to our model to simulate this attack.

A Butterworth filter is a“type of digital filter designed to min-
imize the ripple in the frequency response of the ‘filter, 1t is alsp
called a maximally flat filter because it ‘has the marrowest possi-
ble roll-off for a given order without causing ripples in other parrs
of the fréquency response. The amplitude response of the Butter-
wortli filter is given by the following equartion:

7
T 2N
Y tet

yir (:;)
where ¢ is the angular frequency. @ and N are the two defining
parameters of Tthi§ filter, . is the fut-off frequency, and N is the

H{jw) = (10}

filter order. The amplitude response of the 16th-order Butterworth.

filter with a cut-off frequency of 4 kHz is given in Fig. 6.
Poles of the Butterworth filter transfer function in the-s-demain
H (s} are located on the circle of radius e and are given with:

A R
Sp==te- €

=g - cos. z2k-1+ MY jsin 72k~ 1+ N) )
(11

for k €{1.2..., N}, After deteimining the poles, we define the
transfer function of the Butierworth filter as follows:

N
H(S) =

S =y (12)
(5513-(5—52)---(§—5p) = 5~ Sk
where 1y are coefficients obtained by partial decompaésition.of the
transfer function H{s). To apply this filter in the time domain,
we nieed to calculate its impuise response, Fig. 6b shows impulse
responses of Butterworth filiers of different orders, The impulse
response of the Butterworth flter is given by {13

iy = 1y e - ue) {13)

where §; are-poles from {11}, u(t) i5 the unit step function, and ry
are coefficients from {12).

Aftér calculating the impuise résponse, the filter can be applied
by convoluting it with the signal.

VIO = (X R (14)
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it follows that the filrer can be implemented as a convolutional
laiver with fixed and nontrainable weights calculated with Equation
{(13). . N

In the discrete-time domain, convolution from {14) Has the fol-
lowing form:

o
yoiy= Y x(my-hin—m). (15),
= -

Partial derivatives with respect to the input signal x needed to

propagate the error through this layer are calculated as:

dy{n)
dx(m)

and the derivative of the loss function E-with respect td the input
signal x is:

=h(m — ) (163

. L ; . L
5E AE Gy OE 1Ty
= T =E — . fi{n —m). 17}
axim) ngo;;ay(n) dxim)  —dylmy ( ' 1

We used a Butterworth filter with:a cut-off frequency at 4 kHz
since a lower value can cause audible altérations for speech signals.

4.3. Sample stippression

The sample suppression attack sets a random set of input sig-
nal samples to zero: Although this attack hasa fairly simple mode!,
it proves to be quite problematic for existing watérinarking tech-
niques. It ¢an be described by the following equation;

yin) = maskiny - x(n} {18)
where thé ask is a randomly generatéd vector of 0 and 1 that
determings’ which samples will be suppressed. Partial derjvatives
for the input x are:

Ay [mask(h) n=m (19)
oxlm) 0 nZEm. -
Applying the chain rule gives us:
i) : . -
dE  dyin).  BE
= — = » mask(nai}. 20
r}x(mJ nZ: dyim d.\'(_m)_ Cooy(m) () (20)

To preserve the quality of the _signa'l.._m_d at the same time make
the attack efféctive, 1000 samples are randomly. suppressed, which
makes up-approximately 3% of the input signal:

5. Dataset

A standardized and widely adopted’ evaluation dataset for

-speech and audio’ watermarking does not exist. Hence, objective

comparison of different watermarking aigorithms is difficult. Vari-

‘ous audie files are- uséd in the literature. For example, SQAM files
[56] are used in [37}, while a small portion of the TIMIT database

{57] i5 used in [31]. _
One _particular problem that™ the' audio watermarking systern

tries to solve is to protect stitements of politicians and other

public figures from possible changes. There is also a need to iden-

‘tify and authenticate the creators of audie ‘content. Therefore, we

decided to use a Fedlistic dataset ‘that containg the speaches of
politicians in the Parliament of Montenegro: It can be used in the
future to benchmark similar watermarking: and authentication ap-
Plications: It is available upon request with the permission of the

owner (Parliament of Maontenegro). We hape that it will séon be

publicly available on a cloud service for scientific purposes,
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Bitterworth filters of different order: -

The dataset contzins 6199 10-minute long ‘audio. recordings
from the parliamentary sessions between 20716 -and 2019. There
dre 280 différent speakers, with speech. times ranging from several
“$econds to 3-4 hours. All subjects were adules, aged from 2210 73.
They represent various ethnic and regional groups-in Montenegre
with different veice tonalities, rhythms, and dynamics bf speech,
and they take pauses of ‘widely varying durations. The signal quai-
ity is génerally good, with a sampling ftequency of 44.1 &Hz. Some
of the session recordings are disturbed with ambient noise, grim-
biing. and other sounds comimon for heated: parliamentary debares.

While the audible frequency for humans ranges from 20 Hz to
20 kHz, the voice frequency reaches a maximum of 8 kHz for some
people [58]. Mastly, this frequency is anywhere from T to 5 kiz
{591, Narrowbard tefephone infrastructure limits the audio signal
o just-3.4 kHz, which is enpugh te preserve information. For this
reason, we can downsample speech signals from 44,1 kHz and still
retaint high signal quality. By the Nyquist-Shannon sampling the-

arem, we must choose a-sampling frequency at least two times:

h:gher than the maximum signal fiequency, so we downsampled
our audie signals to 16 kHz (2 -8 kHz). Downsamipling can have
drawbacls by reducing quatity, but it drastically increases the per-
formance of neural netwarks, -3s more lengthy sequences require
more hardware resources and much more fime. In addition, we
removed silence intervals longér than 1 s with an experimentally

determined threshold of ~35 dBFS. This reduced the size of bur’

dataset from 1033 hours.to-approximately 868 hours,

The remaining speech was divided inta segments of 32768 sam-
ples (approximately 2 s). There are several reasons. we have chosen
to divide our speeche‘s;into segments af this length. The frse rea-
son is.the length of the watermark, If the watermark is too short,
the embedder will eventually learn to erase: it while trying to per-

fectly reconstruct the original signal. Furthermdre, the length of

the watermark should not be’of the same order of magnitude
as the length af the segment; as this would lead to a. signifi-
cant amotint of additive noise; which would reduce the overall
quality. Embeddeér network would nat be able t6 converge. Addi-
tionally, we wanted our watérmark lengzh to be comparable with
the length of the STFT window that we used to create the dataset.
If the lengths are not the same, they shonid at least exhibit the
same order of magnitude, Which are the best practices of the sjg-
dal processing community, The last constraint we considered is
the segment- length in existing audic. watermarking schemes. We
wanted to have a comparable bit rate to create similar coniditions
-In which a comparison between our and other results wpuld be
fair.
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6. Performance evaluation tneasures

The performance of audio watérmarking systems can be as-
sessed according to several measures. The two main fasks of audio
watermarking systems. are,.as mentioned before, . preserving signal
quality after embedding. the watermark and achlewng résistance
ta the attacks when detecting the watermark. Over the years, var-
ious meastres-have been designed to assess how well the system
has fesponded to these tasks. Designing nové! meéasures is also
an active area of research {60}, Experimentally achieved valites for
our and comparative methads regarding cach of the measures de-
scribel in this section will be presentéd in Section 7.

6.1. lmperceptibilicy

Imperceptibility represents the ability of the watermarking_sys-
tém to embed the watermark so that it'is indistinguishable trom
the cartier signal. Objective signal quality measures'[&l] are used
to assess the quality of the proposed system in terms. of | impercep~
tibility. These measures’ assess the quality of the processed signal
by its numerical; comparison with. ‘the original signal or i cerrain
cases even without using rhe ariginal recording, '

in this paper, we have used the signal-to-noise ratic (SNR} a§
it is the most used objective rieasure far aodio sienal quality.
Additionally, as this paper deals exclusively with speech signals,,
we detided to- evaluate: a special measure far this type of signal,
Perceptual. evaludtion of specch quality (PESQ) [6?] is an. objec-
tive guality measure that is considered o be the most suitable to
assess different types of distortions in speech signals .and is rec-
omimended by the 1Tl Telecommunication Standardization Sector
(ITt-T}. Values for the PESQ measure range from —0.5 to- 4.5, PESG
gives. a, hetter assessmesir of speech quality, ie. 1mpercept1b1!1ty
than SNR, which does not consider the specifics. of the human au-

ditory system However, we used both PESQ-and SNR 1measures for

comparison. with other approaches in Table 4,
6.2. Robusrness

Robusthess is a fundamental requirement for audio watermark-
ing systems. Especially int the cdse of speech watermar}cmg. it be-

-COMmes even more important’in relation to. tmperceptibility because,

with' speech signals, it is-imuch more. impartant to preserve the in-
formation they carry than the quality itself,

_ To._assess the robustness of the system, it is necessary to rest
the possibility-of watermark detéction:when thie signal is degraded
by artacks. The bit error rate (B}ZR} is a generally accepted measure
of robustness among all watermarking. approaches. i represents.
the portion of. mcnrrectly detected warermark bits.
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Tabled
Comparison of the proposed DNNs with the state-of-the-arg rechniques in terms
of impercepithility.- #osilis in brackets are dectared in réferences od aii alternative
dataset.

Watermarking scheme: PESQ SMR

Mode! A-V1 431 3519

Modet A3 433 3875

Modet B 4,08 2302
DT [E}?} 4.45 27.59 {2038}

DWT-TAMM 121) - {2135}

QDFT-V1 139) - {37.85)

37 347 1104 {30.18}
6.3. ‘Capacity

The ‘watermark caparity or embedding rate is the third mea-
sure considered within this study. Although it is regarded as less
importanr than imperceptibility and robustness, capacity is always
‘measured as. it describes ‘the.system's ability to embed as many
watermark bits as possible in a unit of fime. Capacity values are
given in.bits per second {bps).

6.4. Space and runtime
Time and spatial complexity are important aspects of every

computational system. The same -goes for-audio watermarking sys-
tems, Besides time. complexity, which is 2 theoretical measure, for

practical considerations, the runtime is more important. Runtime.

is determined experimentally by meastiring. the time it took the
system to. perform_the necessary operations,. The spatial complex-
ity of a DNN-based system is given in the total number of netral
netwaork paramerers.

The DNN-based system proposed in this paper is a set of layers

that are applled sequentially. Fram a strictly theoretical standpoint,.
it’tould ‘be argued that the time complexity of our systemn s Q(1).

since all design parameters have constant values. if we let param-
eters such as input size and the numbet of layers be variable, the.

timie comiplexity of such -a system ‘would be equal to the time

complexity of its most complex: layer times the number of layers.
The most critical operations in our systems are STFT and 1D and
2D convolution. The time ‘complexity of the STFT: is O(T - Mlogh),
where T {5 the number -of segments and N is. the number of

FFT coefficients. Convolution could be calculated as-a produdt’in.

Fourier space, which means that its time complexity could be re~
duced to the time complexity of the FFT, However, int.our case,
convolution i performed directly, resulting-in ‘time complexity of
OLD - ky) for 1D convelution and O{ Dy - Daz - k%}_ for 2D convolu-
tion, where ), D) and By are input dimensions, and k; and k;
‘are Kernel -sizes.

7. Experimental resules

This section presents the- results. according to the four pre-
vidusly described performance evaluation criteria. The proposed
DiNNs.are compared with some of the best approaches in the field
in terms ‘of overall achievements in high imperceptibility. rabust-
ness and capacity. For comparison purposes, we have realized tech-
niques described in [29] and [37]. These techniques, which are cur-
rently not available-in the public domain, are dependent on design

parametfers that affect the results. We adjusted those parameters.

to the best of our abilities, Our realizations are available at htrpsijf
mrlmb comjkosta-praffaudin-waterinarking. In addition to our real-
izatiohs and datasét, we have compared the proposed DNN tech-
nigues with the results declared in references [29,31,33,37] with
‘pther datasets; These results are given in brackets in Tables 4 and
5.
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To provide the fairest possible comparison between all meth-

ods, we tested their impecceptibility and robustness for a. fixed
watermmark size' of 512 bit§, with the excaption ‘of Model B. The-
results for Model B are laid out far a capacity of §4 bps, ie., 128-
bit watermarks. Obtained. results in térms .of imperceptibility are
giveni.in Table 4. Table 5 shows the results.of watermark detection
accuracy in different atrack:-scenarios, Embeddmg capacmes of dif-
ferent approaches are listed in Table 6, All these. experiments and
comparisans are performed on the part of the dataset that was nat
used for training.
" Both versions of Model A have achieved ‘excéllent results in
terms-of imperceptibility, with PESQ values weil above 4.0. Mudel
B also reached a PESQ wvalue above 4.0, suggesting that the wa-
termark iS almost coimpletely inaudible when embedded into the
carrier signal. Fig. 7 visually confirms a smafl difference between
the original and watermari(ed signal,. This differénce between-the-
two signals can be considered a watermark estimation in the time
domain. A detailed view of these signals can be seen in Fig, 8. I
Fig. 8, we present the STFT magnitude of the watermark (ie., wa-
termark estimation) to examine in which areas .of the spectrum
the madel embedded the watermatk, STFT magnitude in Fig, 9 has'
a cléar shape. The watermark s present in those time intervals
in which the actual speech oécurs, while the watermark is miss-
ing when the speaker pauses. The watermark is also present in the
entire spectrum which means it would be difficult to erase it, It
could be argued that this difference is -nothing else than the re-
construction naise. or, mose precisély, reconstruction error, but we:
think thart this is-only partially true,

Model A-V2 reached values higher than all comparative ap-
proachies in terms of SNR, with method [24] slightly outperforming
it i1 terms of PESQ, The reason for somewhat highér vdlnes of SNR
for our models. could lie in the fact that the embedder network
has beéen trained with mean absolute eror as a loss function that
i$ more-similar to SNR than PESQ. This discrépancy in values of
SNR and PESQ also supports the previousty stated claim that SNR
is (it -an approptiate medsure of Watermark imperceptibility, The
SNR treats all parts ‘of the frequency range equally, although they
do not affect audibility accordingly.

We tested our models against attacks described jn Section’ 4,
The attacks we considered are particularly important because they
are representatives of the riajority of existing classes of .aftacks.
Both modéls have bit error rates of less.than 1%, which represents
high resistance to set-attacks. Model A~V -exhibits barely any in-
correctly detected bits and performs at the leviel above the best
technigues in this. regard. Apdrt from vonsidering every attack sep-
arately, we also observed a combination of all attacks, a scenario
that has not been considered in the available literature, Maost re-
alistic attack scenarios. would use a set of artacks: rather than one
specific attack: which is why it Is important to evaluate the per-
formiance of watermarking systems in such cases. Qur éxperiment
confirms this-because the obtained BER values for all attacks com-
bined were greater than the sum of BERs forr individual aftacks for
both ours and the comparative methods.

Camparative methods shew inferior performance when deal-
ing with. attacks. A expected. saniplé suppression ‘considerably
disrupts the ability of these techniques to successfilly detect 2
watermark: Existing audio watermarking techniques embed 1 pai- .
tiewlar ‘watermark bit only at one point i the signal. So; when
samples responsible for preserving that watermark bit aze lost or
suppressed, retrieving the watermark becommies unfeasible. DNNs
are able to learn to. hide watermark bits at multiple locations in the
signal, Tesulting in. a-lower embedding rate but improved robust-
ness. Overall results are better with tandom noise and low-pass fl-
tering attacks. By tuning the desngn parameters of the comparative
hethods, we make a:compidmise between watermark imperéepti-
bility-and robusiness, These parameters tend to reflect the strength
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'2?1:;;2'5011_ of the proposéd DNNs. with state-of-the-art technigues in torms of 1pbustriess, Results in brackers are declared in references o an alternative dataset,
Watermarking BER &
scheme No attacks RN iF 55 AN.LF 555
Motled A-V1 {25% attack: probability) 000 0.00. 0.00 0.01 007
tadel AV {25% artack probability) 000 oAt 8,00 027 033
Motlel B {25% attack probability) 001 0.01 am to1 0.05
DCT-bY {29] o 0.95 (0.0 431 {0217 D58 {0.00) 11.95 2070
DWT-IAMM [3¢] {0.00} {000y {0.00} - -
QDFT-VT 135 - {713 16.94) - -
1571 0,01 {0.00) 0.01 {000} T4t 1.93 {0.00] 2,69
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Fig. 8. Zoomed finage of the orfginal signal, reconstructed signal and their difference
oF "watermark”™.

of the watermark, whicl means that they mostly affect resilience
to'randam noise atracks, Performing watermark embedding in the
low-frequency range, well below the cut-off frequency of the low-
pass filter, should snake these tectiniques resistant to this attack.
" Results and cemparisons in terrs of capatity are given in Ta-
-ble 5. Madel A achieved a higher capacity of 256. bps. than Madel 8
with 64 bps. From couriterparts, [29,35] outperform our techtique,
while [31,37] are at similar capacity levels as Model A and Model
B, respectively.

In:order to facilitate the comparison.of the propoeséd technigues
with any other existing and future efforts, we have put the im-.

Comparisori of the ‘proposed DNNS With state-f-the-art

techridues il termns of capacity,

Watermarking scheme’ Capacity {hps}
Model A- 256

Moded B 64

DCT-bi. [26] 508.85
EWT-IAMM [33] 200

QDFT-VT [35f 8.951

15 5132

plementation details on pur technigues. into the public domain at
‘http.s:;’;‘github_com;‘kosm«pmf;‘dnnhaudio»-warerlmrki_ng,_

‘Both training -and tfestirig: of our system were performed on
NVIDIA Testa P100 GPU with 16 GB of RAM. Table 7 provides in-
formation .on embedding and detection runtimes for audio signals
lasting 2 seconds, as well as the spatial requiremesits of our mod-
cls.- Model B runs faster than Model' A since: it his a significantly
smaller munbeér of parameters, and there is no need for perform.ng
STFT and inverse STFT operations, The smallet nuimber of param-

eters in Model B is aiso part of the reason for-the difference in

perforfnance compared to Model A,
8. Conclusions

Copyright infringernent, identity theft; and the spread of faise
information are increasingly common in-the madern wotld, Cre-
ators of auidio content, whether they -are. musu:mns, acrors, politi-

ciaiis, or some peopEe who are not public figures, are targets of
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Tiretr

Fig. 9, STFT magnitude of th_g watermark signal from Fig. 7.

Table 7

Spatial complexities and- rantimes.of the embedticr.and the. detector for Model A and Mode! B.

Watermarking ‘scheme Embeitdder params

‘Datector paramdg

Embeddes funrime {ms} Detector runtime {ms}

1375778
2045425

Madel A
Mode] B

9,186,560
1,397,600

H 18
b 9

these attacks. and it is of great importance that their rights are
protécted. Watermarkifg is an important procedure i this re-
gard, as it helps to presecve copyrights.and protect the information
transmitted by the signal,

In.this paper, a DiNN-hased speech watermarking: system is pro-
posed. The system consists of twn newral networks, the embedder
and the detector networks, that behave similarly to adversarjal
rietworks. While the embedder has the task of émbedding the wa-
termark sa that it is: completely ‘hitlden into the sigrial carrief, the
detector should bé able to aiways detect it. even when its input is
a signdl striick by several attacks, Two networks are jointly trained
to converge in a carefully controlied procedure in which the pri-
ority between their tasks. slowly changes. We trained two models
with this type ‘of architecture and training proceduré. These mod-
els rnamly differ in their inputs. One model {Model A) receives the
STFT of the signal, and the other {Mode! B) works with raw speech
signals. Modél A exhibits better overall performance than Moidel B
aceording to the main performance measurses for audio watermark-
ing systems.

A realistic datasét with over 800 hours of speech was processed
ang adapted for use. Our tests on this daraset show that the accu-
racy of the detector network {s almost 100 percent. Additionally,
the system shows superior robustnéss to comparative methods on
a set of common watermarking attacks.-As the nuniber of desisned
attacks on audio watermarking systems is extremely large* the cur-
rent set of attacks will be continuously expanded in the future
with specific emphasis en desynchronization attacks. An ongoing
development handles desynichronization attacks such as time stal-
ing. sample cropping and resampling.

The obtairied results for SNR and PESQ indicate that the wa-
termarked .signals. are virtudlly indistinguishabile from the original
recordings. Model A-¥2 achieved signal quality comparable to the
best methods.
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Desynéhrodization attacks proved bo be'the greatest challenge 16 audiy watermarking
systems as they introduce misalignment hetween. the L,:f'nai r.‘d.rrl(-'l and the watirmark.
This paper proposes o DNN-based _‘apEf‘C]l waterniarking system with two adversarial
networks jointly trained on & set of desynichronization attaeks to smbed a randonly
generated watermark, “The. detector neural network is expanded with spatial pyramid
poaling layers Lo be able to handle sighals dffected by these attacks. A detailed train-
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ing procedure of the aferementioned DNN wystem with gradual attack ntroduction is
praposed in order tu achieve robustness. Experimionts performed on a sheech datasct
show that the system achieves satisfactory résults decording Lo all the benchmarks it was
tested against. The sysiem preserves =;1n'nai quality after. watermark cmheddmg Most
importantly. the svstem achieved resistance to all considersit desyichronization attacks.
The majority of the attacks cange less than 1.70% of incorrectly detocted watermarked
bits an average, which outperforms comparative techniques in this regard.

Keywords: Deep neural fietworks; desynchronization ateacks: spatial pyramid pocling:
speech watermarking.

AMS Subjéct Clasdification: 68T07

1. Introduction

Inteilectual property is.considered fo be any creativity in science or art, whether
in written, spoken or another form. The intangible nature of the intellectual prop-
erty often makes it challenging to prevent copyright infringement. The protection
of intellectual property in the modern: digital world is becoming increasingly impor-
tant as the expansion of the Internet made intellectnal theft more frequent. Recent
breakthroughs in the field of deep neural networks (DNNs) made generating artifi-
cial data (so-called “deep fakes”} possible. These data could be aiined at créating
forgeries. spréading -misinformation. defaming public figures, identity theft, etc.
Watermarking is a process during which digital data get marked by a watermark in
order to preserve its copyright and anthenticity. Watermark detéction is a process
in which.a watermark gets extracted from tlie signal carrier.

In the context of andio-data, embedding a watermark i audic signals is nec-
essary not only for the purpose of protecting intellectual proparty but alse for the
purpose of protecting the information which that signal c_ar_ljié‘f,:, The watermark can
be a message of any kind. but it nust be of a certain leagth. Unlike other signal
types, it is often unacéeptable for audio watetrmarks to be perceptible to _huu_xaﬁs.
Watermarking systems should be resistant to noise, compression .and mialicious
attacks in -order to maintain their effectiveness. Therefore; w utermarking shotld
represent a tradé-off betwean robustness, data quality and data rate.

Digital watermarking has been an active Beld of research sirice the 1990s.2
Since then, numerous techuniques have Been introduced for watermnarking every
type of digital multimedia, with the mnain ideas originating from: image watermark-
mg G,17,24,30,42,46,51,

Ultrasound watker marking is the most obvious way to embed the watermark
into audio signals, bur these kinds of straightforward appreaches are susceptible to
any sort. of interference. Therefore, a waterniark shauld be present in the entirety
of the frequency spectrum in ofder to ensure its robusiness. Over the years, a
number of advanced watermarking techniques have heen developed. These tech-
niques can perform watermark embedding in the thne domain with time:aligned™®
and echo-based%* methods. However, the embedding is more often performed in
one of the well-known transform doinains, such as the discrete Fonrier transform

2350009-2
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(DFT), the discrete cosine -transform (DCT) or some discrete wavelet fransformi
{DWT). 1112248 yarious techmiques are used, such as spread spectrmn,’® pateh-
work algorithm,?™* quantization index modulation (QIM} 15132 ay well as singu-
hir value decompesition (SVD). 1547

Kernel techniques were the first 1o introdute the concept of iearni'u_g into the
area of multimedia watermarking.”* The detector is trained to memorize the dif-
ferences between the original and the watermarked signal, while it the embeédding
phase, traditional \vaterrhark'ing techniques are proposed. The revitalization of deep
learning has led to its penetration into various areas of signal processing,319:25-20
as well as the area of digital signal watermsirking. Several papers exploit DNNs
for both watermark embedding and watermark detection 2 #3750 According to
‘multiple universal approkimation theorems, neursl networks can Approximate any
contintous. function to arbitrary precision. Neural networks, with one™* or two®
hidden lavers, with suitable activation functions, and an abundant but fnite nium-
ber of neurons, have universal approxiination capabilisies. A recent paper®® proved
the universal approximation theorem for deep convolutional rigural networks with 4.
sufficient number of layers. This makes DNNs appropriate for pveredming problems
stich as the nonlinearity of desynchronization astacks: The DNN architecture pro-
posed in this paper balances the tasks of watermark embedding aind detéction as
they opposeeach other. This system could be divided into two networks: the embed-
der, which generates its-own transform domain and embeds the watermark in it, and
the detector, which extracts the watermark from zhe sigrial carrier. The embedder
should essentially perforni a certain form of fusion ‘between the signal carrier and
the watermark so that the quality of the ousput is masimized. Fusion techuiques.
for tmages®™ manage to produce excellent resulté which are maore informative and
of higher quality for hoth human and machine perception. The detector has to be
able to extrict watermark bits even when the sighal is cortupted to some extent.

Audid watermarking systeins are evatiated according to several criteria: their
ability to preserve signal quality, the amount of data they can transmit per unit of
time, and their resistance to various attacks. For each of these criteria, there are
different medsures that ninnerically characterize how successfully that eriterion hag
been met. Robustuess is measured iu the terms of bit ervor rate (BER), ie. the
percentage of incorrectly detected watermark bits. System capacity is measured in
bits per second {bps). A number of measures have been proposed for signal qual-
ity. The most widely used is the signal-to-noise ratio {SNR). Ti this paper, apart
from SNR, we calculated perceptual evalnation of speech quality (PESQ).4 This
is.a megsure that incorporates the properties of the hurpan anditory system when
estimating signal quality; and its usage is recommiended by the ITU Telecommu-
nication Standatdization Sector (ITU-T). PESQ more severely penalizes changes
in frequency regions to which the human ear is rdove sensitive while placing less
eniphasis.on less disturbing changes. SNR measure, conversely, treats all changes
equally..
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Robustiess is the main requirement for audio watermarking systems.due to the
multitude.dnd continuons development of possible attacks, Attacks are most often
designed to disable watermark detection, but souterimes alsg to cavse nnanthorized
or-erroneous detection. The proposed nefwork is trained to be robust against the
most common desynchronization attacks. These attacks constitute a third part of
our system, which is placed between the émbedder and the detector networks and.
is an integral part of the entire network architecture. One of the main features
of thase attacks is that they change the léngth of the sigrial. Conventional DNNs
require a fixed size input which rieans that this feature of desynchronization atbacks
coulil pr)tentially cause performance degradation or completely disable the network.
We proposs $olving this problem. by introddcing %patnl pyramid pooling (SPP)
layers*® ingide onr network architecture, The sy stemn s trained on batches with a
specific, vandomly: generated watermark message, random false watermarks and no
watermark at all, to prevent the network to produce false positives, Diie to the
opposing objectives of the two networks and the abundance of attacks, bringing
this system to the point of convergende is a demanding task. Hende, significant
attention is paid to the design of tht, training procedure. It is thoroughly monitored
with caretul selection of the values for gl the ‘hyperparameters.

The rest of this paper is organized as follows. Section 2 describes the signal
distortions, ie. attacks, a.g;a.ins‘q'whi{:h.t'h(é vetwork is trained. A detailed overview
of the architecture and training procedure is given in:Secs: 3.auid 4. respectively: The
obtained results and comparisons with other prominent techniques are presented.in
Sec. 5, with conclugions in Sec. 6.

2. Watermarking Attacks

Desynchronization attacks have proven to be the most effective type of attack
on audio watermarking systems. Clurrent watm‘marking Eecliniques are resistant
to common witermarking attacks, such as noise addition, filtering, -ete. How-
ever, they are unable to achieve robustriess against desynchronization attacks or
could ‘achieve it it at a very low embedding rate or withous retaining high
signal quality. Watermarking svstems usually expect an ideal alighment of the
audio signal and the watermark during detection. Desy nchronization attacks dis-
turl this alignment, which is the main reason for their effectiveness. Furtheririore,
these attacks are nonlinéar operations. It s difficult to adequately reconstruct
a signal altered with nonlinear operations with linear procedures; such as com-
mon watermark.détectipn algorithms, Therefote, desynchronization attacks remain
the focus of many researchers: Techniques from Refs. 20, 27, 34 and 47 are
designed with & special intent to tackle this class of the attacks. A patchwork-
hased audio watermarking techiigie is proposed. in Ref. 34. This method embeds
watermark bits. by altering means of absolute-valued DCT fragnients. Repeating
the same procedure soveral times results in a Hllll?‘:b]a:yel watermark embedding
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-$ystom, which increases embedding capacity but reduces signal quality. “To prevent
-signiﬁcant quality degradation, an ordering process of the DCT ‘eoeflicients
is devised.

Authors in Ref. 47 suggest using the frequency singular value coefficient (FSVC)
feature for' watermark embedding. FSV( is extracted by petforining SVD. on mid-
frequenty band DCT coofficients of two consecutive fraginents of 4 signal. This
feature s then madified to enibed waternark bits. Authors claim that the FSVC
ferture is less sensitive to desvnchroniZation attacks, making it more #obust than
its counterparts, Both of the techniques mentioned above introduce an error buffer
to increase 1501juat11e_ss.

Some techniques, ™37 yge synchronization codes to deal with desynehronization
attacks, They embed synchronization codes into the frames of the slgnal carrier
along with waterinark bits. During watermark extraction; synchrosiization codes
-are extracted first. If these codes al_;e extracted successfully, the frame is considered
to be synchronized, and watermark bits can be extracted froi it. Otherwise, the
frame is discarded:. Desynchronization attacks affect the detection of these codes
and cause frames to be discarded and watermark extraction to not be performed.
Hauice, synelironization codes can serve to indicaté if a desynchronization attack
‘has ocenrred and prevent wrong watermark detection. However, they do not pro-
vide the means. for achieving robustness i the full sense. This immivent loss of
Jnformation in the case of tl:ié--attat:ksr prevents us from determining whether the
information is copyrighted or npt. Just acknowledging that the attacks péeured is
ot sufficient. The failure to detect the waterinark in such situations would mike
-copyriglit; protection infeasible. The changes introduced by the attacks could be sub-
tle and undetectable to the human auditor v systemn which would enable urihindered
distribution and cousuinption of-$uch audio consent.

In determining the _eka,(_:t. set of attacks azainst v»'_hich__'gye will test our approach,
we were guided by the renowned SeirMark benchmark™ for audio watermarking.
We consider four types of desynchronization attacks from this benchmark: jitter,
sample permutations, resampling and time smluw Every attack isassociated with a
set of parameters that coiitrol its severity: Exact values of certain attack parameters
are randomly sampled from a predefined 1_:1_1_’1%&&»-]3!%?,{:{:)1{;-_1)-.1{-|hlng each training batch
through: the network. The parameter ranges werie ¢hosen in such a way that the
-attacks would disrupt thé sigral as much as possible, but not eause the loss of the
information ca_rried by the sigial. This i3 t}hought to be the most-corimon attacking
scenario, as the aftacker does. not want. to completely destroy the signal, hecause
that would render it nseless to him too.

Although low-pass 'ﬁl'ter'ing- and random noise do not represent desvuchroniza~
1ot attacks, they are included in our sel. Thesé are two essential attucks that every
audio watermarking system should be resistant to. A_c.lne_wng robiugtness againgt
desynchronization attacks while skipping these basic attacks wonld not be credible.
We also include a time delay attack from the Stirdark benclunark, This attack adds
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a delayed copy to. the signal. Iv could seriously distin® traditional watermarking
techriques because i can disropt the division of the signal into frames. which is
the very first step of the vast majority of these technigues.

Attacks are incorporated into watermarking system as neural network layers.
These layers are used to presént potential watermark detection difficulties to the
system during training and allow it to produce a more robust watermarking scheme.
All of the attacks against which the system is trained, along with their selected
severity levels, are listed here

{1} Jitter -— up to 5% samples;

(2) Samples per;mui;at.'_ion - up to 5% samples,
{3} Downsampling -— to §kHz,

{4} Upsamnpling —to 32kHz;

(5} Time fold - up to 10% reduction,

(G} Time stretch — up to 10% increase,

{7) Low-pass filtering — 4 kHz cutoff frequency.
(8} Random noise - up to 30dB3.

{0} Time delay — up to 10% delay.

More defails on the attacks. their parameters and realizations are given in
Appendix A.

3. DNN Architecture.

Significant efforts lave been invested in rescarching doinains in which it is most
suitable to analvze and process sig_nals.__ Tlie domain of the ihpu_t data iy also an
important fictor in the architectural design of a watermarkibg systerm. Domain
knowledge can significantly contribute to the overall resulis. The time domain is
the defa_ﬁlt for andio watermarking. Audio watermarking in the thne domain can
be sxpressed via the geheric forniula

yin) = x(n) +awin), (3.1)

where y stands for a- watermarked signal, while 2 and w represent the original signal
and the watermark, respectively. Parameter & scales the waterpiark styength and
impacts its andibility and detectability.

However, as stated in Sec. 1, Hime-domain waterinarking is commonly consid-
ered inadequate, which led to the'usage of various transform domains such és DFT,
DCT, FrFT, ete. Even more general techiniques rould be used. Wavelet decompo-
sition®? is a 'state-onth.e-agl‘t technique. for effective and exaét analysis of different
types of signals. It is highly valued'in she field of image processing as it provides
a complete image representation and performs d’eco_m:positipn- according to hoth
scale and. oriéntation. Some recent bieakthroughs that further improved the rep-
reséntation efficiency of the wavelet 'decmnp.c}sition"is could also be applied in the
domain of andio processing. Different tvpes of wavelets sre considered, 12 and
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their properties, as well as potential applications in fractal analysis, 0 are evalu-
atéd. However, these techniques are yet to-be fally explored in the avea of digital
watermarking,

- Audio watermarkhig in the generie transiorm-domain can be expressed via the
following formula:

Yi(k) = X (k) + &IV (k), (3.2)

where ¥ stands for a watermarked sigital io a trapsform domain, while X and W
represent the original signal and the watermark in the same domain. respectively.

In this paper, short-time Fourier sransform (STFT_} is used as the input domain.
It is a generalization of the DFT techhique. The STFT is superior to frequency-
domain _1'epreseu_t_atirj_;1$ as it enableg the einbedde.r fo insert the watermark in suig-
able time intervals rather than only on certain frequencies. The advantage of STFT
'is also that it can be viewed as an initial feature extractor, wliich facilitates system
training: The STFT is defined ds follows:

Nes2-1
STFT(n.k) = Z g(m)eln + m)eI25mb N (3.3}

mr=--N,; /2

where g represents a window function that localizes the signal in the time-frequency
plane. Ny, is the length of the window function. It is-obviots that the quality .of
the STFT representation of the signal depends on the type of the window f_uncﬁ'_on-.
and its length. One of the features of the STET is that it is reversible, so the
signal carrier can be reconistructed after watermark embedding without reducing its
quality. STFT clearly retains information about both signal phase and amplitude.
Hiding the watermark only within the signal amplitude is not recommencded, as
¢ven the slightest changes could be detected by the human auditory system. If the
change is not suffictent enough, the watermark itself would I, bardly detectable.
The network should learn to hide the watérmark mostly within the signal phase.
ag the human auditery system is relatively insensitive to its changes.

The proposed architecture is mostly based oa our previous work® and it is
shownin Fig. 1. Thearchitdcture is divided inte two nerworks, the.embedder and the

Embedder 5o Attacks p~  Detector
U—Net'autoencod'e_r Series of attac_k Llassifier which
that-embeds the ‘Fayérs with non- can manage
watermark tratnahble variable mput size

parameters

Gradient flow

F 3

Fig: 1. Architeciure.
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Tabl: 1. Embedder .ai'_chii.éctm‘:}l_ prarameters.

Type Filters Sive/stride Output
Convalutions 16 5% 5/2 256 %37
Convolutional 32 5 x5/ 198 %15
-Convihitionsk 84 5502 By x 8
“‘Convehitional 128 352 32 x4
Convolntional 256 5 X B2 16 %2

Watermark embedding .

Convolutional 256 i 162
Transposed canvalufional 128 83 32 x4
Transposed convolutional G4 A x 5T il 8
Transposed convolutiong! 32 5K 52 T2 % 16
Transposed convolutional 16 BT 250 » 32
Transpesed convolutional ] BT 512 % B4
‘Cenvelutiohal 2 5%3/1 512 = 64

detector. However, there is a pivotal advancement that tackles desynehronization
attacks which are insurmountable for the aforementioned architectire.

The embedder network remained the-same as in Ref. 37. Tt is baséd on the T3-
net design?? with five-downsdmpling and five upssmpling blocks and it uses batch
normalization. The input signal is downsampler! until it has a size'of 16 % 2x256.In
this latent space representation, the watermark, which. is a one-dirnensional array,
gels embedded by repeating it 16 x 2 times. The upsampling part of the embedder
expands the signal back te its eriginal size. The embedder architectural parameters
are presented in Thble 1.

Té achieve robustness, the. embedder needs to insert watermark bits in such a
way-that the attacks affe@t the detectionr as liitle as possible. This is u-'h}__ej the detec-
tion error eaused by watermarking attacks must bé propagated to the embedder.
Therefore, neural network layers that simulate water.rnaiking attacks are included
in the training procedure. These layers 'pl_‘.t')vi_dt-: iriformation to the embedder about
attacks that could oceur so that it can learn to perform robust watermark embed-
ding. Attack layers do not have trainable parameters but are viewed as an mton al
part of the neural network since the detection error. fows thr ough them' to the
embedder.

The detector has the task of extracting tlie watermark from the signal carrier.
Its architecture is based on an image classifier that ends with a fully connected
layar. However, debynchlorll_z(uj,lon__atta{:}\m which arz the focal point of this paper,
impose certain architectural features on the detector. While convolutional layers
can work with inputs that vary in size, fully ¢onnected layers-enforce the require-
ment of fixed-length mputs. '\Teur"d networks areé usually trained with fixed-lenigth
inputs but desynchronization attacks break this norm as they change the length of
the signal. Although the input dimensions of the convohitional layer can vary in
size, variable input size: would result in variable output size. The detector guiput,

2350009-8



2na Reading

February 24, 2023 18:47 WSPC/S0219-6913 181-ITWMIP 2350009

DNN-bused speéch walertiarking resistonl 16 desynchivnizativn atiacks

Table 2. Detector architectural paramdiers. Nuniher L represents the
tength of the watermark {number ol watermark bits). The second dimen-
sion of layers’ outputs s marked with ¢ due to naknown signal lengih
after applying desyuchronization attacks,

Type Filiers Sixe/Stride Ontput.
Clanvolutional 32 5x /2 56«7
Convolutional 32 5542 128 «.7
Convolutional i1 3xE/Ax2 125 x ?
Convolutional 64 X I/IxY 1337
Convoliriional 123 B 5/lx 3 125 % ¥
Jonvelutionst 12% 5xEf1ix2 128 7
SPP 1,832, 128 198 x 169
Fully connected 21632 % Ly L

however, must be-of a fixed size as the watermark is of a fixed size as well. Therefore,
in-order to allow the network to preperly handle batches whose signal lengths have
heen changed through dtasynchroi_lizatiqh_at@tacks, a two:dimensional SPP layer!® is
introduced. These layers aze placed before the fully connected layers of the defec-
tor. SPP consists of four one-dimensional adaptive max pooling layvers. Bin sizes
for these layers ave given in Table 2. This ensuzes that the input dimensions of the
fully connected laver are constant. The SPP layers not only made our neural met-
works agnostic of input size but reduced the chance of overfitting the model. That
is why the coarsest level hias a single bin that perforins a global paoling dperation.
Binary-cross entvopy loss is caleulated between the output of the detector and the
-ori'gihal watermark. Other detector architectural parameters are also presesited in
Table 2..

‘Wher training the network with variable input sizes, it is advised to form batches
of data that mateh in size. I this paper, the size of the data used-to nput into
the hetwork is constant, However, the dimensions change after desynchronization
attacks are applied between the two networks. Hence, to increase the likelihood of
convergence, attacks are performed on the whole batch, ene attack at a time.

4. Training Procedure

Conducting & successful training procedure, in this case, means fifilling the tasks of
the twa-nef-._workq ; the embedder and the detector. These two networks hive different
and soinewhat opposing goals. The embedder strives to maintain signal quality,
while the detector strives to extract all watermark bits, Apart from proserving signal
quality and errorless watermark detection, robustness is the r;liird'.reciji_li.i:e'ment for
the watermarking system. It is also the miost demanding. The training proeedure
is designed by takiﬂg robustness into special consideration. We train our systein 1o
b¢ resistant to all of the desyuchronization attacks fivm Sec. 2,

Transfer learning is one of the most important methods in machine learning
today. Tk is used as oﬁe_- of the main means tosolve varions tasks across all application
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areas of machine learning, The idea is to reuse an already trained moilel as astarting
point for solving a new task. That model could be trained using different data, but
on atask that is similar to the task at hand, This was also the gniding idea when
designing our training procedure. We split our problem. into several subtasks and
created checkpoints after solving each task to be used as a starting setup before
initiating the next task. Our idea differs in ¢ertain points.ﬁom transfer learning in
the fraditional sense. We use the same dataset throughout all the subtasks and do
not perform any architectural changes during tiaining. Furthermore, tl'-:li_l‘ﬁrig for
previous subtasks i$ not terminated when a new subtask is initiated. It continnes,
Tut at a reduced scale.

Introducing all of the attacks at once showed to he oveiwhelmning for the vpti-
mization procedure. Hence, they are introduced one by one.as subtasks. We divided
the training procedure into N, cycles of 200 batches. Training lasts 60 tycles, which
‘eqhals to one pass through the whole training dataset, Le. an-<poch. This is snfficient
due to the aﬁx_nuut of available data. Changes to-the training procedure are made
on.a per eyclée basis. At the start of the fraining, the hetwork is unable to embed or-
extract the watermark, Hence, the first two cyeles are conducted withous-attacks
to train the network to perform its initial tasks, thus reaching 4 good starting point
for combating attacks. After that, we hitvaduce a new attack every two oyeles. The
first cycle upon establishing a new attack is used for the system. ta learn the char-
acteristics -of that atfack. T'he. attack is performied on the selected batches without
-any supplementary operations. Starting. from the second. cycle upon presenting the
new attack to the system, and further on, the attack is conpled with low-pass filter-
ing. This is necessary in order to prevent tlie network to embed watermark bits
high frequencies. Without it, networks would almost cer taiuly use high frequencies:
to fight attacks. because there isn't much andiv content in those frequencies, espe-
cially Ininwin speech, and that is where it is much easier to add new information
and extract it later. The embedder could make more subtle changes in the high-
freguency range, making it easy for the detector to logate them. Conversely, these
changes in 1110‘11 frequencies, even subtle in their insensity, would be fairly disturbing,
to human heéaring, By coupling all thie attacks with 10“«’:"{)&_?_—::‘: filtering, we forece the
netrworks to nse lower frequencies foir embedding the watermark.

Each attack is associated with the pmbahilit;y- of ity pecurrence in a given cycle
i. This probability ¢can be ‘defiried as

:p.{:..; Phiew: LI’ ! ‘} ;o .}
P = CPe - {1 — Prew) - max{C,sgn(i — 30 /16721, [i/21 25 & H/21 < N,.
P N 15/2] > N,
{4.1)

where J represents the ordinal muaber of the atiack and i is the cycle index. N,
is the total nunber of the attacks. In Ref. 37, we conclnded that it is necessary
fo retain a certain portion of batches that are not attacked in-every cycle. The
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hyperparameter p, is intended to control the size of this pertion. It represents the
probability of a batch being attacked. Previously, we decided to have 50% of non-
attacked batches in edch c:yt:ie. Here, wé veduce this portion Lo 5%, since we desl
with a dignificantly highier number of attacks &, = 9. It follows that p, = 0.25.
The probabilities of the attacks in each evele are differently distributed. T'I'le-ne\\-'ly
infroduced attack is given priority, by dsdighing it a unigue probability of occutrerice
Pree- \Ve use value of .5 for prew during cur experiments. The rest of the attacks
Antroduced upuntil that point have evenly distributerd occufring prohabilities. Afser
the last attack Is introduced in cycles:19 and 20, the system is trained for additional
4’0:0}'{;105, with each attack having the same probability of occiurence,

Different goals lead to . different loss. functions for the two networks, Cross-
entropyis the straightforward choice for the detection loss imction. To. determine
the loss function for quali't-}-' preservation, we consirderpd tworéptions, namely, mean
absolute exror (MAE) and mean squared ervor (MSE). As expected, using MSE
leads to superior performance. There dre several teasons for this, MSE loss fune
tion is muchi smoother than MAE, so there is less risk that the optimization process
will reach: a ridge. Introducing a new attack after every two cvcles distupts signeﬂ
quality preservation as significant diops of sighal quality ineasures van be seen in
Fig. 2. Using a smoother loss function makes this process easier to steer. MSE loss
emphasizes large errors, whicli could be considered as a drawhack in certain appli-
cations Because it makes the systemn susceptible to outliers. However, this-drawback
does not hold here since our data are outlier free: Furthermore, MSE contains &
term similar to'the SNR ineasure which is ong of the main measures for the estima-
tion of signal quality. It would be natural to conclude that this measure would be
maximized by using a loss function as similar to it as pessible. Following equations
show SNR and MSE. respectively

SNR = 10 - log;y N .Z._“#l :L(”},_ o {4.2)
T () —yla))?
1 0
MSE = = 3" ((n) — p(n))?, (4.3)

wpe=]
The similarity between these two metrics that is -hig‘lﬂigiit_ed here is the snnared
difference of the original signal 2 and the waternarked signal ..

Figure 2 shows trajectories of SNR and PESQ measures during training: These
values are caleiilated on-a small test set selected just for this purpose. MSE loss
is used in ore training setup. while MAE loss is used in the other. Both models
reach similar perforinance in terns of robustness, but it ean he seen that a higher
signal quality is achieved when using MSE than when using MAE throughout the
whole training process. Also, more stable growth of SNR is observed, compared to
the PESQ, causerd by the already mentioned similarity of SNR and MSE.

Quality preservation is the sole responsibility of the embedder, but both net-
works must. participate in the minimization of the detection loss if robustness is
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Fig. 2, "Trajectories. of SNR {a} and PESQ (b} messures during training,

ought to be achieved. The embedder must be trained to einbed watermark bits in
such a way that they are not lost after an aftack. Both losses are unified for a joint
traiding procedure -and weight balancing s introduced to prevent the embedder
from prevailing, If the embedder learns to reconstruct the ofiginal signal perfectly,
the detector will not be able to extract any watermark bits, much less overcome all
of the attacks. The quality preservation loss must be held at a certain level below
optimal for the system to be-able td achieve robusiness. Weights w, and wy are
assigned-to the qualivy and the detection loss, respectively. The joint loss function
is then calculated as

Loss = wy - Qlass + 10 - Diose. (4.4}

where Qques and Dy ave loss functions for quality preservation and witermark
detection, respoctivély. We have experimentally concluded that the best results are
obtained when the weights are in a 3 : 1 ratio, on the side of the detection,

The system is fraiued on she dataset from Rell 37 that consists of 868h of
preprocessed speech data. Thesesignals are divided into segments of 32 768 samples,
sampled at 16kHz, which is approximately 2s. There is a stark differénce in the
number of inessages embedded during the training procedure in contrast to our
previows work.> While in Ref. 37, we used a- randomly sampled pool of six messages,
our new architecture is trainable on a virtually iifinite dumber of fessages. To
achieve this, a significant <hange in the-detector architecture is required as well.
This change is caused by several deawbacks of the previous solution. First of ull, any
message thiat is not part of the original finite sample would-be incorrectly classified
as one of the messages from the pool. Becond, not having a zero vector message
as a valid option during traixﬁng-\mu‘ld result i sin error while classifying audio
signals that are not watermarked at all — the systerm would assume that they carry
a-certain message. Thercfore, 40% of training "ba_lt_(:h.es are watermarked with *the
watermark*’,_ A unique message reserved for the éntirety of the dataset, snd 40% of
batches are watermaiked with a random watermark so that the system could learn
to differentiate between the right and the wrong message, while the refiaining
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hatches arve not watermarked st all. When processing a nen-watermarked batch,
only the detector weights are updated.

In short, optimization is the process of finding the set of weights of the neural
network layers that minimize the loss function. Finding .an optimum: solution’ in
the N-dimensional problem is not:an easy task — one that could be practically
impossible without a praper optimizer: The fragility of the sradient descent is even
mm?e'-e_xl)ress_ed in the case of the two networks that are jointly trained. Therefore,
the appropriate optimization algorithm is chosen by trial and ervor method. We
selected Nadam:? an improved Adam?? algorithm with the Nesterov momentum. 33
The learning rate parameter is set to 0.0002.

5. Results

Since our primary goal is tO overcome de:;_yi'1c}11‘(;niz;1ti{3x1.at_ta'r:ks, the most emphasis
is-placed on robustness. However, this goal is achieved withput serionsly compro-
mising other performance evaluation measures. We tested our system against the
attacks from Sec: 2 and the obtained results ave given in Table 3. For testing,
we use a separate part of the dataset that is not used in jraining, Our systém
generally shows good performance actoss all experiments. with BER below 2% for
almost all the attacks. No significant differences are observed between watermarked
and non-watermarked signals i terms of robustiess, so thie results from Table 3
represent an average of the values for all three aforemenitioned types of batches.
Results for each technique are given in two columms, The first eolumn contains
BER values when an attack is not coupled with low-pass filtering and the second
-column is for BER values when attacks are paired with a filter. As expected, the
most problematic attacks are those in which signal samnples are Iost,_ ie. Jtter and
time-fold. The reason for this is tliat these attacks, along with the loss of signal
samiples, cause the loss of information abont watermark embedding. Downsampling
attack alse leads to sample loss, but more rigidly, and it is therefore easiér to
O_‘\«'Ll(,_()_l'[l@.

We compare our approach with a recently publishied technique,*? designed
specitically to, targit desynchronization attacks in andio watermarking. In addi-
tiow, a prominent patehwork-based multilayer watermark cembedding technique
from 'Re'f. 34 is tested in the game setting. The experimental resulis that are
obtained using these watermarking. sehemes are also given in Table 3, The pro-
posed method shows significantly better overall performance in the terms of rolust-
ness. More pronounced differences in the BER values can be observed especially’
in- the case of desynchronization sttacks. This is completely expected as our sys-
tem s allowed to adapt to these signal processing operations duaring training.
For as fal¥ a comparison as possible, all methods have been tested at a 20 bps
embedding rate, which is generally aceepted as the lower limit for the capacity of
*.vatﬁrm(ukmc systems i the fiter ature. Source cede for the proposed technigne is
available at https: //github.com kosta-pmi /dm-audio-waterniarking. We also share
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wble 3. Resaltsin terms of vobOstness at 20 bps embedding tate.

Proposed Tef. 34 Ref. 47

Attack No filier  Wikh Bliter  No filter with fitter Na filter  With filter
No attack 0,00 - nop e 0.04
Jitter 134 1.70 50.02 : 16.37 17.39
Samples permofation 0.0n 0.03 18,37 3.46 3,50
Downsampling 0.2 n.0s 5000 19,80 50,02
TUpsampling 0. 001 a0.81 19.06 50.24
Titne fald 302 T8RG 4944 3833 38.62
Time stretch (.38 .37 1106 A4 36.33 368.70
Low-pass filtering goo - 0.00 LI e
Random noise 0.00 0.0 4‘_.20 4.23 1.21 1.30
Time delay .02 158 1822 13,39 4844 49,06

ol implementations of the -referenced techniques at hitps://github.com/kosta-
prf/audio-watermarking.

The praoposed approach also provides a compléete franiework for creating audio
watermarking systems. The system designer only needs to identify a set of water-
marking attacks rélevant to thelr application and implement appropriate neural
network layers that approximate the attacks. It is required that these approxi-
mations are differentiable in order for network to be able to adapt to them and
‘dievise an emheddmg procedure rTesistant to the attacks. Conversely, iraditional
technigues wotld require substantial methodological changes, if some new class of
attacks emerged.

Uulike music signals; sound quality is not crucial with speech signals. However,
the information they carry is preeminent and must not be compromised. For- this.
reason, a certain drop in quality can be folerated in speech watermarking, as long
as the information is preserved. Figure 3 contains. spectrograms of an input speech
signal, from the test set, and a watermarked signal, the output of the embedder
nétwork. This Agnre shiows that the conitent of the speech is well preserved as there.

0
Binis

5000

u
=
E=
&

[
=
o 9
@ a

Freguensylizl
Freauer_zcr[li_z}

£
o
=2
o

—
=)
=
=

o

45 1o 15 Rl ) a4 1.0 i5s i
-Termrads ) Timneds?

{=) ()

Fig. 8. Spectrograms of an input signal {a} and a watermarked signal.{b) ou a dB._scale.-
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'Fig_, 4, Input signal, watermarked signal and their difference.

are no clearly notigeable differences beétween the two Spectrograms i areas with
speech content. The rest of the spectral content is somewhat worse reconstructed,
bizt as this content is subtle, it will Hot significantly affect the values of the.si_gn':ﬂ
quality metrics. There are no highly noticeable differences-on high frequencies, so
the network leained wot to use that range of freqne_ncies f(')‘l--.611113_e(1di11g watermark
bits. Figure 4 shows these two signals in the time domain, a3 well as their difference.
This figure also confirms a negligible difference betaveen the two signals, suggesting
that the interference infroduced by the watermarking system is not too extremnie.

Quality of the waterniarked signals from our experiments can be seen in Fig. 2.
SNR. is around 2045, and PESQ is around 3, depending on which model check-
point is selected. This I8 lower than our counterparts, but they are highi encugh to
preserve speech content. The reason for the lower signal quality is the presence of
the watenmark in the entire spedtrinm necessary to acliieve robisstness. Both PESQ
and SNR are lower for the signals with the real watermark, contrary to the ones
watermarked with fake or nonexistent watermarks. This may bean indication that
the system has ledtned not fo witenmark signals in thesé situations. In these cases,
SNR reaches values around 23 dB, and PESQ reaches 4.

6. Conclusion

A robust“s_yﬁtem design is imperative in almost all areas of digital multimedia
watermarking: In the case of audio watermarking, a class of desvnchronization
attacks presents the biggest obstacle. Thé nonlinearity and randormess of these
attacks make them difficult for traditional watermarling techniques. In this paper,
we proposcd a set of desynclironization attacks that can be used as & benchimark
for existing and futwre effores. We also presented a modified arehitecture of a DNN-
baged watermarking system, and condueted a s'jsri_utly controlled training procedure
1o Bl‘fing this complex system Lo convergénce. The svstem demonstrated resistance
to set attacks while maintaining falr signal quality and respectable capacigy. The
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proposed system should be improved primarily in ferms of signal quality, so. that.
it could be applied for other types of andio signals where qoality is of greater
importance, sich as music signals, A mumber of watermarks that the svstem is able
to embed, as an essential practical feature, remain for further researcli.

Appendix A. Desynchronization Attacks

This section containg a morve detailed overview -of the set of desynchronization
atiacks used within this study.

Jitter attack deletes a random set of samples from the watermarked signal. Tt
can be represented as: ylm) = 2(nm), vy € 8, where 2 and y are the input dnd
output. signal, respectively, z(m,) is a subsequence of w{n) and § (§ < N)is a
set. of sample indices that are to be retained. The severity of this attack can be
regulated by changing tlie cardinality of the set 5.

Samples permutation attack randomly shuffies a selected group of samples. Sim-
itarly to the jitter attack, this attack has only one hyperparameter which is the
mumber of samples $0 be selected {or the permutation.

Resampling changes the sampling rate of the signal, which qualifies this type
of dndio effect as a desynchronization attack. There are two types of resampling,
namely downsampling and upsampling. A downsampling operation is often used in
various audio systems as-a completely legitimate operation for bandwidth reduction
and signal compression purposes. Stuce- this operation is so commen, it is erucial
that audio watermarking systemns be resistant to it. I3 can be represented with:
y{m) = x(m- Fy), wheré Fj is the downsampling factor. This type of downsampling
could _'il_ltr()duc_e _alia.éing when wy 2> w/Fg, where wy is the normalized Nyquist
frequency of the signal. Here, we are dealing with specch signals that have a low
maxinmim frequency around i kHz, which ineans that we canberfor1_n downsampling.
to-as low as 50% of aur original sampling rate of 16 kHz without. creating aliasiiy:
artifacts.

We also consider the upsampling artack that increases sampling rate by a Factor
of F,. This attack consisis of two steps. First, an expanded signal i, is created by
adding £, — 1 zeros between every two samples. This can be represented with

N
gelmy = S afn - 6o — - Fi ), (A1)
prazi}

where ¢ is the unit impulse signal. This operation has a very simple form in the
frequency domaiu,”® which is why it is chosen for the realization of this attack.
The DFT of the expanded signal y, can he expressed as: Vo(k) = X (k- F,). This
means that the DEFT of the expandod signal is the frequeiicy-scaled DFT of the
input: signal 2 Finally, interpolation needs to be perfornied to Al in the missing
samplés in the expanded signal. In onr case, linesr intefpolation is sdequate. Tt is
performed by applying the Huear interpolation filter hyy,, whose impulse response
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is given with; hjj,(m) =1 — bnl/F, for m! < F, and 0 dsewhere. The upsainpled.
signal is obtathed by convolving'y. with .

Time scaling is-an'-ar{_?hetypaﬁ desynchronization attack, Ir changes the playback
timme of the audio rem'rdincr We differentiate two tvpes -of titne scaliig attacks,
natnely time-fold and time-stretch, Time-fold represents a time scaling attack in
which the duration of the signal is reduced. Time-stretch represents tinre scaling
which increases the duration of the signal. This attack could be performed by
interpolation, i.e, resampling of the audio signal. However, resampling also affects
the pitch of the signal. In order to study time scaling as a separate watermarking
attack, different techniques must be implemented. There are two general approachies
to time scaling while preserving the pitch of the signal, The first group of approaches
is based on the phase voeoder algorithm.® The second group consists of time-domain
methods for andio and speech time scaling. % Recause time-domain techniques
are more prone to producing reverberating and clicking axtifacts, this makes them
miore disruptive attacks. As the quality of the output signal is not crucial because
these effeets are treated ng attacks, we have chosen time-domain metheds for their
tafﬁcien'cy, All these time-domain ‘approaches essentially share a similar idea. The
signal is first divided nto a set of segiments, which are then combined using the
overlap-add technique. We use-the synchronous-oveilap-add algorithm {SOLA)®
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samo radovi iz oblasti digitalnog watermarking-a oko 300 puta. Rad. dr Igora Burovica je
ostao veoma zapaZen pa je recénzent sa vide stotina recenzija u vise od 40 vodeéih
medunarodnih Casopisa. Pored ovoga, bio je recenzent i vise domadih i regionainih
tasopisa. Clan editorijainog odbora ili pridruseni editor bio je u viSe uglednih
medunarednih ¢asopisa, od kojih se izdvaja jedan od najuglednijin. €asopisa iz oblasti
obrade signala Elsevier ,Signal Processing”. Bio je &lan editorijainog ddbora Journal of
Electrical and Computer Engineering, Hindawi kao i asopisa Research Letters in Signhal
Processing, Hindawi. Bio je vodedi gostujuci editor za Eurasip (Evropsko udruzerje za
obradu signala) Jourpal on Advances in Signal Proceesing za specijalni broj .,Robust
processing of non-stationary 'signals”. Clan je editarijalnih bordova, recenzent i &lan
programskin komiteta nekolika meduharodnib | regionalnih konferencija. Pored toga.
vedi broj radova je proglaSavan najboljim u sekcijama na domaéim konferencijama.
Senior Member IEEE (vodece svjetsko udruZenje inZenjera elektrotehnike i elektronike)
je od 2006. godine.



Bio je rtukovodiiac lokainih timova, partner i ucesnik na veéem broju nacionalnih,
bilateralnih i medunarodnih projekata finansiranih od strane Volkswagen stuftung, FP 7,
Tempus, CNRS, JSPS, DoD Canada, WUS Austria, Ministarstva nauke Crne Gore itd.
Osmislio je i 'bio prvi direktor prvog domaceg Centra izvrsnosti BIO-ICT u periodu 2014
2015.

U periodu od novembra 2004 . do ncvembra. 2002. boravio je kao stipendista Japanskog
drudtva za unapredenje nauke (JSP'3) na Kyoto Institute of Technology. Bio je na kraéim
boravcima na inostranim univerzitetima i to: Univerzitet Aristotel Solin, Aritifical
Inteligence and Image Analysis Laboratory {Laboratorija za vje$tacku inteligenciju. i
analizu slike), Gréka, ve€i broj univerziteta u SAD U okviru International Visitors
Program, Ruhr University Bochum, Signal Theory Group, Njemacka u okviru
Volkswagen stiftung projekta, ENSIETA, Brest, Francuska, u okviru PAl Pelikan
projekta, GIPSA lab, INP Grenoble, Francuska u okviru CNRS projekta, Nacionalni
acrokosmiéki univerzitet, Kharkov, Ukrajina, Tampere univerzitet za tehnologiju,
Tampere, Finska, itd. Bic je &lan Komisije za odbranu doktorske disertacije na
Department for Mathematical Statistics. Lund. University, Lund, Svedska.

Dobitnik je Nagrade Crnogorske akademije nauka i umjetnosti iz Fonda Petra VukEevica
2002. godine i Trinaestojulske nagrade za 2016. godinu. Clan je i prvi predsjednik
Centra mladih naugnika CANU. Organizovao je vige skupova u okviru CANU: ,Mobiine i
bezitne kemunikacije: stanje i perspektive” 2009. godine, ,Visoko obrazovanje u Crnoj
Gori: stanje 1 perspektive”, u organizaciji Centra miadih nauénika CANU, sa iziaganjem
Nauka u Crndj Gori" i skup ,Vaznost GEQ inicijativa i crnogorski kapaciteti u ovim
oblastima” 20711, godine. Trenutno rukovodi Komisijom CANU za nautne i umjetnicke
djetatnosti | Odborom CANU za informacione-kemunikacione tehnologije. Organizator je
skupa o trendovima u savremenim mobilnim komunikacionim sistemima, koji je-odrzan u

CANU 2014, godine.

7a vanrednog &lana CANU izabrar je 29. novembra 2011. godine, a za redovnog 18.
decembra 2018. godine.
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Bugarin, M Simeunovié, |IEEE Trafisactions on Aerospace-and Electronic Systems 53
{33),'1'273.41'.283, 2017.

18. QML-RANSAC: PPS and. FM sigrals estimation in heavy noise environments - |
Djurovic, Signal Processing 130, 142-151, 2017.
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Ha nuuan 3axres HMEHOBAHOT, & YBUJIOM ¥ eiyxGeny epuaennujy, Yuusepaurer y Beorpaay
— BatexTporexuyiky Gaxynrer uzgaje cnenehy

HOTBPAY

Jp Fopan (Crepan) Ksaurues, polch 12.07.1975, roaune y Kuxungm, Penry6imuxa
Cpb6uja, IMBI™ 1207975840015, nanasu ce y panHom OIHOCY Ca NYHMM PajiHUM BpPeMCHOM
Ha YHHBepsﬂTeTy y Deorpagy — EnexipotexHuuxom daxyateTy Ha pagHoM MECTY
»BAHPEIHA Mpodecap™,

Wmenonatn je mpsM myT u3alpan y HaBelcHO 3Bame BAHPEIHOT npodecopa
04.02.2018. rogute, y KoMe ce'd Aaibe Hamasy,

OBa norepia ce uzfaje Ha JIMYHY 38XTeB. IMEHOBAHOT.

¥ Beorpaxy,

07.02.2G24: roxune




Topan Keamves — buorpaduja u GuGanorpaduja

A. Buorpadicékn nogamnn

Hp Iopan C. Krawues je pohest v Kuxunu, 12 Jyna 1975. rosuue, rae je 3applio 0cHOBHY
LIKOMTY o FHMaH3H]y. EaexTporeXHnyKi akyaTer y beorpany yrcao je 1994, ronume. Junnomupac
Je 05.09.2000. rommme ca rtemom “TIpuMena TN, xouTponepa y peanusanuj¥ ayTOMATCKOr
nozemasasa 1M perymatopa us oackousor ogsusa” oneron 10, ¥ TOKY CTYAMPaba 0CTRAPHO je
npocedHy olieny 8 86. '

Ho:aunneMuparsy je 3an0cnen Ha EXeKTpoTexHIdcom dakynTery, Yuurepsurera y Georpany,
v beorpagy, Kareppa 3a AYTOMATHKY, T/¢ AKTHBHO Y4ECTBYje Y HACTABH, K40 H pafy Ha TIPOjEKTHMA.
Nocraumnomere crymnje, cMep Ynpakmame creTemmma Ha Enexrporextirikom (akyntery v
beorpany, ymucyje 2000. ronnme. Maructpupac je 2005, romune onbpanom tese “Hasbu passoj u
YHOPEAHA anann3a NponeaAypa 38 eKCREPHMEHTAIIHO IPOjeKTORARE. W TodelIanatse. HHYCTPH]CKIHX
peryaaropa”. JOKTOPCKY AUCEpTALHjy 110 HACTOBOM ,Pobycra. MACHTHQUKANH]E HHAYCTPHICKHX
npoueca” oadpaHno je 9.3.2012. roanue ua Enekrporexundxon Qakynrety y Beorpan, a 17.9.201 2.
J& IPOMOBUCAH Y HOKTOPA eNeKTPOTEXHHIINK HayKa O cTpade YuuBepsureta y Beorpany.

Popan Ksanrdes je 06jasuo (15) netnaeer panopa y Boaehus Mmeljynaponnis uaconncuMa ca
impact factor-om, 42 pagoBa Ha MelyHapOaIiN kofepenujama, 6 v momahus uacomucina u 30 Ha
aomalvM xoudepentitjava. Yaecrrosao je na 26. npojexarta: TEMPUS, FP7, EUREKA v WUS
NpojeKaTa, Kao ¥ Ha BUUIC pojeraTa (DMIHAHCHPAHHK On Mumerapersa. Kanaupar je anraxaesan ua
caenelivM  NpeaMernMa  OCHOBHHX, MacrTep M AOKTOPCKHX CTyAM]ja: .CH'C.TSM_I»_I ayToOMAaTCKOTr
ynpagihara, Mogeimupawe I MASHTH(IKAUM]a, Ynpasmsame Y PpeanHoM BpeMeHy, Ynpasibaie
MHOycTprjexity fiporecuma, Heypamue mpesxe, lpaktrxym ms correepckHx anarta, Yopanmarbe
CIOKEHUM CH creMuMa, Knac spHKatmja i ccTHManyja cHrHana. . YIecTROBao je'y peamuzaunjn seher
5;}0j-3 MERYHAPDOANKY W HAUMDHANHNEX ABOBANMOMRIX,  HETPMKHBAMKIX, pa3BojHIX M
:z_x-iy:.t'T_r-rﬂHCI:L'I'mnmmpﬂn_}; npojexara. opan Kpauries je naH HaUHOHAJHOT Apyurrsz ETPAH. o
Mehyynapoane oprannzauuje 1EEE, kao u Hikemepeke komope Cpbuje.

OGsacr uerpakusama [opana Kpaurdesa o0yxBaTa IPOjeKTOBAILE, MYWTARS Y pam W
ONTHMM3ALM[A CHCTeMA yopaBieaibd M peryiauuje 3a BEJIHKe TEPMOCHEPIeTCKe W HHIAYCTPHJCKS
00jeKTe H I0CTPojetha, MOAENRPAILEe ¥ HACHTHHKALA]Y Npouecd, KETeKUH]a M u30JauHja OTKaza,

L. ducepraumnje

B.1. T .C. Kpawruen, [amy pasgo] B yoopemHa auannsa MPORCAYPA 38 CKCIEPHMEHTANH)
ITPOJEKTOBAILE M NOACILABALE HHIVCTPH]CKIX perynaropa, Marncrtapcka Tesa, YHHBEP3IHTET ¥
beorpany - Eferrporexsinuky (akynter, Beorpag, Cpbuja, 2005.

b.2. I C.Keamues, PoSycHa uacHTHgUKaUMja HRAYCTPHJCKHX TPOLECE, Hoxropeka ficeprannja,
Yunrepsurer y beorpany - Enexrporexunyurn (jaxymnrer; beorpan, Cpbuja, 2012.



B. Hacrisua aktneHoeT

Topan Ksaiges je, ka0 peAMETHH HACTABHMHK, TPEHYTHO AHTKOBAH f1a caeachim
IPEAMETHMA AHITIOMCKHX, MacTe) W JOKTOPCKHX CTyHZHja EnexrpoTexumyxor haxynrera y
Beorpany: '

o  YIpapsbame y PeanHoM BpeMeHy, obasesu 34 crygente OC

o Heypanne Mpexe, n3dopun 3a cryaenre OC

o an ABJbAILC UHAYCTPHJCKIM IPOLECHMA, H300DHH ca crynente CU

* Heypanne mpexe n cucremu 3a-06pany cMraana, H3boepEM ca MacTep cryaeHTe OC

o  CHCTeMH ayTOMATCKOT ynpassbama, obase3ny ca crvmente O

® anala_-.rba'z-t;t_: CHIOMEHMM MHAYCTPHJCKUM TIPOLeEHMA, W300pHH ca MmacTep ctyaeure OC
*  YNpaBmame CROKEHHM CHCTEMIME, H3BOPHY 3a AdKTOpeke cTyenTe YCOCQ

o Heypanue mpéxe, u3BopHi 38 toxTopcke crynente YCOC _

°  Knacudurdija u ecTuMawmja curuana, H360pHH 32 NOKTOPCKe cryaente YCOC

Y ouemnBamEMa 04 CTpaNE cTysienard, a08ujao je gncoke ouexe T [poceuna ouena: 4,36 n
[Tpocedna ouena ua npeaMeTaMa ca 10 U Bume aHKeTHPaHUX cTyAeHaTa: 4,37,

On ysbopa y nacrasuytxke spame, Dopan Keatuen je pyxopoamo uzpagon: 104 3appuina pana
(ctyamje 4 w S rox), 52 saBpuimX - MacTep paxosa, | JAOKTOPCKOM AHCEPTAlHjoM. Y4ecTBOBAO je
KOMHoHJama 3a 0a0pany pagosa i To: 219 3aBpHMK pagora (ctynuje 4 u 5 rox), 103 saspiinux -
MacTep pancsa, ka0 ¥ KOMHCHJdMa 34 ONeHy 1 3a yemery oabpany 10 JOKTOPCKMX AWcepTaumja Ha
Enexrporexuiuxos harynrery y Beorpany. _

Kanguaar je 6uo wnan 3 comucuje 3a n3bop y apame 3a CapajiiiiKka Yy HACTaBM Ha' Y HHBEP3HTCTY

y Beorpany — ETd-y, 2015-2022.

) lopan Keamues je koayrop YHHBEPIUTETCKOT YO e HIKA:
L. J. Kosauessli, T. C. Kpanraes, Hoenmudpurayuja npoyeca, Univerzitet u Beogradu —
Elektrotehni¢ki fakultet, Akademska misao, ISBN 978-86-7466-732-3, 2017.
Uopan Kgauries je ayrop mosolinor wacrasior O eHK K ST perynannja - awanmza o
ciHTesa”, YuusepzuteT y beorpauy — Enexrporexuiixy Qaxynret, ISBN 978-86-7225-096-1, 2023.

U. Bubnaunorpaduja paymmnx-n crpysanuy pajgoea

Vopan Kpauraes je ayrop wia xoayrop 15 (metHacet) pajosa y MeljyHapoRHaM Hay4dHHM
“1aconicHMa ca impact factor-om, 42 (detpuecer apa) paga Ha ME)YHAPOIHNM Kkongepenudjama; 30
(Tpuaecer) panosa Ha goMafivm KoH(epentyjamd, kao 11 (jemduaect) TEXHHYKHX -peuleba. Crcax
panosa, xaTeropucan npema Ilpasminuky Onoc*rym'cy H HAYHHY BPESJHOBAMN:A, H KBAHTHTATHBHOM
HCKazHBaky HAYHOHCTPaKHBAUKHX PE3YITATA HCTPa/KIBAYE, JAT je ¥ HACTABKY.

Kareropiija M20 - Pagosn 00jaBJbel Y HAYTHHM TACONIHCHMA mMelhynaponnor snauaja

M20-1. M. R. Mataudek, G. 8. Kya§dev, “A unified step response procedure for autotuning of PI
controller and Smith predictor for stable processes™, Joumal of Process Control, ISSN:0959-
1524, Volume 13, Pages 787-800, December 2003, (M21), IF:1.248

M20-2. Kvascev, G.S., Djurovic, ZM., Kovacevie, B.D., “Adaptive recursive M-robust system
parameter identification using the QQ-plot approach®, Control Theory & Applications, IET,
ISSN:1350-2379, Vol. 5 Tssue 4, pp. 579 — 593, DOI: 10.104%et-cta. 2009.0647, 2011, (M22),
IF:0.990



Kareropuja M30 -36opuuun seljynaponuny QY HHX CRYTOB:Y
(cBy panosy ¢y noTkaTeropuje M33 = Caonurremne ca melynaponror ckyna wramnano PRIGHEY

M306-1. Mladen Maystorovi¢, Tvan Nikolié, Jelena Radovi¢, Goran Kvaitev, “Newral Nepvork Control
Approach for a Two-Tank System”, NEUREL 2008. 9th Symposium on, Belgrade,
DOI:10.1109/NEUREL.2008.4685619 ' '

M30-2. Jorgevanovic, M. , Pajic, M., Kvascev, G., Popovie, 1., "FPGA design of arbitrary downs-
sampler”, 26" international conference on microelectronics proceedings, Vol.1, pp.391-394,
2008

M30-3. Goran S. Kvascey, Zelko M. Djurevic, Veljko D, Papic: "One approach to fault detection in
steam temperature control system", Conference DECOM-IFAC-09, Olrid

M30-4, Goran Kvascev, Predrag Tadic., Ruben Puche Panadera, Predrag Todarov, "Thérmal Pawer
Plant Fan Drive Load Distribution Control", {FAC Conference on Control Methodologies and
Technology for Energy Efficiency, CMTEE 2010, Vilamowra, Portugal, March 29-31, 2010

M30-5. P. Tadic, Z. Djurovic, G, Kvascev, V. Papic, "Coal-shortage detection in power plarits by means
of fixed size sample strategy", IFAC Conf. en Control Methodologies ‘& Tech. for Enegry-
Efficency, Vilamoura, Portugal, March 2010

M30-6. Papic, V. Djuwrovic, Z Kydscev, G. Tadic, P., “On signal-to-noise ratio estimation™,
MELECON 2010, [5th IEEE Mediterranean Electrotechnical Conference, Valletta, Malta, 26-
28 April 2010 DOL10.1109/MELCON.2010.54763 14

M30-7. Goran Kvascev, Predrag Tadic, Zeljke Djurovic, “An Application of Model Based Fault
Detection in Power Plants”, Proceedings of the 8th ACD 2010 European Workshop on
Advanced Control and Diagnosis, pp. 130-134, 18-19 November, 2010, Ferrara, [taly

M30-8. Nebojia MaleSevié, Lana P(J;_Jc')'vié1 G‘oran Bijelié and Goran Kvaggev, “Musele twiteh
responses _fo__r shaping the multi-pad eleéctrode for functional electrical stimulation”, NEUREL
2010. 10th Symposium on, Belgrade

M30-9. Aleksandra Lj. Marjanovi¢, Ze]j;ko M. Durovié, Goran §, Kvagtev, Predrag R. T'ad'ié_-, “Fault
Detection and TIsolation in Steam Separator Systern Using Hidden Markov Models”, 9th
Burepean Workshop on Advanced Control and Diagriosis (ACD 201 1), Hungary

M30-10.Goran S, Kvascev, Aleksandra Lj. Marjanovic, Predrag R. Tadic, Zeljko M. Djurovic, "To
Robr.fS!-If'fénf{_fhi‘a'ﬁon of Wuter Sr'e;;mv.-;'ep'a;_-'a".m," Process in Thermal Power Plants” |[EEE
International Conference on Industrial Technology (ICIT2012), Athens, 2012

M30-11.Predrag Milosavljevié, Nenad Baitarevié, Kosta Jovanovic, Goran Kyvaltev, . Neural
Networks in Feedforward Control of a Robot Arpt Driven by Antagonistically Coupled
Drives”, |1th Symposium on Neural Network Applications. in Electrical Engineering
(NEUREL 2012), 2012, Belgrade, Serbia '

M30-12.Goran Kvadtev, Maja Gaji¢c-Kvastev, Zeljko Durovié, , Radial Basis Function Network Bused
Feature Extraction for Improvement the Procedure of Sowrcing Neolithic Ceramiés”, 11th
Symposium on Neural Network Ap‘pli‘c’:ation‘s in Electrical Engineering (NEUREL 20 12,2012,
Belgrade, Serhia

M30-13. Marjanovic Aleksandra, Kvascev- Goran, Djurovic Zeljko, » Comparison of Identification

Proceduies in the F rame of Fftz'uhf'_D_e'icqf.ijon_'an_c.’ Tsolation”, 2012 IEEE Multi-conference o
Svstems and Control, October 3-5, 2012, Dubiovnik, Croatic



~Non-destructive characterisation and elassification of eeramic artefacts using pEDXRE and
statistical pattern récognitien®, Chemistry Central Journal, ISSN:] 752-153X,  6:l 02,
doiz10.1186/1752-153X-6-102, 2012 (M21), IF:3.281 '

M20-4. Nasar Aldian Ambark Shashoa, Goran Kvascev, Aleksandra Marjanovic, Zeliko Djurovic,
Sensor Fault Detection and lIsolation in a Thermal Power Plant Steam Separator, Control
En‘gin’esrin__g Practice vol. 21, issue 7, (2013), TISSN:0967-0661, pp.  908-91g5,
DOIL:10.1016/.conengprac.2013.02.012 (M21), IF: 1.912

M20-53. Y. Abuadlla, S. Gajin, G. Kva§&ev, Z. Jovanovic, Flow-Based Anomaly Intrusion Detection
System Using Two Stages Neural Network, Computcr Science and Information Systems;
COMPUTER SCIENCE AND INFORMATION SYSTEMS, ISSN:1820-021 4,pp. 1-10,2014,
(M23), IF:0.477

M20-6. Anti¢ S., Djurovic Z., and Kvascey G., Application of Structured and Directional Residuals for
Fault Detection and Isolation on Permanent-Magnet DC Motor with Amplifier, Qual. Reliab,
Eag. Int,, 2016, (DOT: 10.1002/gre.1962), ISSN’:G’MS-‘SO_l'7,--(_1\/122‘), IF: 1.366

M20-7. S. Vujnovié, Z. Durovi¢, G. Kva¥éev, Fan mill state estimation based on acoustic signature
analysis, CONTROL ENGINEERING PRACTICE, ISSN:0967-0661, Vol. 57, pp. 29-38,
2016. (M21), IF: 2.602

¥ nocaeanent neToroirmens nepuoay

M20-8. V. Bobi¢, M. Djuri¢-Joviti¢, N. Dragasevié, M. B, Popovié, V. S. Kostié, G. Kvaitev, An
Expert System for Quantification of Bradykinesia Based on ‘Wearable Inertial Sensars,
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Jamarosih;

MR0-8. Peanmsanmje MaBHOr PEryiaTopa KOJHYMHE BA3AYXa 34 CAropeBaibe Yrika y KOTJIOBCKOM
noctpojewsy TepmoenekxTpane, 2014, Mupcan Baxrujapesuh; JKemko Byposnh; [opaw
Kpaurues;. Huxona Kpajunosuh;, Munena Munojesul; Bemko Tlanuh; Becna [Terxorcky;
He6ojina Pagmnnosnh; Bawa Yykanescxw; Mpan Huxomuh; Tamapa Jopauosuli; 3opan
Crojxoeul; Pagunia Pajuly;

MS80-9. Jepam npucTyn MoAEnOBaby BOASHOT TpakTa KOTIZ 3a I0Tpede CHMYAaTOPA-TPEHAM)EPA
Tepmoenepretexor omoxa, 2015, Jemro hyposuh; I'opan Keauwmes; Huxona Kpajunnosuh;
Munena Musojepnh;, Becua Iletxoscry; Hebojura Papinnosnli; Tamapa Josanosul;

ME0-10. Camynarop THICKUX HIBPIIHUX OpraHa TEPMOSHEPTeTCKOT OMOKa Kad Z0AATHA KOMIOHEHTE
VIEW® T-POWER DCS cucrema, 2015, Xemxo hyposuh; Fopan Keaumer; uxona
Kpajunosuh; Musiena Munojesnh; borm [anull; Becna Mevkenckyn; HeBojna Pagmunosnli;
Tamapa Joratornf;

M80-11.S. Itagi¢, G. Kvas€ev, System and method for digitalization of breathalyzer measurements
based on artificial intelligence, Aug, 2022,

Huarupanoer

Y 6a3zu mogaraxa SCOPUS kawanpar iima 42 pafora y uacomucuma i Ha KondepeHmijanma cy
HHTHPAHY ¥ YKYIHO 209 nyra, 6e3 ayrouuTara W To M20-1:(14 nyra), M20- 2: (S myra), M20-3:(17
iyra), M20-4:(11 nyra), M20-5:(35 nyra), M20-6:(3 myra), M20-7:(2 nyt), M20-8:(22 nyr), M20-
9:(9 myr), M20-10:(3 ny’r} M20-12:(21 myt), M20-13: (1 myT), M30-29:(20 nyra), M30-1:(7 nyra),
M30-28:{6 nyra), M30-30:(5 myra), M30-16:(4 nyra), M30-6(4 nyta), M30-2:(4 nyTa). ..

KUPIruos HHAEKC KaHAHIATS Y anaiss Ge3 ayrouuTata je =8,

. IIpojexTu

Iopan Ksamies je yitecTsobao y peanusaiyjit 26 MelyHaponHor, HALHOHARNOT, HEOBAIROHOT,
HUCTPAKHRAYKOT, PASEOHOL M MYITHIHCUHILIHHAPHOT TTPOJEKTa, H TO!
1. Pa3goj » peamuzanuja JUITHTAAHOT PELYAATOPA €A AYTOMATCKHM IIOASIUABAREM 32
YOPAB/EAEE MHAYCTPHJCKEM HOpolecuMa, MHHHETAPCTBO 3a HayKy M TeXHONOIKH passoj P.
CpGuje IT.1.05.0177.8B, 2002-2004.

2. Hudopmaunode ¥ KOMyHHKAIMOHE TCXHOTOTHjE Y IAPABCTBEHO] 3AIUTHTH (OPUIAHANHN HA3HB!
Information and Communication T echnologies in Iealth Care INCO-Health), EU TEMPUS CD-



Ln

6.

12.

13,

14,

—
h

16.

Projektovanje 1 implementacija sistema regulacije 1 upravljanja kotlovskog pestrojenia, Benson
tip, Blok A1{210MW), TENT “Nikola Tesla A, ‘Obrenavac, Srbija 2005, Institut Mihajlo Pupin
Optimizacija 1 projekiovanie sistema regulacije sagerevanja radi minimizacije emisije NOx
gasova, TE “Kestolac B”, Kostolac, Serbia 20142015, Siemens Sibija ' '

- Pilot e-Lab Experiment, UNESCO & Hewlett-Packard: Piloting Solutions for Alleviating Brain

Drain in South East Burope, 2005-2006.

[Tpojekar WUS-Austria, Course Development Program Plus, *Support to Higher Education in
Serbia and Montenegro 2005-20077, 2005-2007,

[pojerar MHHHCTAPCTRA HAYKE U 3QIUTHTE KHBOTHE CpelHHe penydanKe -@_pGIijx-':1 TEXHOJIOLIKH
passoj, "Pa3Boj MHTErpHCAHOr HABHTALHOHOT CHCTEME 32 OPHUMCHY ¥ AyTOMATCKOM JOUMDPALY
BO3kna”, 2007-2010.

Tpojexar MUHHCTAPCTBA HAYKE 1 3ALITHTE KHBOTHE cpeaune pernybanke Cplje; TeXHONOLULIKH
PazRoj, "Pa3poj HOBMX METOAA 32 MOACIHPALLE TEIECKOMYHHKAITOHITX cucTema”, 2007-2010.
AabHACKO YIPABBabe PODOTHIOBAHMM CHCTEMIMA TYTeM Fiaca, Munnetaperso sa nayky
H3AITHTY AuB0THE cpeaite P. Cpbuje TP-6147, 2005-2007,

. AyTOMATH30BAHH CHCTCM IPOTHBEpaTHE 2alITHTE, MunncerapeTro 3a HAYIY W 3RLUTHTY KHBOTHE

cpeanue P. Cpbuje TP-6124,2005-2007.

. Projektovanie i implementacija sistema regulacije 1 upravijanja kotlovskog postrajenja, Benson

tip, Blok A4 (300MW) TENT “Nikola Tesla A", Obresiovac, Stbija 2007, Institut Mihajlo Pupin
Projelctovanje 1 implementacija sistema regulacije i upravljanja kotlovskog postrojenja, Sulzer
tip, Blok BI (1000t/h, 348MW), TE “Kostolac B”, Kostolas, Srbija 2008, Institut Mihajio Pupin
Projektovanje | implementacija sistema regulacije 1 upravianja kotlovskog postrojenja, Sulzer
tip, Blok A6 (300MW), TE “Nikola Tesla.A”, Obrenovac, Srbija 2009, Institut Mikajlo Pupin
Projektovanje i podeSavanje sistema regulacije, TGME-464/S tip, Kotao 3 (300¢/H), TETO“Novi
Sad”, Novi Sad, Srbija 2009 , Institut Mihajlo Pupin

. Projektovanje 1 implementacija sistema regulacije 1 upravijanja kotlovskog postrojenja, Sulzer

tip, Blok B2 (1000t/h, 350MW), TE *Kostolac B*, Kostolac, Stbija 2010, Institut Mihajlo Pupin

Power Plants Robustification Based on Fault Detection and [solation Algorithms (PRODI),
EU FP7-ICT INFSO-1€T-224233, 2008-201 1.

. Building Network of Remete Labs for Strengthening Unifcr-s’ity - Secondary Vacational Sehools

Collaboration (NeReLa), EU TEMPUS 543667-2013, 2013-2016.

- Robust Decentralised Bstimation for Large-Scale Systems (RODE(), Executive Program for

Scientific and Technical Cooperation befween Ttaly and Serbia MAE-PGRO0152, 2013-
2015,

. Hpojexar Muncrapersa 38 HayKy o TeXHONOMIKN passoj, "Tloseliate ereprereke euracuocTi

H PACTOJOXHBOCTH Y CHCTEMHMA 33 [IPOHIBOMILY M MPEHOC -GNEKTPHIHE eHEPrije pa3nojem
HOBHUX METOAR 3a JUarHoCcTHKY ¥ paHy gerexunjy otkaza”, 2011-2014.

. lpojexar MuHucrapersa da RAYKY W TEXHORCWKM passoj, “Cherem 3a OTTHMH3ALMY Paia

TepModiIoKRa ca Typéoarperatopom ¢iare gelie on 300 MW™, 2011-.2014.

. Optimizacija i projektovanje DCS sistema regulacije kotlovskog postrojenja, Blok B1 (650MW),

TE “Nikola Tesla B™Obrenovac, Sthija, 20142016, EPS

. FAult and STate detection of Rotary machineries based. on acoustc signals (FASTER)

LTIREL A caweriirintn T3 'r_\i'n---r'- Aa. NI C TN



23. Automatic SVR Ball Inspection, HENKEL SRBUA d.o.0. Krulevas, 2019, design, testing,
commissioning, guarantee testing. Serbia

24. Projektovanje elektricnih instalacija i upravijanja borbenih vozila Milos 4x4, BORBENI
SLOZENI SISTEMI D.0O.0Q., 2019

25. Izrada tehnicke dokumentacije elektricnil instalacija | racunarskog upravljanja visenamenskog
oklopnog borbenog vozila Lazar, BORBENI SLOZENI SISTEMI D.O.0., 2019,

26, Izrada tehnicke dokumentacije elekiricnih instalacija i racunarskog upravljanja visenamenskog
oklopnog borbenog vozila Dusan, JYI'OMMIIOPT - CAIIP J.I4,, 2020

h. OQcranu pesyarari

I'opan Kpawues je:peuensent meliynapoanux wacornéa: IEEE Transaction en Education, IET
Science, Measurement. & Technology, Computer Science: and Information Systcms Taxohe,
BUINIETOAHINEH je penensent xouepenmuja HEVYPEJ, TEJI®OP, (MwETPAH. Hnaun je
meljynaponHor yapyxema IBEE, xao i mauwonamgor apyuwitsd ETPAR. Oa janmyapa 2001. je
‘TeXHHYKH eauTOp yacorca Journal of automatic control.

Y pakyATeTCKMM OKBHpInMa, anrakosamke [opana Kpamyena orngaano ce kpo3 yuemhe y
pay KoMHCHd H pyxopoaehum noatuuijaya;

e 2023-nanac: anan Capera(paxyarera

o 2022-pamac: npencenryic CratyTapHe KOMHCH]S

¢ 2021-manac: urep Katenpe 3a curaalie v cucreme

oy B MAUIATH je OWO WIAH AMCUMIUIMHCKE KOMMGH]S, OJI TOTA ¥ JEAHOM Malaary je
BHO IIPENCSAHNK KOMUCH]e

o 2012-2015: unan PUHAHCH]CKE KOMHCH])E

o 2015-2018. roanne BpIiN je QyHKUM]Y 3AMEHMKA. Iledia KaTeape sa curnase u
CHCTEME:

o 2015-2019. rogume je npogeran 3a Gruancuje EaekTporeXHHUKOr (haKyITeTA.

Beorpagn, 2.2.2024. ropune

Ip Topan Keamyes, sagpeuin npodecop
YHupepaTeT y bearpagy ~ EderTpoTexnuuki (akyiarer



Beojj et 03 = L40A

Univerzitet Cene Gore

fenea § addieas § 2 he 2 . o 4 r .
s s . Datams f e 04 Ci, gﬁ’?—vf)

BTG Peufgord,
fatifing  pirepe_fHY
Jee g3

Na osnovu. &lana 72 stav 2 Zakona o visokom obrazovanju
(,Sluzbeni list Crne Gore® br 44/14, 47115, 40116, 42/17, 7117,
55/18, 3/19, 17/19, 47/19) | &ana 32 stav 1 tadka 9 Statuta
Univerziteta Crne Gore, Senat Univerziteta Crne Gore na sjednici
odrzanoj 04.06.2020. godine, donio je

ODLUKU
O IZBORU U ZVANJE

Dr Vesna Popovi¢ Bugarin bira se u akademsko zvanje redovni
profesor Univerziteta Cme Gore za oblasti Radunarstvo i
Digitalna obrada signala, na Elektrotehnidkom fakuitets
Univerziteta Crne Gore, na neodredeno vrijeme.
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rofdr Danilo Nikolié, fektor



Prof. dr Vesna Popovié-Bugarin
BIOGRAFIJA

Vesna Popovié-Bugarin je rodena 03. 05. 1978. godine u Podgorici. Osnovnu i srednju
Skolu (Gimnazija “Slobodan Skerovi¢”, prirodno-matematicki smijer) zavrila je u Podgorici. U
toku kolovanja ucestvovala je i osvajala nagrade na opstinskim i republi¢kim takmiéenjima u
zanju iz fizike. Diplomirala je. magistrirala i doktorirala 2001, 2005. i 2009, godie,
respektivno, na Elektrotehnickom fakultetu (ETF) u Podgorici.

Tokom postdiplomskih studija boravila je u Zenevi, Svajcarska, na institutu za nuklearna
istraZivanja ~ CERN, u periodu od. 08. 06. 2004. do 18. 07. 2004. godine, dok je tokom
doktorskih studija boravila po mjesec dana u: Brestu, Francuska, na ENSIETA-i (Ecole
Nationale Superieure d'Ingénieurs ), kao i u Bonu, Njemacka, na Univerzitetu primijenjenih
‘nauka, Bonn-Rhein-Sieg University of Applied Sciences. B

Vesna Popovi¢-Bugarin je zaposlena na ETF-u od 2002. godine, 27.05.2010. godine je
izabrana u zvanju docenta; 24.06.2015. u zvanje vanrednog profesora, a 04. 07, 2020. u zvanje
redovnog profesora.

Oblasti njenog interesovanja ukljucuju vje$tacku inteligenciju, vremensko-frekvencijsku
analizu signala, obradu radarskih signala i analizu mikro-Doppler efékta u radarskim signalima.

Vesna Popovi¢-Bugarin je bila angaZovana na velikom broju domaéih i medunarodnih
nauénih projekata, kao i na dva FP7 projekta. Objavila je preko 40 faugnih radova, od ega 15
u medunarodnim Casopisima sa SCI liste. Koautor je jednog domadeg udzbenika i po jedhog
poglavlja u dvijema monografijama izdatim od strane inestranil izdavada.

~ Clan je profesionalnih udrizenja: Institute of Electrical and Electronics Engineers (IEEE)
1 IEEE Signal Processing Society. Bila je &lan odbora za informaciono-komunikacione
tehnologije pri CANU i Centra za mlade nautnike pri CANU.

Recenzent je v viSe vode¢ih medunarodnih ¢asopisa sa SCI liste, kao i na nekoliko.
naucnih konferencija.
Bila je tlan radne grupe za izradu obrazovnih programa (ukljugujuéi standarde zanimanja
i standarde kvalifikacija) Elcktrotehnicar elekironike, Elektrotehniéar elektronskih
komunikacija, Elektrotehnidar raéunarskih sistema i mreZa i ElekirotehniCar za razvoj veb i
mobilnih aplikacija (septembar 201 7-januar 2018), pri Centru za struéno obrazovanje.

~ Bila je Clan ekspertskog tima za evaluaciju obrazovnih programa srednjib struénih gkola
elektrotehnike u Crnoj Gori: Stednja elektrotehnicka $kola ,.Vaso Aligrudi¢ Podgorica (maj-
2014) i Srednja strutna 3kola Nik3i¢ (maj 2014). Evaluaciju je organizovao Centar za struéno
obrazovanje.

Jedan je od autora Elaborata za transformaciju Elektrotehnickog fakulteta u Fakultet za
elektrotehniku, rac¢unarski inZenjering i informacione tehnologije. Takode je jedan od &lanova
tima koji je pripremao projektnu dokumentaciju i udestvovao u pregovorima kaji su rezultovali
u- dobijanju granta za BIO-ICT projekat (Centar uspje$nosti u bioinformatici). Projekat je
planirano da traje tri godine, a u cjelosti ga je finansiralo Ministarstvo nauke Crie Goreiz kredita
Svjetske banke u okviru HERIC (Higher Education and Research for Imnovation and
Competitiveness) projekta. Utestvovala je u pisanju i realizaciji TEMPUS projekta: ,,Razvoj
Kurikuluma postdiplomskih studija primenjenog raéunarskog inZenjerstva i internacionalizacije
postdiplomskih studija ETF-a“. Trenutno udestvuje u realizaciji ERASMUS projekta
DUALMON: ,Strengthening capacities for the implementation of dual education in Montenegro
higher education / DUALMON®,



Bila je ¢lan sam tima koji j& osvojio prvu nagradu na takmiceriju Qtvorene Ideje za Crnu
Goru sa aplikacijom BUDI ODGOVORAN. Aplikacija (Web portal www.budiodgovoran.me i
Android aplikacija) se u saradnji sa Vladom Crné Gore, a uz znafajnu podriku Programa za.
razvoj Ujedinjenih nacija (UNDP), Ambasade Ujedinjenog Kraljevstva u Crnoj Gori, trenutno
koristi u borbi protiv sive ekonomije. Projekat BUDI ODGOVORAN je osvojio drugu nagradu
‘medunaredne inicijative Parfnerstva otvorenih viada u konkurenciji najboljil projekata iz 33
zemlje svijeta koji afirmi3u ukljutivanje gradana u javne politike.

Koordinator -je Startup akademije koju drugu godinu zaredom relizuje Elektrotehnicki
fakultet, Univerziteta Cine Gore, u saradnji sa Kompanijom Amplitudo.

Obavljala je funkciju zamjenika nauénog direktora BIO-ICT Centra izvrsnosti u periodu

od 2013. do 2018. godine. Bila je prodekan za razvoj i istrafivanje na Elektrotehnidkom
fakultetu, Univerziteta Crne Gore, u periodu od 2019-2022. godine.
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