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A lightweight framework for cyber risk
management in Western Balkan higher
education institutions

Krenar Kepuska' and Milo Tomasevic

'Computing and Information Technology, Rochester lnstitute of Technology - Kosovo, Pristina, Kosovo

Elaculty ci’_E_lcc'trical' Engineering, University of Belgrade; Belgrade, Serbia

Higher education institutions (HEIs) have a significant presence in cyberspace.
Data breaches in academic institutions are becoming prevalent. Online platforms in
HEIs are a new learning mode, particularly in the post-COVID era. Recent studies.
en inforniation security indicate a substantial increase in cybersecirity ‘attacks in
HEIs, because of their decentralized e-learning structure-and diversity of users. In
Western Balkans, there is a notable absence of incident response plans in univetsities,
colleges, and academic institutions. Moreover, e-learning Inanagement systems have
been implemented without considering security. This study proposes a cybersecurity
methodelogy called a lightweiglit framework with proactive controls to address these,
challenges. The framework aims to identify cybersecurity vulnerabilities in léarning
management systems in Western Balkan countriesand suggest proactive controls.based
on a penetration test-approach.

Su b]ecis Algorithms and Analysis of Algorithms; Computer Education, Cryptogtaphy, Security
-and Privacy

Keywards Information sécurity management, Software simulations, Higher education
institution, Western Balkan countries

INTRODUCTION

In thecontext of higher education institutions (HEIs), the learning management system,
(LMS} assumés-a pivotal role, serving as a vital tool utilized by a diverse range of
individuals, as observed (Maryam & Mostafa, 2021; Josac étal, 2019). These platforms
store sensitive data, including personally identifiable information (PII) of students,
email account particulars, intellectual property (L.P.), funding details, medical records,
employment contracts, academic transcripts; rescarch data, and other vital information,
as underscored (Ulven & Wangen, 2021; Pinheiro, 2020). Recent investigations into
information security emphasize a d:sc_emlble increase.in cybetsecurity threats within FIEISs,
primarily ascribed to the decentralized stiucture of e-ledrning and the diverse composition
of the yser base. The primary factors behind incidents in HETs are identified as social
cngincering tactics and vulnerabitities within. c—I'earning__ platforms, as-articulated (Pivheiro,
2020, Wangen; 2019). 35% of all data breaches in the world occur in HEIs. In addition,
between 2019 -and 2020, 54% of an astounding 35% of global data breachesare concentrated
within HEIs, underscoring the severity of the prevailing situation. Notably, the. period
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spanning 2019 to 2020 witnessed a substantial 54% of HEIs in the United States.
reporting dala breaches, .as substantiated (QpenSSE, 20225 Irwin, 2022; Chapiran, 2021).
Cbnsequentiy, theexigency for effective cybersecurity management has assumed paramount
significance within universities and other academic establishments. This urgency is driven
by the realization that the computer systems of these institutions serve as repositories for

-sehsitive data emanating {from a diverse array of users, including students, instructors, and

various other personnel, as elucidated (Pinheiro, 2020; OpenSSF, 2022,
HEIs in the Western Balkan region encounter distinct cyberseécurity challenges,
especially in crafting and executing incident response strategies.. Tlicse difficultics are.

influenced by the region’s specific financial, technological, and educational contexts. A

notable‘.scarcity of cybersecurity expertise in the area further complicates. matters. This
lack of skilled professionals undermines the inslitutions” abilities to respond swiftly and
effectively to cybersecurity incidents; leaving themvulnerable to timely threat identification;
containment, and mitigation, An overarching challenge is the prevalent underestimation
of cybersecurity’s significance within these educational communities. The deficiency .in
awareness and training among faculty and students augments the risk, as the human
element often becomes the weakest link in cybersecurity. Untrained individuals are more
susceptible to deceptive tactics like phishing or social erigineering: A pivotal aspect of

«cybersecurity in HEls is protecting the conﬁﬂ'enti:alit_y-and integrily of student and staff

data. The institutions often grapple with aligning their data. management practices with
regionaland international data protection statu ['és, further comiplicating their c?be’fsc'curity
landscape. To navigate these challenges cffectively, a multi-dimensional strategy is cssential,
This strategy should bolster I'l' infrastructure;, recruil and train cybersecurity personnel,
develop versatile and robust incident response plans, and cultivate a pervasive culture of
cybersccurity awareness within the academic ecosystem. Such a holistic approach is crucial
for mitigating cyber risks and enhancing the overall cybersecurity posture-of HEIs in the
Westérn Balkans.

The lack of cybersecurity resilience in HEIs in Western Balkan countriés can be attributed
to various factors, ranging from economic constraints to infrastructural and ediicational
challenges, HEIs in Western Balkan countries often face budgetary constraints, limiting their
:ab’ility to invest in advanced cybersecurity infrastructure, tod_ls, _énd technologies. There is:
frequently-a gap in skilled cybersecurity professionals in the region. This shortage affects
the institutions’ capacity to manage and respond to cyber threats effectively and hampers.

‘the development of comprehensive cybersecurity strategies and training programs. Many

HEI$ may operate with outdated IT systems that ar¢ mote susceptible to cyber-attacks.
Upgrading these systems fequires significant investrient, which can be challenging under
_limifed"budgets. Developing and cnfbrcing cybersecurity policies and regulations might
be inconsistent or lacking. Some institutions miay not have the guidance or mandate

to implement.robust cybersecurity measures. Political and economic instabilities in the

region can impact the focus and resources allocated to cybersecurity initiatives. T'o address
these issues and enhance cybersecurity resilience, HEIs in Western Balkan countries must

focus-on increasing IT infrastruciure investment; improving cybersecurily-education and

Kepuska and Tomasevic (2024), PeerJ Comput. Sci,, DOl 10.7717/peérj-cs.1958
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training, developing robust institutional policies, and fostering collaborations within the
region and with intcrnational partners.

The Jack of a cybersecurity incident response plan in HEIs iix Western Balkan countries
can beattributed to séveral factors that are often interrclated and stem from intérnal

-and external-challenges these institutions face. One of the primary challenges is limited

finanicial and human resources. Many HEIs in Western Balkan countries may not have the:

-necessary: funding to irivest in robust cybersecurity infrastructure, including developing
-an‘incident response plan. This limitation also affects the hiring and retention of skilled

cybersecurity personnel. There is-often a shortage of staff adequately trained in cybersecurily
practices, including incident response. This gap makes it difficult for institutions to
plan for and respond {o ¢yber incidénts effectively, Cybersecurity might not bé a top-
priority-al lhe administrative anid management levels within HEIs. This lack of awareness.

and understanding of ¢yber risks leads te less priotitization of cybersecurity measures,

including incident response planning.. FIEIs often rely on external digital services and.

platferms for various functions. This interconnectivity can complicate developing-an

incident response plan that cffectively addresses-all potential points of vulnerability. HEIs
may operate with outdated IT infrastructure that is more vulnerable to cyberattacks.
Developing an effective incident response plan is challenging without modern and secure

systems. Addressing the fack of cybersecurity incident response plans in HEIs in Western

Balkan countries tequires a‘comprechenisive-approach, including increased funding for

‘cybersecurity; enhancing cybersecurity education and training, developing and enforcing
-relevant policics and regulations, niodernizing I'T infrastructure, and fostering a culture of

cybersecurity awareness.

Vaulnerabilities in higher education e-learning management systems (eLMSs} are-ariother
concern. As reported in Scerbakov, Scerbakov & Kappe: (2019), the design of these platforms
is-defined by the utilization of intricate hierarchical content, accommodating a wide range
of users, catering to various types of materials, and a variety of pregramming languages.
"The most common léarning management platforms’ features include uploading and
downloading of posting students’ assigninments, tcst papers, test scores, pr 0}cct reports,

-and other resources ffom instructors; forum discussions on various ‘themes; databases

with -grading systems and actual grades; and incorporation, of _thlrd~party into ‘oniine

learning (Ramani, 2017). Some of the most web application vulnerabilities are: improper

input validation such as cross-site scripling, cross-site request forgery, structured query
lauguage 111}cc{10n, mempm authentication, i impropes privilege: management, certificate
validation, and uploadmg of files of a potentlally hazardous nature is. permitted (SANS

Institure, 2021). In addition, according to OWASP (2021a) and Riadi, Umar & Sukarno

(2018}, the most prevalent web application vulnerabilities in 2021 are the following:

injection flaws, broken authentication and access control, security misconfigurations, and

sensitive data exposure. Furthermore, LMSs can be affected by various logical and technical
vulnerabilities, for éxample, input validations, cross-site scripting, insecure configuration,
and broken authentication (Invicti, 2021; Isnperva, 202.1).

Data breaches are one of the most:severe concerns-in HEIs,-and they report increasing

security incidents. Reports from the cybersecurity industry (Cisco, 2023; Invicti, 2021y

Kepuska and Tomasevic (2024)_, Peerd Comput. Sei., DO 10.771 7/peerj-cs 1958
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StealthlLabs, 2021) claimed that HEIs have the highest rate of ransomware and phishing

fraud compared to all other attacks in recent years. According.to McKenzie (2021), in
2021; critical data from a number of U.8. universities was recently revealed on the dark

‘web. Ransomware attacks have incréased by seven times in 2020 compared to 2019 in

FLEls (Liluashvili, 2024 TBM; 2021). Inrecent years, there hias been an increasing amount’
of literature on cybersecurity data bréaches, Various studies.(Chapman; 2021; Bongiovamni,
2019, Riadi, Umar & Sukarno, 2018 StealthLabs, _3021)_havc.5hown thal the most prevalent
flaws in HEIs include social engineering or ransomware attacks, vulnerabilities in LMS
platforms, and a lack of cybersecurity standards in place.

The migration from traditional classroom instruction to virtual learning envirotuments
has precipitated 2 inyriad of cybersecurity conundrums for scholastic entities. This
evolution, hastened by. lhe global health crisis, has augmented the breadth of educational
engagemerits within-the digital realm, conécqucntljf amplifying the susceptibility to cyber
incursions. As pedagogical modalities pivot to onlinie platforms, there is an observable

‘augmentation in the diversity and volurme of devices interfacing with cducational
repositories, (thus expanding the vectors accessible to malevolent gyber entities. Learners and

educators interfacing with pedagogic content via domiciliary or public internet conduits
may encounter comproniised network integrity, heightening exposure to nefarions
activities such as interception attacks, clandestine surveillance, and illegitimate system
access. Virtual learning infrastructures are repositories of copious amounts of sensitive

dala, encomipassing the personal particulars of students, scholaily records, and secure

dccess credentials. The proliferation of digital correspondence has been accompanied by an

‘escalation in-deceptive stratagems, such as phishing and complex social engineering tactics

designed to exfiltrate sensitive information or deploy malicious software: Adopting personal
apparatuses under the “Bring Your Own Device” (BYOD) introduces complexities in
orchestrating and saf¢guarding these devices from a plethora of security perils, including but

mot restficted to malware-and unmediated system flaws. A potential deficit in cybersecurity

awareness exists among the scholasti¢ populace, rendering them more prone to digital
threats. A regiment of origoing enlightenmerit and training. is necessitated.. Academic

Ainstitutions employ an array of software écosystems o facilitate remote learning, with

inherent vulnerabilities that could be L‘xploited to_secure unauthorized ingress or disrupt

educational operations. Notably, smaller educational institutions might be challenged by a
pauicily of resourcés orspecialized knowledge to counteract these cybersecurity adversities
sufficiently: In fesponse to these exigencies, itis imperative {or educational éstablishments to
enact comprehensive cybersecurity frimeworks encompassing Uie fortification of network

defenses, the institutionalization of periodic security evaluations, ¢xtensive training for the

academic community, ulilization of secure and authenticated virtual learning interfaces,
and stringent adherence to data privacy statutes.

The absence of established cybersecurity standards-and governance poses a noteworthy
challenge for higher ‘education institutions, particularly within the context of Western
Balkan countries. Higher education institutions are 'increasingiy' fécing tansomware
altacks, with a repor{ indicating that nearly two-thirds {64%) of institutions experienced
such attacks last year. The impact can be substantial, leading to operational disruptions

Kepuska and Tomasevic (2024), PeerJ Comput. Sci., DOI 10.7717/peerj-c5.1958
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and finaneial losses. To defend against these, a Zero Trust security model is recommended,
which emphasizes the need for explicit verification; least privileged access; and the
assumplion that a breach has already .occurred or will soon occur (Scholz, Hagen o
Lee, 2021). Mariy higher education institittions.are in the early stages of their IAM journey,

struggling with piecemeal approaches and the need to aggregate solutions from multiple

vendors or address gaps from a single IAM vendor. The complexity of managing a large
number of identitics, esp_'cciall_y in 'the context of remote learnin g, adds to thcsci:ﬁhaliengcs
(Bio-Key International, 2022). The pandemic has exacerbated budget cuts in the education
sector, Jimiting the [unds available for cybersecurity investments. This financial strain,
combined with the challenge of protecting expansive and open college networks, makes
institutions vulnerable to cyberattacks (Miller, 2022).
In accordance with the findings reported by Stajanovic et al. (2021) and Gecevska,
Lombardi ¢ CUS (2009), Western Balkan govetnments, while ostensibly demonstrating
preparedness at a conceplual level, manifest a-practical effectiveness-deficit in handling
éybcrs_ccurit"y attacks. "The incidence. of data breaches is on the rise across organizations
within Wes_t_é_rn Balkan countries; with a pronounced emphasis on HEIs. The advent-of the.
COVID-19 pandemic has further facilitated threat actors in infilirating higher education
networks, given the widespread provision of remote access to students and staff. Chapnan
(2021) highlight that a majority of Western Balkan countries have either established or lack
an-e-] t:'ai-ﬁi.n_g- system.
Moteover, there is:an identified inadequacy in cybersecurity expertise and incident
response c'apab’il'itics within HEI administrations. Observations indicate a notable
vulnerability in a substantial proportion of e.MSs, characterizéd by the absence of robust
cybersecurity processes for conducting vulnerability assessments, Additionally, the various
technologies integrated into LMSs across Western Balkan countries lack a sccurity-oriented
design, and the absence of intcgrated standards-exacerbates the overall susceptibility to.
cyber attacks. The imperative nature of risk-manageément within HEIs is underscored by
Cha prran (2021 J. who delineates essential inguiries for the evaluation Of.gyber'sccul'i'ty-.l'isk:
1. Are systems adequately patched and maintained with iip-to-date scourity ‘measures?
2. Is there a syslematic implementation of routine vulnerability scans as part of a
comprchensive valnerability management policy?

3. TIs there a well-defined incident résponse plah in place to address potential security
breaches?

4. Do the monitoring and mitigation systems encompass relevant cybersecurity risks
effectively? '

5. Is the network provider proficiently mitigating denial-of-service attacks.in alignmerit
with cybersccurily objectives? |

As a result, it is'imperative to develop a specialized incident response strategy tailored
Lo individual instances of ¢1.MS in Westeri Balkan countries; as underscored by Ramiqari

{201 7)and Tnvicti (20213, The deficiency of proactive cybersecarity controls.within HEIs in

the Western Balkan countries. poses a direct threat to information security. Moregver, the
scarcity of proficient personnel and ded’icated.sccuri_’ty-operat'_ign centers (SOCs) hanifests

‘as @ pervasive challenge in the context of Western Balkan countries.

Kepuska and Tomasevic (2024}, PeerJ Comput. Sci., DO 10.7717/peerj-cs.1858
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There is a focus en enhancing cybersccurity governance and capabilities, as evidenced
by a rapid response project initiated by the Luropean Union (EU), which includes
Albania, Montenegro, and North Macedornia. This. project involves strengthening.
cybersecurity governance, adjusting cybersecurity legislation, and enhancing the training
of Computer Security Incident Response Teams (CSIRTS). The effort is not only aimed

al improving the cybersecurity stance of these countries but also at achieving EU and

international standards to. foster bctt_er-opp_ortunities and regional ¢xchanges on digital
and cybersecurity cooperation. Higher education institutions in western Balkan were
increasingly. encountering cyber threats, and attacks are ‘becoming more sophisticated,-
tailoring malicions content to local languages and contexts. Cybercrime remains the main
threat, particularly malware, phishing, ransomware; and Distributed Denial of Service
(DDoS) attacks. Fuithermore, these efforts reflect a growing awarencss and commitment
to cybersecurity in the Westernr Balkans’ higher education sector, acknowledging the
importance of resilience in the face of evolving digital threats (Jin & Klapfer, 2021; ISAC,
.20_22; Planiéra, 2023; Mnigre, 2022)..

Motivations and contributions

"This rescatch endeavors.to present-a'lightweight cybersecurity framework, encompassing
proactive controls, with the-aim of fortifying the security of eLMS within HEIs situated
in Western Balkan countries. The primary aim is to employ a penetration test approach
for the systematic identification of vulnerabilities within eLMS platforms, subsequeritly
devising proactive controls tailored to address each identified viilnerability. This 'sm_dy-
addresses the following research questions:

e What yulnerabilities and weaknesses characterize the cybersecurity landscape of eLMSs
in HEIs in- Western Balkan countries?
o What me'tliodologics'call be employed to implemenit proactive measures based on thie
idenlified vulnerabilities?
In addressing these inguiries, a penetration testing-methodology is adopted, leveraging
the MITRE Attack framework and the Open Web: Application Security Project (OWASP}
methodology. Additionally, the primary contribution.of this study lies in proposing a

model for a lightweight framework designed (o assist HEIs in prioritizing and identifying:

vulnerabilities, subsequently facilitating the implementation of proactive controlsidentified
during the penetration lesting process, Importantly, this lightweight framework is intended
to provide support to inexperienced and understaffed HEIs, thercby enhancing their

cybersecurity infrastructure. A penetration testing methodology is employed to tackle

these issucs, utilizing the MITRE Attack framework and the OWASP methadology.
Furthermote, the primary contribution of this study is to propose.a lightweight framework

‘nodel to assist HEIs in prioritizing and discovering vulnerabilities and implementing

proaclive controls found during the penetration test process. Furthermore, the lightweight

framework will support inexperienced, understaffed HEIs and improve their cybersecurity

infrastructure.
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Article organization

The rest of the article is structured as foltows. ‘Methodology’ describes the propased
methodology for penetration tests usable to find the vulnerabilitics in eLMSs of HEIs.
"Proposed Lightweight Framework with Proactive Controls for ELMS’ discusses the details
of implementing the proposed lightweight framework for cybersecurity attack management.
‘Results and Discussions’ discusses the simulation of the propesed framework. ‘Conchision’
concludes the article with some valuable reniarks and suggéstions.

METHODOLOGY

Apenetration testis one of the most common méthodologies for determining vulnerabilities-
in different platforms. According to'Afghandi {2021), penetration testing is crucial for
identifying security vulnerabilities, buit itis becoming sophisticated and time-conisuming,
resulting in poor reporting. An HEI can use various perietration test principles and
procedures for such purposes, Penetration testing methodologies, such as PTES, are used
by organizations to identify and evaluate the security of their systems, networks, and
applications. Some use cases for penetration: test’jng.af_e given below.

e Risk managerent: Penetration. tt:'sting <an identify potential vulherabilities and risks
that attackers could exploit, allowing organizations' to prioritize and address the most
critical issues. . .

o Auditing: Organizations may conduct regular penetration testing as part of their internal
audil processes to ensure thal their secur:ity cohtr-ols are working as-infended.

» Incident response: Penctration testing can be used to simulate real-world attacks and
lest-an organization’s incident response procedures to identify any gaps and make
improvements (Alexer, Nistirite & Alexei, 20200,

¢ Insider threat identification: Penetration testing can help to find potential insider
attacks by testing user access controlsand evaluating the impact of compromised
credentials.

Penetration testing methodologies, such as PTES, are used by organizations to identify
and evaluate the secirity of théir systems, networks, and applications. Some use cases for
perietration testing are given biclow.

 Risk management: Penelration testing-can identify potential vulnerabilities and risks.
that attackers could exploit, allowing organizations to prioritize and address the most
crilical issués.

o Auditing: Organizalions mayconduct regular penetrationtesting as part of theirinternal
audit processes Lo ensure that their security conlrol$ are working as intended.

« Incident response: Penetration tesling can be.used 1o simulate réal-world attacks and
test an organizalion’s inicident response procédures to_’identify any gaps and make
improvements (Alexes, Nistiriuc c%-A-k:xcf; 2020). ' '

* Insider threat identification: Penetration testing can- help to. find potential insider
attacks by testing user access controls and evaluating the impact of compromised
crédentials.
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Tigure! Pengtrationtest phases WIST, ISAAF, and PTES.
Euill-size Bl DO 10.77 17 /peerjes. 1958/ fig-

» Internal network testing: OSSTMM provides a comprehensive methodology for
testing internal networks; including guidelines for information gathering, vulnerability
scanning, vulnerability assessment, and penetration testing.

The Open-Source Se_curi_ty".[‘esting Mcthodolog}r'Ma_nUal (OSSTMM) is a systematic and
structured security testing methodology used in various contexts to evaluate the sccurity
ol systems, networks, and applications, Some use cases for OSSTMM include:

o Web application testing: OSSTMM provides a methodology {or testing web
applications, including guidelines for identifyingand exploiting valnerabilities in web
applications; o

» Third-party testing: Organizations may use OSSTMM to. coriduct security testing of
third-partyvendors, such as service providers, to cnsure that they meet the org_anizatio'li’s
security standards (Sekulovic, 2018)..

Open Information Systens Security Group (OISSG) isa comimiunity-driven otganization
that provides guidelines, methodologies, and best practices for security testing. The O1S8G's
‘guidelines can be-used in a variety of contexts. Some of the usé cases for QISSG include:

» Penetration testing: OISSG provides guidelines for conducting penetration testing.and
identifying vulnérabilities attackers could exploit.

« Risk management: OISSG provides guidelines for identifying and evaluating the risks
associated with differerit systems, networks, and applications and developing stratégies
for mitigating those risks.

e Incident response: QISSG provides guidelines for incident response procedures and
identifying vulnetabilities that attackers could exploit {Abu-Dabaseh & Alshaminari,
2018).

In addition, penetration test as a 5ecu11ity mechanism are limited to only ﬁndin_g
vulnerabilities, not fixing them or proposing specific prevéntive strategies (Doyle et
al., 2020; Korniyenko et al, 2021). An overview of penetration test phases from various
standards such as NIST; ISAAT, and PTES is shown in Fig, 1. .

The comparison of different cybetsecurity frameworks or methodologies, specifically
NIST, ISSAF, and PTES:

Kepuska and Tomasevie (2024}, Peerd Comput. Seci., DOI10.771 Tipeerj-¢5.1958. 8/23
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» National Institute of Standards and Technelogy (NIST) follows a series of steps,
starting with Planning, moving to discovery, then Attacking, and finally, Reporting. This
approach-is very structured and is kinown for its comprehensive nature, focusing on
‘prolecting and mairntaining the security of inforration systems,

 Information Systems Security Assessnient Framework (ISSAF) is simplified into.
three stages: Platining, Assessment, and Reporting. It provides a streamlined approach
to evaluating information system sécurity, which can berniefit organizations with limited
cybersecurity resources.

e Penetration Testing Execution Standaid (PTES) outlines a more de’tdiléd;‘appmach,
starting-with Intelligence Gathering, moving to Threat Modeling, then Vulnerability
Analysis, followed by exploitation, and concluding with Reporting. |

‘This article suggests a lightweight framewoik to protect higher education assets [rom
various cybersecurity attacks. A lightw&ight' framework can be a’ practical mcthoddlogy'
for developing proactive controls based on a penétration testing approach m.-effcctivel_y
.pr.o.tcct'th;ﬁ ¢LMS [rom various cybersecurity attacks; as illustrated in Fig. 2. The framework
is divided into two parts. The first part pertainsto the offensive aspect and encompasses
penctration test objectives-and tactics based .on the MITRE ATT&CK. framework and
OWASP methodologies. The second part focuses on vulnerability management, including
filtering and implementing proactive controls based on the vulnerabilities identified.

This framework can be implemented in several ways, including:

o Vulnerability identification: The framework can be used to identify vulnerabilities in
systems, networks, and applicalions'-thmugh penctration testing. . This cian consist of
identifying known vulnerabilities, such as thosc listed in the Common Vulnérabilities
and Exposures (CVE) database, and discovering new-vulnerabilitics..

o. Risk prioritization: The framework can be used o prioritize the identified
vulnerabilitics based on their likelihood and potential impact. This allows organizations.
to Tocus on addressing the most crilical vulnerabilities first.

» Proactive controls: The framework can be used to develop and implemént proactive
controls to mitigate thie identified vulnerabilities. “This can include implementing,

Kepuska and Tomasevic (2024), Peerd Comput. Sci., DOl 10.7717/peerj-c5.1958
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security controls such as firewalls, intrusion detection and prevention systems, and
patch management.

» Continuous monitoring: The framnework can be used to continuously moniter systems,
networks, and applications for vulnerabilities and threats, allowing-organizations to
identify and respond to new or emerging threats: quickly.

» Reportsand metrics: The framework can be used to generate reports and meétrics that

provide visibility into the organization’s sccurity posture; allowing them to track the
effectiveness of their secis rity controls over time.

The:diagram suggests a comprehensive strategy that aligns cybersecurity objcctives:
with the institution’s infrastructure,. utilizing well-known cybersecurity frameworks to
structure the institution’s approach te managing cyber tisks. The framework cmphasizes
a balance between proactive measures to prevent incidents and reactive measures. to
respond to theém, with ani underlying acknowledgment of the need for resource allocation,
including personnel and budget considerations. The framework is strictured in three
layers, suggesting:a hicrarchical approach to cybersecurity.

Layer 1: strategic overview

« Denetration test objectives establishing the goals-of penetration testing to identify
‘security weaknesses,

& Tactics; 'I”f_:chniqms,-. Tools, and Procedures f'l"'l"l‘-P)"d'eﬁnc'-the methods-and tools that
will be used in penetration testing and incident response.

« Vulnerability management consists of identifying; classifying, prioritizing, remediating,
and mitigating software vulnerabilitics. | '

» Proactive coiitrols prevent security incidents before they occur, such as patch
‘maragement, strong authenticalion, and user education. .

Layer 2: operational details

¢ Reconnaissance testing scope determines the scope of the security testing, likely focused
on gathering informaticn about potential targets-and vulnerabilities.

e MITRE ATT & CK and OWASP established.cybersecurity. frameworks (MITRE ATT &
CK) and guidelines (OWASP) for known tactics, techniques, and procedures.atiackers
use.

e Assessment analysis prioritizes the results of the security assessmerits to focus on the
‘most critical vulmerabilities or areas of improvement.

e Conlral type, implementation actor, and costs consist of the control measures to b
implemented, who will be responsible for implementation, and the associated costs.

Layer 3: implementation and approach

e HEIs objectives guide the choice of security measures and priorities.

o HEIs Infrasiructure needs to be secured according to the framework,

» Framework approachies (Offensive and Defensive) incorporate both offensive measures.
(e.g., ethical hacking, penetration testing). Lo identify vulnerabilities and defensive
méasufcs (e, firewalls, intrusion detection systems) o protect against threats.

Kepuska and Tomasevic (2024), Peerd Comput. Sei., DO 10.7717/peerj-cs.1958 10123
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Overall, a lightweight framework can be a valuable tool for HEIs to identify and mitigate’
cybersecurity risks-and proac'tivély protect theirassets from various cyberattacks; as shown
in Fig. 2.

PROPOSED LIGHTWEIGHT FRAMEWORK WITH PROACTIVE
CONTROLS FOR ELMS

The methodology of the proposed framework encompasses four distinct implementation’
Ievels.Illustrated in Layer 1 (Sce Figs. 3, 4 and 3) is a comprehensive depiction of the
lightweight framewerk, delineated by its constituent elements: penetration test objectives
{PTO), penetration test processes {P1P), vulnérability management (VM), and proactive
conlrols (PC).

The proposed diagrarii suggests a strategic approach to cybersecurity, starting with
p_c_netr_ation testing to idéntify vulnerabifities and using established frameworks to structure
the approach to threat mitigation,

It emphasizes the impqrtﬁncc of managing vulnerabilities and implementing proactive
controls to imprave overall security posture. The flow from penetration objectives o tactics
and techniques, then on to vulnerability management and proactive controls, indicates
a comprehensive process from identifying vulnerabilities to implementing measures to
:addtess them. The conceptual diagram is organized into four main components: PTO,
tactics technique, vutnerability management, and PC.

o PTO list eléments that are likely ebjectives or targets for penetration testing within
an organization. These areas within an [T system or application would be scrutinized
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during a penetration. iést to. identify security weaknesses. It includes configuration.
review, application analysis, authentication and authotization, session management,
input validations, and misconfigurations.

e Tactics technique refers to the specific taciics.and methods employed during testing
or as part of the sccurity strategy. These frameworks provide structured approaches
to identifying potential threats and the means to mitigate them. It might link to two.
well-known cybersecurity frameworks: MITRE ATT&CK and the Open Web Application
Security Project (OWASP).

e Vulnerability management involves identifying, evaluating, priotitizing, and remedying
software vulnerabilitics 16 prevent exploitation. .

e Proactive controls (PC) lists. proactive measures that can be implemented to prevent
security breaches, such as, encryption, validity checks, logging, authentication, access
.control, and inpul controls.

The-diagran: shows a feedback loop. between the ATT & CK tactics and OWASP
techniques and vulnerability management, suggesting that the outcomes of using these
taclics '.arl_d techniques feed into the process of managing vulnerabilities, This reflects a.
proactive approach to cybersecurily, where continuous penetration testing and assessment
inform the ongoing process of managing and mitigating risks. The diagram répresents
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a cybersccurity approach focusing on penelration testing objectives, tactics, techiriques;
and valncrability management. Penetration test objectives _tjrpicaily identify and. exploit
vulnerabilities to. understand the securily posture of a system. ATT & CK Tactics listed
tactics—réconnaissance, discovety, initial dccess, credential access, and execution—stages
an attacker might go through to compromise a system. These tactics help to structure:
penciration f{:’Sﬁn_g efforts by simulating real-world attack scenarios. OWASP techniques
list commaon web application seeurity issues identificd by the Open Web Application
Sccurity Project (OWASP), Thesc: include problems like information leakage, weak
cryptography, and common vulnerabilities such as SQU injection and Cress-Site Scripting
(XS8§). Penétration testers use these techniques-to try and _exp_lqit vulperabilities in web
applications. Vulnerability Management is the process that follows the idenlification of
vulnerabilities. It includes the prioritization; remediation, and mitigation of discovered
vulnerabilities to enhance the sccurity of the system.

The' flowchart demonstrates how vulnerability management. is informed by
understanding (he types of controls that can be applicd, the ‘actors involved, and
the associated costs. Tt also. shows that the process is underpinned by a range of
industry frameworks and standards that gnide the establishment of pfoacliv'c‘.'cOl-itrﬁdls'
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to prevent security breaches. Vulnerability management is the central element of the
diagram, indicating that it is the core process being described. Vulnerability management
encompasses identifying, classifying, prioritizing, rerhe_dying, and mitigating vulnerabilities.
Control type breaks down the types of controls that can be implemented as.part of
vulnerability management into three catégories:

» Administrative: Policies, procedures, and other manigerial controls.
» Technical; Hardware or software mechanisms that enforce or monifor security.
» Compliance: Controls to ensure adherence to laws, regulations, and policies.

Actors-and costs suggest that implementing the controls from the “Control Tj*_p_e"" box
involves. diﬂcrent.-actofs,'_such as-internal or external penetration testers and authenticated
testers {(who test the system with valid access credentials). Costs are considered on a
scale of low, medium, to high, indicating that the choice of actor and the type of control
implemented will affect the overall cost of the vulnerability management process, Proactive
controls lists various established cybersecurity framewerks and staindards organizations
can use to inform their proactive control measures, These include NIST Framework, CIS
Critical Security Control, ISO 27001 Information - Securily Management, NIST SP 800-37,
NIST SP 860-37, PCI DSS, HIPAA rules, and COBI.

Alightweight-cybersecurity framework can be effectively applied globally, providing HEIs
worldwide with the guidance needed to protect their information assets and thc.p‘fiva‘c_y
of their students and staff.in a cost-effective and pragmadtic manner. The framework is
designed to scale with the size and complexily of different institutions, from small colleges
to large universities with multiple campuses, accommodate various. types of educational
institutions with different IT infrastructures, resources, and regulatory environments, and
maximmize cybersecurity benefits while minimizing costs and resource usc; which is crucial
for institutions with limited budgets: The framework s designed to help institutions comply

‘with a range of international and local regulations, leverage internationally recogriized

standards and best practices, such as. those from. ISO, NIST, and OWASP, which are:
globally applicable and respected, and allow for regional customization to address specific
threat landscapes effectively.

In subsequent iterations, this methodology endeavors to automate and integrate a
broader spectrum of vulnerabilities and proactive controls through an in-depth analysis of

'eLMSs situated in Western Balkan countries. This risk assessment process is tailored to'be

lightweight by focusing on the most significant threats and vulnérabilities that could affect
el MS p_la_tfo’rfns_ rather thaiy ._a_.com'pre:herls_ive assessment of all possible risks. The goal is
to maintain a balance between '{'horo_ugh- risk management and the practical constraints
of the HEIs in the Western Balkans. Risk:assessment can be seen as a critical first st_ep’in
the defense mechanism in the context of the proposed lightwéight framework model for
protecting el MS in HE[s: The assessment would typically involve identifying, analyzing,

-and evaluating the potential risks that eLMS platforms might face. The model includes a

structured approach to risk assessment. Determine which assets are critical to the ¢LMS
platform’s operations. ‘This includes software, data, hardware, and services essential for the
eLMS to function. Identify potential cybersecurity threats that could-affect the eLMS, such
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as malware, phishing, DDoS attacks, or insider threats. This can be informed by threat
intelligence and historical data. Use tools and techniques; possibly including (bose from
the framework like open-source vulnerability scanners or checklists, to identify existing
vulnerabilities within ihe ¢LMS, like outdated soffware or ‘weak configurations. Evaluate
the potential impact of each identified threat eXplo'iting_ a vulnerability. This includes
considering the consequences of data breaches; service interruptions; and compliance
violations, Determine the. pro_ba'bil'_it_)‘f-of each threat materializing by -c_csnsider'iﬁ_g factors:
such as the HEI's location, the sophistication of potential attackers, and the current
geopolitical climate, Combine the impact and likelihood to rate the level of risk each
threat poses to the eLMS platform. Risks are oflen categorized as low, medium, or high.
Review current cybersecurity controls to assess their effectiveness against identified risks.
Determine if additional measures are needed and what those might be. Based on the
evaluation, prioritize the'risks that require immediate altention and these thit can be
monitored over time.Resource allocation shotild focis.on high-priority risks, Cybersecurity
is dynamic, so the risk assessment process should be iterative. Regularly review and update
the risk assessirient to account for new threats, vulnerabilitics, and'changes__'ili- the FIEDs.
environment. The proposed lightweight framework fortifies el.MS against cybersecurity
threats in HEs, p_'articill"arly- within the context of the Western Balkans (Maigre, 2022;
Henry, 2020; Castelo, 2020).

Managing access control and identity management through appropriate cryptographic
protocols and schemes ensures the security of the el.MS platform. Using firewalls and
network monitoring is a necessary part of a defensive strategy to protect against external
threats. Resource optimization is a strategic imperative to ensure that limited financial and
computational resources are used effectively and efficiently, providing the best possible
security posture with the available assets. Access control and identity management are
pivotal in ensuring that only authorized individuals can access.educational institutions’
systems and data. Utilizing strong authentication protocols like OAuth 2.0 for authorizing
and. authenticating users: Who_are' accessing the systems. fmplemEHting MFA to add
an ‘extra layer of security. Definc user roles and assign.access rights accordingly. Use

"Fransport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), for secure

cormmunication over a coinputer network. Ensuring that only necessary hardware and
soflware are purchased and maintained, aveiding unnecessary expenditures. Leveraging
cloud services can reduce costs.related to on-premiscs data-centers, such as power, 'coolin_gf’
and maintenance,

RESULTS AND DISCUSSIONS
The eLMSs within the Western Balkan ‘countries govern a diverse atray of student
activities, encompassing assignments, file transfers, féc_u] ty interactions, and subject-related
engagements. "These systems comprise stored data, including student and lecturer profile
pages, functionalities for the management of files through downloading and uploading
vatrious documents, and virtual learning-relevant forium pages. The present research
employs a-qualitative and descriptive methodology (Invicti, 2021) based on penetration

\ k _ .

Kepuska and Tomasevic {2024}, PeerJ Comput, Sci, DOI10:7717/peerj-cs.1968

- 15/23



Peer.) Computer Science

Table 1 Vulnetabilities discovered in Wéstern Balkan HEIs eLMS..

Common Vilnerabilitics T T2 T3 T4 15 e 17 8
Fingerprint web-server x x x x *
Trace method enabled . x ®
S5L support v ® ® X x 3
SSL weak éipher X x® *
SSL expired certificate X % '

SSL selt-signed certificate E'd X
Ctedénl_iéls over GET methods X x x
Lack of client-side validatidns ® X ¥
Lack of server-Side validations x X

Wealllockoul mechanism

chsion 1D prediction X X x

Weak password Policy X
Weak cookie sctt"ings. e X, b X
Email Enwnerations through Forms X ®

XSS in URL parameters ® X %
Lack of “htip-only” and “security” flags: X X
Cookie expires X % X

$Ql Injections X %
Unnecessary features ®x x X

Unpatched software x 1 s

testing techniques (Al-Shaer, Spring & Christou, 2020; Korniyenko et-al., 2021; The MITRE
Corporation, 2021; OWASP, 2021b; Yosifova, 2021) to identify essential vulnerabilitics in
elLMS in Western Balkan HEIS. The primary objective is to discern critical vulnerabilities
within eLMSs in HEIs situated in the Western Balkan tegion. The study focuses on eight
HEIs spanning four Western Balkan countries: Albania, Kosovo, Montenegro, and Notth
Macedonia. The process of penctration testing (Zakaria et .:1}.’.,._2()'}9) Involves: passive
analysis of eLMS for weaknesses, technical flaws, or vitlnerabilities, According to MITRE
ATT&CK and OWASP (Al-Shaer, Spring & Christou, 2020; Korniyenko et al,, 2021; Plan
¢ Dang, 2018; Zare, Zare ¢~Azadi; 2018), the primary purpose of penetration tests is to
find more effective attack vectors as well as cxploit vulnerabilities.

The methodology outlined is utilized to obtain.all of the results listed in Table 1, which
pertain to eight La‘rgets from counties in the Western Balkans, Most ¢cLMS targels are
‘vulnerable due Lo untrustworthy inputs, weak cryptography, lack of client/server-side.
controls, weak authentication mechanisms, misconfigurations, and open unnecessary
features.

Table | represents-a summary of common vulnerabilities found across various systems,
as ideritified through a series of tests (T1 through T'8) conducted as part of cybersecurity
audit within the context of a lightweight framework for higher education institutions
in the Western Balkan countries. Table 1 lists several types of valnerabilities, such as
issues with Secure Sockets Layer (SSL) configurations, problems with session management
(like Session II¥ Prediction), and other common web application. vulnerabilities like SQL
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Injections and Cross-Site Scripting (XSS). Each “X” in Table 1 indicates the presence of
the vulnerability in the corresponding test.

» Fingerprint web sérver refers to the ab'ili'_l_y to detect the.type and version of a web.
server by sending it requests and analyzing the responses, which could give attackers
information on potential vulnerabilities.

e The trace method enabled is used for diagnostic purposes and can be exploited
by atlackers to gain access to information in HTTP headers; such as cookies and
authentication data.

e SSLsupport v2 indicaies that the outdated and insecure version 2 of the SSL protocol,
which has known vulnerabilities; is supported.

o SSL weak cipher refers to-the use of encfyptioﬂ. algorithms that are no longer considered
strong and can be casily broken by attackers:

o SSL expired certificate use an expired SSL certificate can lead to man-in-the-middle
-attacks as the website’s identity cannot be:confirmed.

o SSL sclf-signed cettificates are not trusted by default and can be-a sign of a potential
man-in-the-middle attack.

o Credentials'over GET methods consist of passing sensitive information such as login
credentials in the URL (vin GET requests) that car expose thein to.anyone with access.
to the URL.,

» Without client-side/server-side validation, an application midy accept malicious input
that can lead to v_arib us attacks.

» A weak lock-out mechanism does not lock out users after multiple failed login attempts,

making it-vulnerableto brute force attacks.

Session 1D Predicfion makes it easier for:attackers to hijack user sessions,

A weak password policy thay choose passwords that are easy to guess.or brute force,

Weak cookic settings can allow attackers to intercept or manipulate cookies.

'« Bmail eniimetations through forths reveal whetlier an émail address is associated with
an account; it could aid an attacker in eraft tin_g a targeted attack.

o XSS in URL parameters réfers to cross-site scripting vulnerabilities that occur when an
application includes unvalidated or un{_:scapcd‘_liscr input_ in URLs.

» TLack of “http-only” and “security” flags can be accessed by client=side scripts, which.
could lead tu cross-sité scripting attacks.

e SQLirjcctions can insert or manipulate SQL queries through the application, potestially
gaining access to or manipulating the database, |

« Un necessary features can introduce additional security risks

» Unpatched software has not been updated with the latest patches and may have known

vulnerabilities that can be exploited.

In terms of the lightweight cybersecurity framework’s application to the Western
Balkan HEls, this table shows that thete are multi'_plc cominof poiiits of weakness that'
‘need to be addressed. The recurcence. of “X” marks across the tests for each vulnerability
indicates a pattern fhat may suggest systemic flaws in their e-learning platform web
applications. Considering the potential lack of skilled cybersecurity proféssionals in the,
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région, a lightweight framework would prioritize addressing these vulnerabilities in a
cost-effective and resource-efficient manner. The resuits suggest that Western Balkan HEIs
could significantly improve their cybersecurity resilience by focusing on these common
vulnerabilities and using a tailored lightweight framework that considers the region’s
specific challenges and constraints.

As asserted by Alexcei, Nistiriue o Alexei (2020), within a survey encompassing thirty
scholarly articles, five rescarchers'within'the acadeniic domain advocate for the integration
of the 15027001 standard in HEIs, while two recommend the adoption of the COBIT
framework. In addition, two articles suggest the utilization of the COBIT framework,
one advocates for the. incorporation of TTIL best practices, and another proposes
a hybrid approach. Conversely, a significant proportion of researchers present their
individualized strategies for énhancing cybersecurity within HELs. Moreover, the envisaged
methodology tailored for HEIs in the Western Balkans seeks: io identify vulnerabilitics
within eLMSs and proactively establish controls. This approach integrates the MITRE
ATT&CK framework, the OWASP methodology, CIS controls, and the NIST framework
to formulate a comprehensive set of proactive controls. Based on a real-world scenatio,
we will propose many approaches to avoid failed login attempts to an-eLMS. Implement
account lockout to limit the number of consecutive failed login attempts and lock the.
account for a certain. period. Implement a. CAPTCHA system to. prevent automated
attempts to login. Implement multi-factor authentication by requiring multiple forms
of authentication. Block T.P. addresses that have a high number of failed login attempts.
Implemnent a security information and event management (SIEM) system to monitor
the system-for unusual login patterns-and alert the administrater if therc ate too many
failed login attempts. Asking security questions, such as personal information, after a
cerlain number.of unsucéesshul attempts.can help verify the user’s-identity. Implementing
two-factor authentication '(ZFAj in a learning management system can help.to. improve
security by adding an extra layer of protection. Keep. track of all login attemipts, both
suceesslul and unsuccessful, and regularly review the logs to detect any suspicious aclivity.
The framework is designed to be flexible and salable to adapt to the changing threat '
landseape-and the evolving needs of educational institutions. It aims to provide a balanced
approach that ensures the security of assets without imposing excessive administrative:
or financial burdens on the institutions. Under the proposed lightweight cybersccurity
framework for FIEIs in the Western Balkans, the protection of dssets would be approached:
through several strategic layers: asset identification and classification, access control,
data encryption, regular security audits and vulnerability assessments, patch management,
securily awareness'{raining, incident response plan, backup and recovery; network sécuri_[y,
and compliance with legal and regulatory requirements. .

CONCLUSION

Implementing e-learning management systcms (eL.MS) without due consideration for
security can léad to many challenges, especially in regions like the Western Balkans, where
resources may belimited and cybersecurity awareness may not be widespread. Addressing
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these challenges requires- a comprehensive approach, invelving policy development,
investmenl in technology, training and awareness programs, and collaboration between
educational institutions, government bodies, and cybersecurity experts. E-learning systemns
store significant personal data from students and staff; such as names, addresses, academic
records, and semdtimes.even payment information. In__adeqi.;at_e security measures.can lead
to data breaches, risking the exposure of sensitive information. An eLMS witheut robust
security features is an attractive target for cyberattacks, ranging from denial-of-service
attacks disrupting access l(’)_'l'carniﬁg.'.' materials to more severe ransomware attacks that
encryp_t-valuabie_.'data,'Withou‘t a pr.oper security framework, d@n institution may not have
an incident response plan in place. This can severely hamper its: ability to respond to
and recover from cyber incidents quickly. E-learning piatforms host proprietary course
materials and research data, Without adequate security, there:is a risk of unauthorized

-access and intellectual property thefl. The eLMS niust continuously update and maintain

to address new security threats, Neglecting this can leave systems vulnerable to new types
of cyberattacks. There is a lack of dwarcness or a cultural barrier 16 understanding the

-importance of eybersecurity. This can result in.a casual approach to security dmong

sindents and staif; exacérbating vulnerabilities. In the Wastern Balkans, fiancial and

‘human resources might be scarce to invest in advanced cybersecurity infrastructure and to

[rain stafl adequate_]y on cybersecurity bt:sl_przitt'ic_cs-. In the context of academic research,
the proposal of a lightweight framework model to protect eLMS in HEls in the Western
Balkans is predicated on several core academic concepts and methodologies. The proposed
lightweight framework designed for the Western Balkans higher education institutions,
compared (o NIST, ISSAF; and PTES, highlights the advantages:

‘& The lightweight framework: might be specifically tailored to the common threats and
rescurces available in the Western Balkan higher education envirohment, providing a
more focused and relevant approach than the general methodologies:

s Given the resource copstraints in the region, a lightweight framework would likely
simplify the process to focus on the most impaciful activities; reducing the complexity
and coist aséocialed with more comprehensive standards.

s [t could emphasize essential controls that offer the most significant security benefit,
particularly valuable in an environment where institutions may ot be able to implement
a broad array of measures.

e The framework could incorporate’ educatiOH and cybersecurily awarenéss-clements,
which are crucial in environments where cy_berscctlr'i-{y knowiedge may 1ot be
widespread. ' '

s 'Thelightweight framework is likely designed for rapid deployment and agility, allowing
institutions to improve their cybersecurity posture in résponsé to emerging threats
quickly.

e By focusing on the most significant risks and implenienting key controls efficiently, a’
Tightweight cybersecurity framework can provide a practical and cost-cffective solution
for improving cybersecurity resilience in resourcc-constrained environments like those.
«of higher education institulionsin the Western Balkans.
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In conclusion, the article proposes anovel, lightweight cybersecurity framework designed
to safeguard eLMS platforms in Western Balkan HEIs. This framework is grounded in
an.open-source méthodology, -allowing customization, community support, and. cost-
gffectiveness: By integraling the framework as a self-asséssment tool, HEIs can actively
gauge and enharice their cybersecurity maturity. The iterative: penetration tésting process,
a key componert of the framework, is informed by empirical findings*that underscore
the prevalent vulnerabilities within cLMS: platforms. The proposcd model facilitates the.
implementation of proactive conlrols, cmghasizing-prevcnriv'e_ measures over-reactive
responses, ‘aligning with best cybersecurity .'rn_anagelﬁcnt-p_ractices.
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B.SC. ENG. ENGINEERING OF ELECTRONICS Polytechnic University of Tirana / Facuity of Information
Technology

Level in EQF EQF level 6 | Type ofcredits ECTS | Number of credits 180 | Thesis Analyzing and Exploiting Weak Wi-Fi Protocols

LANGUAGE SKILLS

Mother tongue(s): ALBANIAN
Other languageis}:

UNDERSTANDING SPEAKING WRITING
Listening Reading Spok‘eh production Spoken interaction
ENGLISH B2 B2 BZ B2 B2

Levels: AT and A2: Basic user; BT and BZ: independent user; C1 and C2: Proficient user

, DIGITAL SKILLS

Cyber investigation and Cyber-Security | Penetration Testing | Linux § Network Security { Linux (Terminal
Commands, Bash/Shell) { incident Response | Malware Analysis | Ethical Hacking. | Web Application Security | IT
Security | Vulnerability Assestment | Programming with Python, Node js, Ruby, Bash, React, Js

CONFERENCES AND SEMINARS

2024 - 2024 Berlin, Germany
Cyber Threat Intelligence Conference

Organized by FIRST

2024 - 2024 Durres,; Albania, _
Threat Inteligence Pipelines for Information Exchange

Organized by Trusted Introducer

2023- 2023 Tirane, Albania _
Task Force Computer Security Incident Response Team (CSIRT)




2023 - 2023 Mauritius, South Africa

Information Exchange using OSINT for Cyber Investigations

Crganized by European Unign

2023 - 2023 Chisinau, Moldova _
Ensuring Cyber Resilience: Securing Our Connected Future

Organized by European Union

2022 - 2022 Vilnijus, Lithuania i
Task Force Computer Security Incident Response Team (CSIRT)

2022 - 2022 Prague, Czech Republic
TRANSITS H - Workshop on Incident Response (CSIRT)

Organized by Trusted Introducer

PROJECTS

120222023
Cybersecurity-Awareness among High:-School Students

Supparted by Kosovo United States Alumni (KLUSA) and U.S. Embassy in Kosovo

2022 - 2022
Hosting Fulbright Specialist

Supported by U.S. Emibassy in Kesovo

2021 -.2021
Cyber Security Consultants

Project "EU vs Virus Covid-19" arganized by European Commission

2019~ 2019
Perfecting Academic Skills

Radboud University | Nijmegen, Nethetland

2019 - 2019

Computer and Information Systems Security

Algebra University. | Zagreb, Croatia
FELLOWSHIPS

2022 - 2022
International Cybersecurity Fellowship for Western Balkan

Purdue University | Indiana, USA

2021 - 2022
Fulbright Association and U.S. Department of State

Rochester Institute of Technology | Rochester, USA
University of Colorado in Celorado Springs | Colorado, USA

DRIVING LICENCE

Driving LicencerA



Krenar Kepuska has. completed PhD- research in Cy’b_er Security as a Fulbright scholar at the
University of Colorado it Colorado Sptings (UCCS) and .at the Rochester Institute of Technology
(R17), He is'a PhD candidate at the University of Montenegro, where he proposes a framework for
cyber risk management in Western Balkan higher education institutions. Furthermore, he earned an
M.Sc: in Engineeting of Mathematics and Computer Science from the Public University of Tirana,

focusing on the cfficiency of parallel computing algoritlifs.

In 2022, he participated in a ._Ec]_lo\vShi}) with CRDF Global and the US. Department of State at
Purdue University in Indiana, Additionally, he was part of the Fulbright Association and U.S:
Department of State fellowship program in 2021, which included feséarch and collaboration at
Rochester Institute of “Technology in New Yotk and the University of Colorado in Colorado
Springs. These fellowships highlight his commitment to-advancing eybetsecurity through. academic

and-ptactical engagements.

Mr. Kepuska holds several notable certifications and traihin_g in cybersecurity. He became a GIAC
Certified Incident Handler (GCIH) from the SANS Institate in 2023, eihancing his skills in
cl-j;n’mﬁi‘c incident response -and cyber threat analysis: In 2022, he earned the Certified CompTIA
Security+ credential, which solidified his understanding of threats, attacks, and vulnerabilities, as well
as secure network architecture, Additionally, he completed the. Program on Cybet Security Studies
(PCSS) at the George C. Marshall European Center for Secirity Studies in 2023, gaining
comprehensive knowledge of cyberspace concepts, emerging threats, and international cybersecurity

standards:

Mt Kepuska is currently a. full-time lecturer at Rochester Institute of Technology in Kosovo
(ALK, whete he develops and delivers varions cybersecurity course materials. From 2022 to 2024,
he served as a Senior Cyber Security Analyst at KOS-CERT, providing techinical support fot cyber
in¢idents and developing national cybersecutity policies and strategies. In 2021-2022, Keenar worked
as a Cybet Sccurity Researcher at Rochester Institute of Techniology, focusing on threat uitelligence
analysis and malware investigations. He also held a similar position at the University of Colorado,
Colorado Springs, where he analyzed network evidetice' and conducted incident handling.
Add_itjon_ally; he seeved as a Cyber Security Instructor at Haking Magazine, teaching skills and

principles of - client-side” exploitation and social engineering. From 2014 to 2022, he was a Cyber



Security Lecturer at: College AAB; where he taught penetration testing, cyber investigations, and
Linux operating systéms. Fis extensive experiénce in both academia and the cybersecurity industiy

highlights his expertise and dedication to advancing the field.

Mr. Kepuska possesses a coimptehensive set of skills in incident handling, response, information
security, and imalware investigations. His expertise exténds to vulnerability assessment and web
application security, with programming proficiency in Python. He is familiar with tools such as
Wireshark, Snort, _S_plunlc,_ MISP, Nessus, OﬁpenVAS, Hasheat, Kali Linux, Metasploit; Nmyap,
Armitage, Joht the Ripper, and Maltego.

Mr. Kepuska hias actively participated in various intérnzticnal conferences focused on cybersceurity:
In 2024, he attehded the Cyber Threat Intelligence Conference otganized by FIRST in Berlin,
Germany, and the Threat Intelligence Pipelines for Information 'Exch_aggc' organized by Trusted
Introdiicer in Durres; Albania. In 2023, he took patt in the Information Bxchiange using OSINT for
Cyber Investigations conierence organized by the Furopean Union in Mauritiug, South Aftica, and
the Ensuring Cyber Resilience: Securing Our Connected Futute event:in Chisinau, Moldova. In
2022, Krenar participated .in the Task Force for Computer Sc::urity Incident Response Team event
organized by FIRST in Tirane, Albaniz, and the TRANSITS II - Workshop on Incident Response
otganized hy Trusted Introducer in Prague, Czech Republic. These conferences highlight his
engagement with the global cybersecuarity community and his commitment to staying updated on the.

latest developments in the field,

My. Kepuska has completed advanced tiainings at Radboud University in the Nethetlands and
Algebra University in Croatia, focusing on academic skills aad computet security, respectively, Fis
publication on "A lightweight framework: for Cyber Risk Management in Western Balkan Higher
Education Institutions" has been featured in renowned journals like Scopus, Web of Scierice, SCI,

and Peer], reflecting his significant contributions to eybersecurity research:

Krenar is passionate about cybersecurity cducation and. awarencss in the Westérn Balkan region,
committed to enhancing cybersceurity tesilience through his research, teaching, -and practical effofts.
He led a project on cybersecurity awarenicss among high school studerits, supported by Kosovo

United States Alamni (KUSA) and the US. Embassy in Kesovo in 2022, He hosted a Falbright



Specialist, also supported by the US. Embassy in Kosovo, during the same yeat. Additionally, he

contributed to the "EU vs Virus Covid-19" project organized by the Buropéan Coromission in 2021,
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Na oshovu &lana 72 stav 2 Zakona o visokom -obrazovanju
(,Sluzbeni list Crne Gore* br 44/14, 47/15, 40/16, 42/17, T1/17,
55/18, 3/19, 17/19, 47/19) i élana 32 stav 1 tacka 9 Statuta
Univerziteta Crne Gore, Senat Univerziteta Crne Gore na sjednici
odrzanoj 28.10.2019. godine, donio je |

ODLUKU
O 1ZBORU U ZVANJE

Dr Srdan Kadié bira se u akademsko zvanje docent Univerziteta
Crne Gore za oblast Racunarstvo i programiranje, na Prirodno-
matematiékom fakultetu Univerziteta Crne Gore, na period od pet

godina.
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BIOGRAFIIA

Rodjen sam 11.09.1968.godine u Beogradu. Osinovnu i srednju-Skolu zaviSie sam
u Podgorici sa odliénim uspjechom, Diplomirao sém na prirodno-matematickom fakultetu
u Podgorici na Odjseku za matematikn 1 radunarske nauke smjer radunarstvo,
Postdiplomske: studije sam upisao na QOdsjeku za matematiku i radunarske nauke, smjer
raunarstvo Matemati¢kog fakultefa u Beogradu. Zbog specifiénosti teme dio ispita-sa
postdiplomskih studlja sam poiagao na Elekiro-tehnickom fakultetu u Beogradu.
Magistarski rad pod nazivom “Algoritam sortiranja za hardverski akicelerator. obrade
podataka” odbranio sam na Matemati¢kom fakulten u Beogradu. Doktorske: studije
Upisaoc sanm1 na na prlrodno»matcmatwkom fakultetu u Podgorici na Odjseku za
matematiku i radunarske nauke, smjer radunarstvo. Disertaciju pod nazivom “Alg,ontam
provjere serijalizovanosti konkuretnog izvréavanja transakcija” odbranio sam na
Prirodno-matematitkom fakultety u Podgorici.

Od. oktobra 1994.godine radim u nastavi na Odsjeku za matematikii i raunarske
nauke Prirodno-matemati¢kog fakulteta s Padgorici. U nastavi drZim predavanja/ vijeZbe
iz predmeta: Radunari 1 programiranje, Principi programiranja Vizuelizacija i raunarska
grafika, Uvod u informacione sisterne, Softver i 1112111}er111g, Napredne progamske tehnike I
Razvoj aplikacija na prenosvim uredajima.

Funkciju-prodekana za finansije na Prirodno-matematickom fakultetu u Podgorici
obavljao.sam u periodu 2013-2016.
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Muao B. Tomaumiesuh

L. HAVUYHO-UCTPAXKNUBAYKH PEIYJITATH

MI10

— Mouorpadmuje, monorpadicke eryauje, TeMaTCKi 300PHUIH, JekCHKOTpadeke W

xaprorpadeke nybaukandje melyynapoauor snataja

M14 Pajg y temaTckom 300pHuKy MeljynapogHor 3uauaja

1.

Tomalevié M., Milutinovié V., Hardware Solutions for Cache Coherence Problem in
Sha;‘edMemo;%j) Mu!tipmc'es.mrs in Cache _Cahé‘g*énc_e Problem in SharedMemory
Multiprocessors: Hardware Solutions, IEEE Computer Society Press, Los Alamitos,

CA, USA, uly 1993.

Proti¢, J., Tomagevi¢ M., Milutinovi¢ V., An Overview of Distributed Shared Memory
1n Dis rrzbuted Shared Memory Conccpts and Systems, IEEE Computer Soc:lety Press,
Los Alamitos, CA, USA, July 1997.

Milutinovic, V., Tomasevi¢, M., Proti¢, J., Savi¢, S., Jovanovi¢, M., and Gruji¢,

A., "A Reflective Memory System for Personal Computers” in Surviving the

Desrgn of Microprocessor and Mumm:croprocessor Systems — Lessons
Learned by Milutinovié, V., John Wiley & Sons, 2000.

M17 Ypehusaine TeMaTCKOr 360pInKa, Jercurorpadicke u Kaprorpadeke MySInKanuje
soaeher mehynmapoanor snayaja

1.

2.

M20 —

Tomascevi¢ M., Milutinovi¢ V., Cache Coherence Problem in SharedMemoiy
Multiprocessors: Hardware Solutions, IEEE, Computer Socicty Press, Los Alamitos,
CA, USA, July 1993.

Protic, J., TomaSevi¢ M., Milutinovic: V., Distributed Shared Memory: Concepts and

Systems, IEEE Computer Society Press, Los Alamitos, CA, USA, July 1997.

Pagoen mchvuapoanor sHauaja

M21a Paj y Mmelynapoauom 4aconucy u3y3eTHUX BpeiocTH

L.

2.

Dundjerski D., Tomasevic: M., "Automatic Database Troubleshooting of Azure SQL
Databases™, IEEE Transaction ‘on Cloud Computing, DOI:

.101109fTCC 2020.3007016, Vol. 10, No. 3, July-September 2022, pp. 1604-1619,

ISSN: 2168-7161, IF(2020): 5.938, citiran I put

Trobec R., Vasiljevi¢ R., Tomasevié M., Milutinovi¢ V., Beivide R., Valéero M.,
“Interconnectlon Networks in Petascale Computer Systems a Survey" ACM
Computing Surveys, Vol. 49, No. 3, September 2016, pp. 1-25, ISSN: 0380-
0300, IF(2016): 6.748, citiran 19 puta

M21 Paa y BpXylickum MEHYapoguum Maconucuna

1.

Kepuska K., TomaSevi¢ M., "A lightweight framework for cyber risk management in
Western Balk_‘an. higher education institutions, ", PEERJ Computer Science, Aptil
2024, DOL: 10.7717/peerj-cs: 1958, ISSN: 2376-5992, TF(2022): 3.8, citiran 0 puta



2.

Proti¢ J., Toma8evi¢ M., Milutinovi¢ V., "Distributed Shared Memory: Concepts and
Systems, »? [EEE Pamﬂei & Distributed T eclmology, Vol. 4, No. 2, Surhmer 1996, pp.
6379, ISSN: 1063-6552, IF(1998) 1.727, citiran 118 puta

Grujié A., Tomasevié M., Milutinevié V., "A Simulation Study of Hardware-Oriented

DSM Approaches”, IEEE Parallel & Distributed Technology, Vol. 4, No. 1, Spring
1996, pp. 7483, ISSN: 1063-6552, IF(1998): 1.727, citiran 17 puta

M22 Paj y HCTAKHYTOM MCcHYHAP OJHOM YacoHucy

1.

Migi¢ M., Tomasevié M., "Comparison of Parallel Cenfral Processing Unit--and
Graphics Processing Unit-based Implementations of Greedy String Tiling
Algorithm for Source Code Plagiariecm Detection", Concurrency and
Computation: Practice and Experience, Vol. 27, Issue 1, June 2022, pp. 1-12,
DOI: 10.1002/cpe.7135, ISSN: 1532-0626, IF(2021): 1.831, citiran 1 put

Misi¢ M., Kovafev P, Tomascviéc M., "Improving Performance of Background
Subtraction 6n Mobile Devices: a Parallel Approach" Journal of Real-Time Image
Processing, November 2021, DOL 10.1007/s11554-021-01184-x, ISSN: 1861-8200,
TE(2021): 1935, citiran 1 put

Blagojevi¢ V., Baji¢ D., Bojovié M., Cvetanovi¢ M., Pordevi¢ J., Durdevi¢ B., Furlan
B., Gajin 8., Jovanovi¢ Z., Miliéev D., Mllutmoch Nikolié B., Protié J., Punt M.,
Radlvq]ew(:Z Stanlbavljewcz Sto_]anova TartalJaI Tomasewa VuletlcP
"A Systematic Approach to Generation of New Ideas for PhD Research in
Computing", Advances in Computers, Vol. 104, January 2017., pp. 1-32,
10.1016/bs.adcom.2016.09.001 ISSN: (0652458, IF(2017) 1.514, cxtlran 18 puta

Dundjerski D., Tomalevié M., "GPU-Based Para[l_e_hzatx_on of the OSPF and BGP
Routing Protocols”, Concurrency and Computation: Practice and Experience,
Vol. 27, Issue 1, January 2015, pp. 237-251, ISSN: 1532-0626, IF(2015): 0.942,
citiran 2 puta ' '

Punt M., Tomasevi¢ M, Pordevi¢ J., “Evaluation and Analysis of an On-line Error
Detection Monitoring Technique®, Computers and Electrical Engineering, Vol.
39, Issue 2, February 2013, pp. 261-273, ISSN: 0045-7906, IF(2013): 0.992,
citiran @ puta ' '

. TomiaSevié M., Milutinovi¢ V., "Hardware Approaches to Cache Coherence in Shared-

Memory Multiprocessors, Part 2," IEEE Micro, Vol.14., No.6, December 1994., pp.
61-66, ISSN: 02721732, IF: 0.43, citiran (' puta

Tomasevié M., Milutinovi¢ V., "Hardware Approaches to Cache Coherence in Shared-
Memory Multiprocessors, Part 1," IEEE Micro, Vol.14., No.5, October 1994., pp. 52-
59, ISSN+ 0272-1732, IF: 0.43, citiran 33 puta

M23 Pan y meljynaposiiom waconucy

1.

2.

Tomasevié V., Tomagevié M., “Double TimeMemory TradeOff in OSK RFID
Protocol®, W:rdess Personal Communication, 108(1), August 2019, pp. 551- 568_
DOL: 10.1007/511277-019-06417-8, ISSN: 0929-6212, IF(2019): 1.061, citiran 1 put

TomaSevi¢ V., TomaSevié M., Bojani¢ S., “Interval-based Recording of Generated
Pseudo-Random Numbers®, Revista Internacional de Métodos Numéiicos para



10.

11.

Caleulo y  Disefic  en  Ingenieria, Vol 35 (2), 33, 2019,
DOI:10.23967/j.rimni.2019.06.003, ISSN: 02131315, IF(2019): 0.338, citiran | put

Radulovi¢ M., Girbal S., TomaSevi¢ M., "Low-level Implementation of the SISC
Protocol for Thread-level Speculation on a Multi-core Architecture”, Parallel
Computing, wvol. 67, Issue C, September 2017, vpp. [19, DOI
10.1016/).parco.2017.07.007, ISSN: 0167-8191, IF(2017): 0.938, C-itiran.ﬂ puta

Radulovié M., Tomasevié M., Milutinovi¢ V., "Register-Level Communication in
Speculative Chip Multiprocessors", 4dvances in Computers, vol. 92, January 2014,
pp. 166, ISSN: 0065-2458, IF: 0.489 (2013), citiran3 puta

Vitorovié A., Tomadevi¢ M., Milutinovi¢ V., "Manual Parallelization versus
Stafe-of-the-art Parallelization Techniques: the SPEC CPU2006 as a Case
Study", ddvances in Computers, vol. 92, January 2014, pp. 203-251, ISSN: 0065-
2458, IE: 0,489 (2013), citiran 4 puta

Tomagcvié V., Tomadevié' M,, “An Analysis of Chain Characteristics. in the
Cryptanalytic TMTO Method"®, Theoretical Computer Science, Vol. 501, August
2013, pp. 52-61, ISSN: 0304-3975, IF(2013): 0.516, citiran 4 puta

Tomasevié M., Bojovié M., Dordevié J., "A Hardwarc. Implementation of the
Mechanism of Multiprocessing”, Microprocessors and Microsystems, Vol. 23,
Décember 1999, pp. 471479, ISSN: 0141-9331, IF(1999): 0.151, citiran 0 puta’

Bojovi¢ M., TomaSevi¢ M., Pordevié ., "The Interactive Development-and Testing
System for a RISC-Style Processor," The Computer Journal, Vol. 42, No. 5, 1999.,
ISSN: 0010-4620, IF(1999): 0.349, citiran 0 puta

Dordevié I, Tomasevi¢ M., Bojovié: M., Poti¢ V., Randi¢ S., "An Operating System
Accelerator," Journal of Systems Architecture, Vol. 44, No. 9-10, June 1998, pp. 737-
754, ISSN: 1383-7621, IF(1998): 0.029, ecitiran 3 putd

Tomagevi¢c M., Milutinovi¢ V. “The Word-invalidate Cache Coherénce Protocol,”
Microprocessors and Microsystems, Vol. 20, No. 1, March 1996, pp. 3-16, ISSN:
0141-9331, IF(1997): 0.163, citiran 6 puta

Savi¢, S., Tomasevi¢ M., Milutinovié¢ V. “Improved RMS for the PC Environment,”

Microprocessors and Microsystems, Vol. 19; No. 10, December 1995, pp. 609-619,
ISSN: 0141-9331, IF(1997):.0.163, citiran 3 puta

PagoBu vy MelivHapoasnm HaydHHM _daconmucuMa BaH JCR. Jnucre (MACOMMCH KOiH

‘nemajy impact factor) .

1.

Pordevi¢ J., Bojovié ‘M., TomaSevi¢ M., Lazi¢ B., Velafevi¢ D., "A RISC-Style
Hardware Accelerator for Operating Systems," International Journal of Computers
and Applications, Vol. 21, No. 2, 1999, pp. 50-55, ISSN: 1206-212X.

Radulovi¢ M., TomaSevié M., *A Proposal for Register-level Communication in a
Speculative Chip Multiprocessor”, ETF Journal of Elecirical Engineering, University
of Montenegro, Vol. 15, No. 1, May 2006, pp. 91-98. ISSN 0352 — 5207.
TomaSevi¢ M., Proti¢ J., Savi¢ S., Jovanovic M., Gruji¢ A., Milutinovié Vo "A
Reflective Memory System for Personal Computers", The IPSI Transactions on
Internet Research, Vol. 2, No. 2, July 2006, pp. 7-12., ISSN: 1820-4503



4.

Radulovi¢ M., Tomasevié M. "On Reducing' Overheads in CMP TLS Integrated
Protocols™, Tlie IPSI Bgd Transactions on Internet Research, Vol. 3, No. 1, January
2007 pp. 11 17. ISSN: 1820-4503

M30 Méhynapoany HayyHK CKYNOBI

M31

L.

2.

M32 -

1.

2.

w

M33

2.

— IIpepasaise 110 MO3UBY ¢a Mehynapomror ckyna MTaMnane y KeJnHn

Migié M., Proti¢ J., Tomagevié M. “Improving Source Code Plagiarism Detection:
Lessons: Learned”, 25th Telecommunications Forum (TELFOR), Belgrade, Serbia,
November 2017,

Sustran Z., Proti¢ J., TomaSevié M. “Towards an Improved Implementation of
Hardware  Transactional Memory on  Asymmetric  Processors®, 30t

Telecommiinications Forum (TELFOR), Belgrade, Serbia, Novémber 2022,
Hpenapanse mo Ho3uBy ca mehynapoanor ckyma mraMnano y H3Boay

TomaSevi¢ M., Milutinovi¢ V., "Shared-Memory Multiprocessors”, 2nd International
Conference on Farallel Processing and Applications (PPAM'97) Zakopane,
Poland, September 1997,

Tomaevi¢ M., Protic, J., Milutinovi¢ V., "Contemporary Issues in Shared-Memory
Multiprocessors”, HIPC-97 Asian High Performance Conference, Seoul, Korea, April
97.

Proti¢ J., TomaSevié M., Milutinovi¢ V., "Distributed Shared Memory: Concepts and

Systems,” 23" International Symposium on Computer Architecture (ISCA 23),
Philadelphia, PA, USA, May 1996.

Tomagevié¢ M., Tartalja 1., Milutinovié V., "Hardware and Software Approaches to

~ Cache Coherence in Shared-Memory Multiprocessors”, Specialized workshop on

cache cans'fstency problem, University of Pisa, Pisa, ltaly, January 96,

. Tomasevié M., Milutinovi¢ V: "Tutorial on Hardware Approaches to Cache

Coherence in -Shared-Memory Multiprocessors”, 2% International Syniposium on High-
Performance Computer Architectiire (FHHPCA), San Jose, CA, USA, February 1996,
Tomasevi¢ M.; Milutinovi¢ V., "Hardware Approaches to Cache Coherence in Shared-

Memory Mu]tlprocessors" 22”' International- Symposium on Compriter Architecture
(ISCA 22), Santa Margherita Ligure; Italy, June 1995,

— CaomwTeme ca Mchynapoanor ckyna IraMOano y ne uHn
1.

Smiljkovi¢ L., Radonjié M., Mi&i¢ M., TomaSevi¢ M. “Comparing Python Code
Parallehzatlon Techmques for Spatial Transcriptomics Data“, 30t
Telecommunications Forum: (TELFOR), Belgrade, Serbia, November 2023.

Sustran Z., Proti¢ J., TomaSevic M. “Towards an Improved Implementation of
Hardware Tlansactmnal Memm}r on  Asymmetric  Processois®, 30t
Telecommunications Forum (TELFOR), Belgrade, Scrbia, November 2022,



3. Bukié J., Jocovié¢ V., Misi¢ M., Tomasevi¢ M. “Automated Grading System for
Picocomputer Assembly Codes Integrated within E-Learning Platform®, 61‘1‘1
International Conference on Electrical, Etectronic and Computing Engmeermg
(IcETRANY}, Novi Pazar, Serbia, June, 2022.

4. Kovatev P., Mi§i¢ M., TomaSevic M. “Parallelization of the Mixture of
Gaussians Model for Motlon Detection on the GPU*, Zeoming Innovation in
Consumer Electronics International Conference 2018 (ZINC), Novi Sad,
Serbia, May, 2018,

5. Dundjerski D., Lazi¢ S., TomaSevié M., Boji¢ D., “Improving Schema Issue Advisor
in the Azure SQL Database®, 25th Telecommunications Forum (TELFOR), Belgrade,
‘Serbia, November 2017,

6. Mi§ic M., Proti¢ J., TomaSevic M. “Improving Source Code Plagiarism
Detection: Lessons Learned”, 25ih Telecommunications: Forum (TELFOR),
Belgtrade, Serbia, November 2017,

7. Viahovié- T., Mi§i¢ M., TomaSevi¢ M., KaradZi¢' A., Rikalo A., “Extending
Valgrind framework Wlth the MIPS MSA Support”, Zooming fnnovat:on in
Consumer Electronics International Conferenice 2017 (ZINC), Novi Sad,
Serbia, May, 2017.

8. Dunderski D., Nikoli¢-B., Tomasevi¢-M., “A New CUDA Web-based Learning
Environment®, 3rd International Conference on Electrical, Electronic and
Computing Engineering (IcETRAN), Zlatibor, Serbia, June 20186.

9. Vesovi¢ M., Smiljani¢ A., Tomasevi¢ M., “Speeding-up IP Lookup Procedure in
Software Routers by Means of Paratlehzatton", 24th Teleconmumimications Forum
(TELFOR), Belgrade, Serbia, November 2016.

10. Nikolov D., Mi§i¢ M., Tomagevi¢ M., “GPU-based Implementation of Reverb Efféct"‘;,-__
23th Telecommunications Forum (TELFOR), Belgrade, Serbia, November 20135,

11.Mi8i¢ M., Bethune I, TomaSevit: M., “Automated Regression Testing and Code
Coverage Analysis of the CP2K Application®, 7" IEEE International Conference
on Software Testing, Verification, and Validation, Cleveland, USA, April 2014.

12, Milié U.; Gelado L, Puzovié N., Ramirez A., Toma$evié M., “Paraliglizing General
Histogram Application for CUDA Architecture”, International Conference on
Embedded Computer Systems: Architectures, Modeling, and Simulation,
Samos, Greece, July 2013.

13.Strbac-Savié S., Tomasevié M., “Comparative Performance Evaluation of the
AVL.-and RedBlack Trees®, V Balcan Conference in Informatics, Novi Sad,
Serbia, September 2012.

14.Misi¢ M., Burdevi¢ D., TomaSevic M., “Evolution and Trends in GPU
Computing®, 35th !ntemanona! Convenﬂon on Information, Communication
and Electronies Technology (MIPRO), Opatija, Croatia, Maj 2012,

15.Punt M., Djordjevi¢ J., Tomasevié-M., "A Simulation Environment for the On-
Line Monltonng of a Fau]t Tolerant thht Control Computer”, IEEE Eastern
European Regional Conference on the Engineering of Computer Based
Systems, Novi Sad, September 2009.

16. Radulovié M_-._, Tomageviéc M., “Towards an Improved Integrated Coherence and
Speculation Protecol”, IEEE EUROCON2007, Warsaw, Poland, September 2007.



17.

18.

20.

21.

22.

23.

24.

25.

26.

27

28,

29.

30.

Radulovié M., TomaSevi¢ M., “Support for Thread-Level Speculationin Chip
Multlprocessors” Proceedings of the ACACES (Advanced Compitter Architecture and
Compilation for Embedded Systems), L’ Aquila, Ttaly,.July 2007.

Radulovi¢ ‘M., Tomalevié M., “An Agressive Register-level Communication in a
Speculative  Chip Multiprocessor”, IEEE EUROCON2005, Belgrade, Serbia,
November 2005.

Elahresh M., Djordjevi¢ J., TomaSevic M., Aleksi¢ M., “An Improved On-Linge
Monitoring Technique for a Fault-Tolerant Computing Node”, Proceedings of the
IEEE Cuanadian Conference on Electrical and Computer Engineering, Toronto,
Canada, 2004.

Tondev M., Tomagevic M., Djordjevic J., Aleksi¢ M., “Improving Perférmance of a
DSM System by the Communication Controller Organization”, Proceedings of the
IEEE Canadian Conference on Electrical and Computer Engineering, Totonto,
Canada, 2004.

Tongév M., Djordjevié J., Tomasevic M., Alcksi¢ M., “Multithreaded Communication
Controtler For Efficient DSM Multiprocessors”, Proceedings of the IEEE Canadian
Conference on Electrical and Computer Engineering, Toronto, Canada, 2001.

Tondev M., Toma3evic M., Aleksi¢ M., “The Impact of Out-of-Order Me_ss__a_ge
Delivery on Cache Coherence Protocols”, Proceedings of the IEEE Canadian
Conference-on Electrical and Computer Engineering, Toronto, Canada, 2001.

Milutinovié¢ V., Markovié B., TomaSevi¢c M., Tremblay M. “The Split
Temporal/Spatlal Cache: A Complexxty Analysis,” Proceedmgs of 6th SClzzL, Santa
Clara, USA, September 1996,

Milutinovi¢ V., Markovi¢ B., TomaSevic: M., Tremblay M, “The Split
TemporaI/Spatlal Cache: A Performancc Analysis,” Proceedmgs of Sth SCIzzL, Santa
Clara, USA, March 1996,

Proti¢ J., Tartalja 1., TomaSeviéc M., “Memory Consistency Models for Shared
Memory Multiprocessors and DSM Systems,” Proceedinigs of the MELECON96, Bari,
Italy, May 1996.

Milutinovi¢ V., Tomalevi¢: M., Markovié B., Tremblay M. “A. New Cache
Architecture Concept: The Split Temporal/Spatial Cache,” Proceedings of the
MELECON96, Bari, Italy.

.Proti¢ J., Tomagevi¢ M., Milutinovié V., "A Survey -of Distributed Shared Memory

Systems " 28th Hawail International Conference on System Sciences, Maui, USA,
January 1995.

Jovanovi¢ M., TomaSevi¢ M. Milutinovi¢ V., "A Simulation Analysis of Two
Reflective Memory: Approaches 28th Hawaii Internatzonal Conference on System
Sciences, Maui, USA, January 1995.

Proti¢ J., TomaSevié¢ M., Milutinovié. V., "A Survey of Distributed Shared Memory

Approaches," Proceedings of XVI Ini. Symposium on Nuclear Electronics and
Computing, Varna, Bulgaria, September 1994.

Jovanovi¢ M., TomaSevi¢ M., Milutinovi¢ V., "Design Issues in Block-Oriented
Reflective Memory System," Proceedings of XVI Int. Symposium on Nuclear
Electronics and Compiting, Varna, Bulgaria, September 1994.



31. Gruji¢ A., Tomagevié M., Milutinovié V.,."A Simulation Study of Hardware-Oriented

DSM  Approaches", IEEE Region 10's 9th Annial International Conference,
Singapore, August 1994.

32. Graovac S., Toma$cvi¢ M., Bentik R., Radosavljevi¢ A., "Train Driving Simulator,"

Sth International Training Equipment Conference, Hague, Netherland, April 1994.

33. Tomasevié M., Milutinovi¢ V., "A Survey of Hardware Solutions for Maintenance of

Cach¢ Coherence in Shared-Memory Multiprocessots”, 26th Hawaii International
Conference on System Sciences, Maui, USA, January 1993,

34. Toma$evié M., Milutinovi¢ V., "A Simulation Study of S_hdo_py Cache Coherence

M34 —
1.

M4 —

Pro_toc_ols"_,_ 25th Hawaii Interriational Conference on System Sciences, Maui, USA,
Tanuary 1992.

Caomnrrerse-ca Mehynapoaitor ckyma mraMnano y i3sony

Misi¢ M., Tomasevi¢ M., “Analysis of Parallel Sorting Algorithms on Different
Parallel Platforms”, Proceedings of the ACACES (Advanced Computer
Architecture and Compilation for Embedded Systems), Fiuggi, Italy, July 2011.

. Radulovi¢ M., Girbal S., Tomasevi¢. M., “Evaluating the SISC TLS Protocol

through Structural Simulation”, Proceedings of the ACACES (Advanced
Computer Architecture and Compilation for Embedded Systems), Terrasa,
Barcelona, Spain, July 2009,

Stojanovié  S., Furlan B., TomaSevi¢ M., Milutinovié V., “An Overview
of Concurrency Support in Accessing Shared Data in SMPs,” Proceedings of the
ACACES (ddvanced Computer Architectire and Compilation for Embedded Systenis),
L’ Aquila, italy, July 2008, '
Radulovi¢ M., Girbal S., Tomafevié M., “Simulation Support for Speculative
Multithreading Processors”, Proceedings of the ACACES (Advanced Computér
Architecture and Compilation for Embedded Systems), 1’ Aquila, Italy, July 2008,
Tomagevié¢ M., Puzovi¢c N., Lekovi¢ S., “Analysis and. Improvement of Replacement
Algorithms in SMP cache memory systems”, Proceedings of the ACACES (Advanced
Computer Architecture.and Compilation for Embedded Systems), 1.’ Aquila, Italy, July
2005.

Motorpadinje nanuonaguor snataja

M45 lMoraapse y kiLusi M42 man paj y TeMaTeKoM 360pIKy NAUMONAJHOr 3HAUAJA

V. Tomasevié and M‘.Toinat‘;ev_ié__,_Applicati’on. of the i_'nnovat_ivfa IT technologies in
insurance; in Contenporary challenges and sustainability. of the insurance industry,
Chapter 23, University of Belgrade - Faculty of Economics, 2021, pp. 283-298.

V.TomaSevi¢ and M, TomaSevi¢, fnsurance issues regarding cyber security threats, in
Insurance market after COVID-19, Chapter 23, University of Belgrade - Faculty of

1.
2.
Economics, 2020, pp. 421-440..
M50 — HamuoHa i 4aconucy
M52 —

Pajy y HeraknyToM Hacomiucy HANHOHATIIOT 311a4aja



N

~

MS53 -
1.

2.

3.

4,

M55~

1.
2,

Tomasevié V., Tomasevi¢ M., “Analysis and Evaluation of Three Methods for
Tag ldentification in OSK RFID Protocal®, Telfor Journal, Vol. 11, No. 1, 2019.,
ISSN: 1821-3251.

Dundjerski D._, Lazi¢ S., Tomaevi¢ M., Boji¢ D., “An Extended Evaluation of
Schema Issue Advisor in the Azure SQL Database,” Teffor Journal, Vol. 10,
No. 2, 2017, pp. 91-96, 2018., ISSN: 1821:3251.

Vesovié M., Smiljani¢ A., Tomagevié M., “Speeding up IP Lookup Procedure in
Software. Routers by Means of Parallelization,” Teffor Journal, Vol. 9, No. 1,
2017., pp. 2-7, 2017. I1SSN: 1821-3251.

Misic M., Nikolov D., TomaSevic M., “Analysis: of CPU and GPU
Implementations. of Convelution Reverb Effect”; Telfor Journal, Vol. 8, No. 2,
20186., pp. 121-126. ISSN: 1821-3251.

Migié M., Dasi¢ D., Tomadevic-M., “An Analysis of OpenACC Programming Model:
Image Processing Algorithms as a Case Study”, Telfor Journal, Vol. 6, No. 1, 2014,
pp. 53-58. ISSN: 1821-3251.

. Misi¢ M., TomaSevi¢ M., “Data Sorting Using Graphies Processing Units”, Telfor

Journal; Vol. 4 No.1, 2012, ISSN: 1821-3251..

MiliVOj.CVi'é' M., B_Urdcvié D., TomaSevié¢ M., "Architecture of'a System for Interactive
Training and Testing in Algorithms and Data Structures”, Telfor Journal, Vol.3 No.1
(2011). ISSN: 1821-3251.

Pan ¥ Haconicy HAIHOHNANHOT -3Hal1aja:

Tomasevi¢ V., Tomasevié M., "Pregied i analiza kriptoanalititkih TMTO metoda”,
Singidunim revija, Beograd, oktobar 2010., pp: 141-152: ISSN: 1820-8819.

Strbac-Savi¢ S., Tomasevic M., Matek N., Minchev Z. "Comparative
Performance Evaluation of Suboptimal Binary Search Trees", Journal of
Computer And Forensic Sciences, Vol.1, No. 1, 2022, pp. 29-45, ISSN 2956-
0799,

Radulovi¢ M., TomaSeviéc M. "On Redicing Overheads in CMP TLS Inteégrated
Protocols", The IPSI Bgd Transactions on Internet Reseaich, Vol. 3, No. 1, January
2007, pp. 11-17. ISSN: 1820-4303

Tomasevi¢ M., Protié¢ J., Savié¢ S., Jovanovié¢ M., Gruji¢ A., Milutinovié V. "A
Reflective Memory System for Personal Computers", The IPSI Bgd Transactions on
Tinternet Research, Vol. 2, No. 2, July 2006, pp. 7-12. ISSN: 1820-4503.

Ypeljupame nayqnor 4aconuca NAHHONAIROT 3mavaja
Unan Vpehupaukor onbopa uacomica TELFOR Journal

Oanrosopuy ypellHHUK cerlapata EnexTpoTexHUKa Yy OXBHPY yaconmca Texuuka

M60 —Harrnora i CRVIIHOBH

M63 -
1.

Caomumrreise ¢a CKyNa HAKONANHOT 3HAYAJA INTAMNIAHO ¥ ICTHHU

Misié M., Jovanovi¢ K., Draskovié D., Zarkovié M., Toma$cvié M., “Goding
partnerstya: saradnja sa priviedom na Elekirotehni¢kom fakultetn Univerzitcta u
Beogradu u periodu 2016.-2021.7, XXVIII skup ,, Trendovi razvoja”, Univerzitet u
Novom Sadu, Fakultet tehnigkih nauka, Kopaonik, Februar 2021



2. Dragkovi¢ D., Sekutarac T., Stbljanovi¢ A., Nikoli¢ B., Proti¢ J., Cvetanovi¢ M.,
Ivani§ P., Tomasevi¢ M., “NOVI pristupi u daljinskoj nastaVI i radu struénih tela
'Elektrotehmckog fakulteta u Beogradu tokom pandemije Covid-197, XXVII' skup

. Trendovi razvoja*’, Univerzitet u Novom Sadu, Fakultet tehnickih nauka, Kopaonik,
F-ebruar 2021.

3. Tomasevi¢ V., TomaSevi¢ M., “Ubtzanje postupka identifikacije taga kod OSK RFID
protekola®, XXVI Telekomunikacioni forum TELFOR, Beograd, Novembar 2018.

4. Migi¢ M., Proti¢ J., TomaSevi¢ M., “Pravei unapredenja softverskih sistema za
detekeyju plagijarizma u izvomom programskom kodu u akademskom okruzenju”,
XX skup ,, Trendovi iazvoja ™, Univerzitet u Novom Sadu, Fakultet tehnidkih nauka,
Kopaonik, Februar, 2017

5. Misi¢ M., Daci€ A., Jovanovi¢ V., Proti¢ I., TomaSevi¢ M., “Disciplinska odgovornost
'studenata kroz prawlmke chsmphnske mere, stavove studenata i analizu podataka”,
XXIH skup ,, Trendovi razvaja™, Univerzitet u Novom Sadu; Fakultet tehnickih nauka,
Kopaonik, Februar, 2017.

6. Mi&i¢. M., Nikolov D., Proti¢ I,, Tomasevi¢ M., “Paralclizacija GST algoritama za
detckeiju sliénosti u programskom kodu®, XXTV Telekomunikacioni forum TELFOR,
Beograd, Novembar 2016.

7. Tomasevic V., TomaSevic M., *Time-Memory Trade-Off in RFID Systems”,
SINTEZA2016 International Sc:fent;t" ¢ Conference, Belgrade, April 2016.

8. Misié M., Zivkovié M., Proti¢ J., Tomagevi¢ M, “Detekeija:sli¢nosti u programskom
kodu koris¢enjem GST algoritma’, YUINFO 2016, Kopaonik, Mart 2016.

9. Francuski M., Mi&i¢ M., Tomagevi¢ M., “Simulacija raéunarskog protivnika u igri
potapanje brodova na Android platformi®, YUINFO 2013, Kopaonik, 2013.

10. Migi¢ M., Das8i¢ D., Toma$evié M., “Analiza primene OpenACC direktiva u
implementaciji algoritama za obradu slike®, XXI Telekomunikacioni forum
TELFOR, Beograd, Novembar 2013.

11.Miletic S., Misic M., Tomasevi¢ M., “Implementacija grafovskih algoritama
korlscenjem grafickih procesora”, Konferencya za ETRAN, Zlatibor, Jun 2013.

12.1i¢ V., Migi¢ M., Tomasevic M., “Primena grafigkih procesora u obradi zvuénih
signala”, XX Telekomunikacioni forum TELFOR, Beograd, Novembar 2012.

13. TomaSevi¢ V., Tomasevié M., “ Kompromis izmedu vremenskih i memorijskih
zahteva u knptoanahtlckom postupku®, XX Telekomunikacioni forum TELFOR,
Beograd, Novembar 2012. (Predavanje po pozivu)

14. Mi8i¢ M., Tomagevié M.,"Analiza performansi memorijske hijerarhije na CUDA
grafickim procesorima”, Konferencija za ETRAN, Zlatibor, Jun 2012.

'15.§trbac—Savié S., Tomasevic M., “Analiza performansi skoro balansiranih
stabala binarnog pretraZivanja”, Konferéncija za ETRAN, Zlatibor, Jun 2012.

16.Strbac-Savi¢  S., TomaSevic M., “Analiza tehnika za reorganizaciju

samopodesavajucm stabala®, X! Naucno—strucm simpozijum Infoteh, Jahorina,
Mart 2012. '

17.Misic M., TomaSevi¢ M., “Sortiranje podataka koriséenjem grafickih
procesorsklh jedinica” XX Telekomunikacioni forum TELFOR, Beograd,
Novembar 2011,



18.Dunderski D., TomaSevic M., “Paralelizacija izbora najboljih ruta u BGP

protokolu pomotu grafiskog procesora”, XIX Telekomunikacioni forum
TELFOR, Beograd, Novembar 2011.

19. Milivojevié. M., Burdevié D., Tomasevic M., “Sistem za interaktivnu obuku i

20.

21.

22.
23,
24.
25.

26.

27,

28,
29.

30.

31.
32,
33.
34.

335.

testiranje znanja iz algoritama i struktura podataka”, XVIll' Telekomunikacioni
forum TELFOR, Beograd, Novembar 2010.

Radulovi¢ M., TomaSevi¢ M., “A Proposal for Register-level Communication in a
Speculative Chip Multiprocessor”, XLIX Konferencija za ETRAN, Budva, Jun 2005.
Tomasevi¢ M., Radulovié M., “Speculative Chip Multiprocessors”, Proceedings
of International Workshop devoted to the 25" Anniversary of Faculty of Natural
Sciences, Podgorica, September 2005, pp. 168-186.

Elahresh M., Dordevié J., TomaSevié M., “Evaluat_ion_ of a Fault-Tolerant Computing
Node”, XLIV Konferencija za ETRAN, Sokobanja, Jun 2000.

Elahresh M., Toma‘éevi'é M., Pordevic J.,, “A Simulator er: a Fault-';l."o'ierant.
Computing Node”, XLIV Konferencija za ETRAN, Sokobanja, Jun 2000.

Elahresh M., Pordevié J., TomaSevié M., “DASS — An Improved -M'onitoﬁn_g-_
Technique”, XLIIT Konferencija za ETRAN, Zlatibor, Septembar 1999,

Elahresh M., Tomasevi¢c M., Pordevié 1., “The 'Qnelinc Error Detection: Using the
Monitoring Technique”, Informacione tehnologije, Zabljak, Mait 1998.

Tongev M., Tomaevic M., Pordevi¢ J., “Vi§ekontekstni _komu_ni_kaO_ioni_konfro.if_:_r za
efikasni DSM multiprocesor”, XLII Konferencija za ETRAN, Vrnjacka Banja, Jun
1998,

Tondev M., Tomagevié M., Pordevi¢ 1., “Dinami¢ka simulacija. multiprocesora sa
distribuiranom zajedni¢koin memorijomi”, XLI Konferencija za ETRAN, Zlatibor, Jun
1997.

Jovanovi¢ M., TomaSevi¢ M., “Analiza sloZenosti osnovnog i poboljianog sistéma sa
reflektivnom memorijom”, XL Konferencija ET: RAN-a, Budva, Jun 1996.

Proti¢ J., Tartalja I, TomaSevi¢ M. “Prilog razumevanju memorijskih modela
konzistencije”, YU INFO96, Brezovica, April 1996.

Tondev M., Tomasevi¢ M., Pordevié J. Milutinovié V., “Statisticka analiza kori§éenja
primitiva protokela za odrzavanje Ke$ koherencije kod DSM multiprocesora™; YU/
INF096, Brezovica, April 1996.

Proti¢ J., TemaZevi¢ M., Milutinovié¢ V., "Pregled DSM procesiranja: sistemi”, XXXIX
Konferencija ETAN-a, Zlatibor, Jun 1995. '

Jovanovi¢ M., Toma$evié M., "Analititko modeliranje performansi RM/MC sistema®,
XXXIX Konferencija ETAN-a, Zlatibor, Jun 1995,

Jovanovi¢ M., TomaSevic M., "_Simulacio‘no. poredenje dva pristupa sistema sa
reflektivnom memorijom", YU INFO93, Brezovica, 1995.

Protié- I., Tomagevi¢ M., Milutinovi¢ V., "Pregled DSM procesiranja: koncepti®, YU
INF0935, Brezovica, Mart 1995, '

Tomagevi¢ M., Bentik R., Graovac S., "Rafunarska podrSka. trenaZera za obuku
masinovoda", JUZEL94, Vinjacka Banja, Oktobar 1994,



36:

37,

38,

39.

40.

41.

42.

43,

Savi¢ 8., TomaSevié. M., Milutinovi¢ V., "Simulacija T implementacija jednog
koncepta distribuirane deljene memorije", XXXVIII Konferencija ETAN-a, Ni§, Jun
1994,

Gryji¢ A., Tomasevi¢ M., Milutinovié V., "Simulaciona analiza tri DSM. pristupa®,
XXXVII Konferencija ETAN-a, Ni§, Jun 1994,

Tomasevié M., Milutinovi¢ V., "Analiti¢ka evaluacija decentralizovanih protokola za
kolierericiju ke§ memorija", XXXVII Konferencija ETAN-a, Beograd, Jun 1993,

Tomagcvié M., Gobovi¢ A., Milutinovi¢ V., "Simulator multiproccsorskog sistema sa
zajedni¢kom memortijom i zajednitkom magistralom®, XXXV/ Konferencija ETAN-a,
Kopaonik, Jun 1992, ' ' "

Tomageviéc M., Milutinovi¢ V., "Dvonivoska hijerarhija ke§ memorija u
mulfiprocesorskim  sistemima sa  zajedni€kom  memorijom 1 zajedni€kom
magistralom", XXXV Konferencija ETAN-a, Ohrid, Jun 1991.

Tomagevié M.; Dzigurski O.; Petronijevié. D., “Simulacija grafiGkog prikazivanja
podataka u avionskim raunarskim sistemima", XXX7¥V Konferencija ETAN-a, Zagrchb,
Jun 1990.

Tomagcvic M., Dzigurski O., Vajvodic¢ L, Petronijevié D.; "Distiibuirani racunarski
sistem za simulaciju dinamickih sistema u realnom vremenu", XXX7II Konferencija
ETAN-a, Novi Sad, Jun 1989, '

Tomagevi¢ M., Dordevié J., Potié V. "Razmatranje arhitekture procesora
multiprocesne obrade", XXX Konferencija ETAN-a, Herceg Novi, Jun 1986.

44, Pordevi¢ J., Poti¢ V., Randi¢ S., TemaSevi¢ M., Bojovi¢ M., "Analiza preklapanja

45.

46.
47.

8.

mikroinstrukcija procesora multiprocesne obrade”, XXVIII Konferenciju ETAN-a,
Split, Jun 1984.

Bojovié M., Pordevié¢ 1., Tomasevié M., Poti¢ V., Randié- S, "Komandni jezik za
upravljanje procesorom mulitiprocesne obrade", XXV Konferencija ETAN-a, Split,
Jun 1984,

bordevic J., Tomasevié M., "Simulator procesora multiprocesne -obrade”, XXVl
Konferencija ETAN-a, Struga, Jun 1983.

Bordevié¢ J., Randi¢ S., TomaSevi¢ M., "Mikroasembler procesora multiprocesne
obrade”, XXViI Konferencija ETAN-a, Subotica, Jun 1982,

Poti¢ V., Pordevié 1., Lazi¢ B., VelaSevié D., Randié S., Tomasevié M. "Arhitektura i
organizacija procesora multiprocesne obrade", XXVII Konferencija ETAN-a, Subotica,
Jun 1982.



Milo Tomagevié je roden je 1957. godine u Nik§iéu, Crna Gora. Osnovau kolu i gimnaziju
zavr¥io je u Niksiéu sa diplomom “Luta”. Tokom gkolovanja osvajao je prva mesta na.
gradskim, republi¢kim i saveznim (SFRYJ) takmidenjima iz matematike, istorije i geografije.
Na Elektrotehnicki fakultet u Beogradu upisao se 1975. godine i diplomirao 1980. godine kao
jedan od najboljih studenata na Smeru za elektroniku. Magistarski rad odbranio je 1984.
godine, a doktorsku disertaciju 1992. godine, takode na Elekirotehnitkom fakultetu u
Beogradu, Nakon diplomitanja tadio. je u Institutu. Mihajlo Pupin napredujuéi sve do
kategorijé. savetnika. 1993. godine je postao honorarni docent Elektrotehni¢kog fakulteta
Univerziteta u Beogradu da'bi od 1995, potpuno predao na na Katedru za raéunarsku tchniku i
informatiku Elektrotelini¢kog fakulteta gde i danas radi kao redovni. profesor. Bio je i
gostujudi. istraZivad 1990-91. godine na univerzitetu Purdue, West Lafayctte; SAD. Na
Elcktrotehni¢kom fakultetu je zasnovao 1 predaje vise-predmeta iz programiranje, algoritama
i multiprocesorskih sistema na sva tri nivoa studija. Predavao jé i na viSe srodnih fakulteta u
regionu u periodu od preko dve decenije (drzavni univerziteti u Podgorici, Banjaluci,

Istodnom Sarajevit). Objavio je prcko 140 radova u prestiznim medunarodnim i domaéim
Gasopisimia i konferencijama, a za neke od njih je dobio nagrade. Odziv na radove iznosi
preko 1450 citata (GS, H-index 16). Bio je udesnik vise desetina domaéih i medunarodnih
projekata koji su kao rezultat imali i inovativie realizacije hardversko-softverskih proizveda i i
studije. Bio je recenzent za viSe renomiranily medunarodnil €asopisa, kao 1 glan programskih
odbora domaéih i medunarodnih konfcrcnc_l_[a i Casopisa. Odrzao- jc, sa koautorima, vise
predavanja po pozivu kod nas i u inostranstvu. (SAD, Nemadka, Italija, Singapur, JuZna
Koreja, Poljska, Bugarska) i u raznim kompanijama (Encore, NCR, TDT), na univerzitetima i
prestiznim medunarodnim konferencijama iz arhitekture radunata (ISCA, HPCA, HPC).
Koautor je dve knjige iz multiprocesorskih sistema u izdanju IEEE Computer Society Press.
Glavne oblasti istraZivaCkog interesovanja su arhitektura i organizacija racunara, paralelni
sistémi, algoritmi i strukture podataka, kriptografija, itd. Dobitnik jc nagrade “Kapetan Misa
Anastasijevié”. U periodu 2015-17. godine bio jc prodckan za saradnju sa privredom, a u
periodu 2017-21. godine obavljao je funkciju dekana Elektrotehnitkog fakulteta. OZenjen je i
otac dvoje dece, Vesne i Vojislava. '

Milo TomaSevié was born in 1957, Niksi¢, Montenegro, where he completed his elementary
and high-school education with “Luga” diploma. He held first awards in the state
competitions in mathematics; history, and geography. He enrolled in the School of Eleetrical
Engineering, University of Belgr‘ade-:'(UB SEE) in 1975. where he graduated in 1980 as one
of the best:students in the Department of Electronics. He obtained his MSc degree in 1984,
and PhD diploma in .1992. from UB'SEE, both in computer engineering. After graduation, he
was. employed at Mihajlo Pupin Institute, Belgrade, from 1'980_.' to 1995, In 1993, he entél_'ed
the UB SEE as a part-time assistant professor, In 1995 he became a full-time member of
UB SEE where he currently works at the Department of Compiiter Engineering ds a full
professor. In the period 1990-91. he: was a visiting rescarcher at Purdue University, West
Lafayette,. USA. At UB SEE he founded and lectured several courses it programming,
algorithms and data:structures, and multiprocessor systems at all three levels of studies. For a
period of more than two decades, he was 4. visiting professor at several universities. in the-
region (state universitics in Podgorica, Banjaluka and East Sarajevo). He publishéd more than



120 scientific papers in prestigious international and national journals and conferences. and
obtained -awards for some of them. His work is cited more than 1450 times (GS, H=index 16),
He participated in more than 30 national and international projects that resulted in innovative
software/hardware realizations. He was a reviewer for several renowned international
journals and served as a member of the program board of some national and international
conferences. He. delivered invited talks ‘and tutorials abroad (USA, Germany, ltaly,
Singapote, South Korea, Poland, Bulgaria) in companies (Encore, NCR, TDT), univetsities,
and conferences (ISCA, HPCA, HPC). He is a co-author of two books published by IEEE
Computer Socicty Press. His main research interests are -computer architecturc and
organization, parallel systems, algori’ﬂ_lms and data structures, cryp_ta_nalysis, etc. He is the
recipient of Kapetan Misa Anastasijevié award. In the period 2015-17. he was Vice-dean for
cooperation with companies, whereas in the period 2017-21. he was Dean of UUB SEE. He is
married and the father of Vesna and Vojislav.
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Na osnovu &lana 72 stav 2 Zakona o visokom obrazovanju
(,Sluzbeni list Crne Gore®, br. 44/14, 47118, 40116, 42/17, 71/17,
55/18, 3/19, 17/19, 47/19, 72/19174/20 104/21) i &lana 32 stav
1 tatka 9 Statuta Unlvemteta Crne Gore, Senat Univerziteta
Crne Gore, na sjednici odrzanoj 20.07.2022. godine, donio je

ODLUKU
0O 1ZBORU U ZVANJE

Dr SAVO TOMOVIC bira se u akademsko zvanje redovni
profesor Univerziteta Crne Gore za oblast Racdunarske
nauke, na Prirodno- matematickom fakultetu Univerziteta
Crne Gore, na neodredeno vrijeme.




doc. dr Savo Tomovic

Roden Jje Podgorici 29. 09. 1983. godine. Prirodno-matematicki fakuitet
Univerzi_teta Crne Gore, Odsiek za matematiku § radunarske nauke, smijer ragunarske
hauke Upisao je 2002. godine a zavrdio U jult 2006, godine sa prosjeénom ocjenom 9.81.

Zavrdio je 2007, godine postdiplomske studije na Prirodno-rmatematitkom fakuitetu

Univerziteta Crne Gore, ‘studijski program. Radunarske: nauke, sa. prosjednom acjenom

10,001 cdbrania magistarsku tezu pod nazivom Data mining tehnike. za “asocijativha
pravila t relacionim bazama podataka. '

Godine 2008, upisao je. doktorske studije na Prirodno-matematitkom fakultety
Univerziteta. Crne Gore, studijski program Ratunarske nauke. U redovnim rokovima
polozio je sve ispite sa ogjenom A | prijavio doktorsky disertaciju pod nazivom Algoritmi |

strukture podataka za identifikovanje asocljativni pravila u velilim bazama podataka.

Pormenuty d_qkto_r’*sku disertaciju, ‘uspjedno je odbranio 22. X 2011. godine i stekao
akademski stepen doktora ratunarskih nauka. '

U toku studija bio je dobitnik vise nagrada od kojih su najznadajnije: Plaketa
Unilyerziteta Crne Gore za oblast tehnidkih nauka za 2006. godinu, Studentska nagrada.

19. decembar Skupstine opétine Podgorica za.2005. godinu, Stipendlja za talentovane

studente Ministarstva prosvjete i nauke za 2003/2004, 2004/2005 i 2005/2006 godinu.

H_onorarnojje.an__g'a%'ova'n 2006, godin'e.a-.dd_.zc_iﬁ?'. i.zapeslen kao saradnik u nastavi
na Prirodno-matematickom fakultetu Univerziteta ‘Crne . Gore, izvodio Je vieZhe iz

predmeta Op_erat_ivni'-sis&ternl-, programski p_’r_evo_dinci_._Vj_e'é_'t-aéka inteligencija i Analiticka
obrada podataka {data mining)na prirodno-matemati¢kom fakultety, kao i iz informatickih
predmeta na Medicinskom i Gradevinskom fakultetu,

U- maju 2012 godine izabran je u zvanje docenta Za predmete Principi
programiranja na studijskom programu Raltnarske nauke, Analitika obrada
podataka ~ Data Mining na specijalistitkom. studilskom programu Ratunarske nauke na
sriredno-matematitkom fakultetu, Primjena radunara na studijskom programu
Gradevinarstvo na Gradevinskom fakuitetu | Medicinska informatika na studijskorm
programu Srormatotogija ha Medicinskom fakultetu.

Odlukom Ministarstva nauke Crne Ggre progladen je za najuspjesnijeg miadog
nauénika di 35 godina Zivota 2a 2012. gedinu.
_ 0d decembra 2013 godine rukovoditac je. studijskih pro'grama_.gaf‘:unarske_nauke';i
Racunarstvo i informacione tehnologije na Piirodno-matematickom fakultetu.
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{zabrane publikacije:

1.

3.

predrag Stani¥ié, Save Tomovié, A New Rymon Tree Based Procedure for
Mining Stafistically Significant Frequent ftermsets”, International Journal of
Corfiputers Communicatioris & .Contrel, Vol. 5(4), pp. 567-577, 2010 18l
Expanded] '

predrag Stanisié, Save Tomavi¢, “Apriori Multiple Algorithm for Mining

" Association Rutes”, information Technology: and Contral, Val, 37, No. 4, 2008

[SCI Expanded] _

predrag Stanidi¢, Savo Tomovic, Hypothesys Testing Aproach in Mining
Statistically Significant Freguent teémsets, Mathematica Montisnigri, 2012
[Zentralblatt Math, AMS] '

'Predfag"Stani§i{f, Sava Tomavi¢, "An Efficient Procedure for Mining Statistically
Significant Frequent: ftemsets”, pablications de {institut Mathematique;

Nouvelle Serie, Vol. 87 (101), 2010 [Zentraliblatt Math, AMS]

Fredrag Stanisi¢, Savo Tomovic, An tmrovement of Data Mining Apriofi

Technique, Math-ematic_a--:Mjontisrﬁgri.-:Vol_'. 20-21, 2008 [Zentralblatt Math, AMS]
Predrag Stanisi¢, Savo Tornovic, Upper Bounds on the Number of Candidate
jtemsets in Aptriori Like.Algqrithms-, Prog;edings-_"of-the 3nd Mediterranean
Conference on Embedded Computing , 2014 [IEEE Xplore, digital library]

Predrag Stanisic, Save Tornovic. Frequent ltemset Mining as Set Interection

Problem, proccedings of the 2nd. Mediterranean Conference on Ermnbedded

Computing . 2013 {IEEE Xplore; digital library]

Predrag Stahi'é'ié_, Savo Tomovic, Frequent-Item_ser'Mining using Twa-Fold Cross
validation Model, proccedings of the 18t Mediterrar_\ean"Confere_nce on
Embedded Computing . 2012 [IEEE Xplore, digttal libraty]

Sava Tomovi¢, Predrag stanigit, Cross Validation Method in Frequent temset
Mining, Proccedings of the Central European. Conference -on Inforfation and

intelligent Systems, 2011

10. Savo Tomovic, Predrag Stanidié, Mining the Most k-Frequent Itemsets with TS-

trie, Proccedings of the 1ADIS international Conference WWW/Internet 2009,
2008 [DBLP, EXMS] .
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VHMBEPSUTET Y BEOIPALY| ggo/jju/)

Bpoj T Y ripuniar | Bpegyoer

Anpecn: Crynenters Tpr §, 11000 Beorpan, PenyBitika CpGija
“Ten.: 011 3207400; haxe: 011 2638818; E-mail: kabinet@rect bg.ac.rs

BERE HAVUHUX OBTIACTIL ‘Beorpa, 17. jyn 2024. rox
TEXHAUYKNX HAVKA '{}2.6po‘j: 61202-2137/2-24
ch

Ha ocropy usana 75 3aKkoHa O BHCOKOM: oﬁpaaonaﬂ;y (,,Cnysxbenn rnacauk PC¥,
6p. 88/17, 73/18, 67/19 u 67/21), usiaus 48 crap 3 Tauka 1 Craryra YHusepsyrera 'y
Beorpaay (,,T‘nacnmc Yuusepsurera y Beorpany”, 6p. 201/18, 207/19, 213/20, 214720,
217/20,230/21, 232/22, 233/22, 236/22, 241/22, 243/22, 244/23, 245/23, 247/23 n 25 1/23),
ynaua 13 cras 1 [Ipasumimxa, o Behuma HayyHix 0bracTy Ha Vausepsutery y beerpany
(.Tacmux Yausepautera y bGeorpamy”, 6p. 134/07, 150709, 158/11, 164/11, 165/11,
180714, 195/16, 197/17, 208/19, 215/20, 239/22 w 245/23), wnana 23 cras 1 Tauka 1
TlpaswiiidKa O HAYMHY W TIOCTYNKY CTMHAla 3BaAlba M 3aCHHBAILA PAJHOT ORHOCA
‘HACTaBHUKA YHuBEp3uTeTa ¥ beorpany (,,Tnacrmx VHUBCPIKTETA y beorpany”, -Gp.
237/22, 240/22 u 242/22) n TlpaBanuia O MHAUMAIHAM YCIOBAMA 34 CTILABE 38aiba
HACTABHMKA Ha YHuBépawtery y beorpagy (,,FJIaanK Yuusepsurera y Beorpajy®, 6p.
192/16, 195/16, 197/17, 199/17, 203/18 i 223/21), a w#a npegnor Msbopror seha
Enekrporexunukor (akyirera, 6poj: 920!3 on 14 Maja 2024, rof, Behe. uaylmﬂx obiacTy
TeXHHIKKX HAYKa, Ha eeaHnuy 0Apxkanej 17: jyna 2024, rogune, ROHEIO je

OMAYKY

- BUPA CE np Maja Byxacoruh, y spame IOUCHTA Ha ViiBepsuTeTy ¥ beorpany
~ EnexrpoTexuuuky (akynrer, 3a yiy Hayddy ofnact Padynapcka Texduka H
uihopMaTHKA,

O6pazngomeme

Vuusepsuter y Beorpajy — EneKrporexuuky Gakynter (,,(I)axynrm‘“) Je pana 6.
vapta 2024. rojiine, y ety [locnosu®, 0GjaBro KoHKype. 32 #300p y 3Bae JIQUEHTA ¢4
nYHHM PajiiiM BPEMEHOM, 3a yxy Hay4diy oGnact PayyHapoKa TeXHUKA 1 uHGopMaTHKAE,
a6or norpede PaxynTera.

chbepa’r Komucuje 3a npunpemy pedepara o MpujaBbedHy  KanauAaTHMa
cTABJBEH j€ HA YBMA jaBliocTH paHa 4, anpusa 2024, rojiHe. Ha MHTEPHET CTPany
PakynTera.

Ha ocHoBy npeanora Komucuje 3a IIpumpemy ped)cpaTa 0 TpHiaBRJBEIHM
xapaupaTiMa, Vsbopro sefic Paxynrera, lia CERHAIE {}},I',p)l{aHOJ 14, Maja 2024, rogune,
NIOHERO je OFRYKY O YTEphuBamY IPSANOra a ce KaHANJAT AP Maja Bykacosufi uzabepe
y 3Baie JIoTelTa.

Dakyarer je Aana 5. jyHa 2024, ropysc [CCTABKO YHUBEPIUTETY KOMILICTAH
3aXTeR.3a M300P Y 3BAKbE Ha NPOITHCAHNM oﬁpdcumma

YVHUBEPINTET j& KOMIIETHY ,uoxymeﬂ'rauﬂ_]y Kojy je nocraBuo DaKyATeT CTABHO
f#a web cTpanuity Yiusepsurera, gaua 10. jyna 2024, roguse.




l‘;‘,__:-’!.t

Belie Hay‘lllﬁ}{ OOnacTy TeXHUYKHX HayKa, Ha CelHHULIU Oﬂ,p)ICEHO_] 17. jyna 2024,
rofMHe, pasMaTpano je saxres (aKynreTa W YTBPAMNO A KAHAMAAT HCHYHABA yONOBE
nporiKcane 4. 74 M 75 3aKOHa 0 BUCOKOM oOpasoBamy M WIQHOM 135 CratyTa
Yuupepsureta y Beorpapy, kac ¥ ycsfope npomucane IIpasHiHUKOM 0 MHUHUMAJIBUM
YVCIIOBAME 3a CTHIAILG 3Balha.HacTaBHHKA HA YHHBepsuTery y beorpany, ma je noHera

Oanyka ®ao ¥ ¥3pein.

Hoyka 0 IpapHOM CPENCTBY;

IMporus oBe Opnyke KaHAWAAT TIPWjaBIbEll Ha KOHKYPEG MOXE M3jaBHTH JKajily
Cenaty YnupepswreTa, npeko Belia nayunnx obnacrti TEXHMUYKHX Hayka: Manba ce
noctanima Behy nayannx ofsiacTu y poky off 8 Aasa of masa joctamwama Quiayke.

'F)A

nporb )1p F opaH Maplcognh

Hocrasury:
- Daxyntery (2),
- Apxusy Vaupepautera (1)




buorpaguja Maje Bykacosuh

Maja Byxacosuh je poljena 25,05.1993. rogune 'y Beorpauy. OcuosHy IIKomy 3aBpImdna je y
Beorpany, kao Yak remcpammje u tocunain pumrome ,.Byk Kapaguh”. Hakon tora saspmapa
Herery ruvuazujy ,,Muxamro Herposuh Anac?, rakoje y beorpapy Kao BOCHIAN JUTIOME.
~BYK Kapau-nh”. TokoM MMIKOJIORAILE, OCBajaya j& Harpazl,'e Ha TPICKHM H PCIyOIuyuKHM
TAKMHUIEILUMA H3 MATCMATHKC, (JUBHKE, CPIICKOL U CHITICCKOT JCIHKA.

'Ha Enexrporexuniku daxynter y Beorpany ymucana ce 2012, rogune na OJICeKy 33 cOPTBCPCKO
MEKCIBEpeTRo. Jumnomupana je 2016. roqune ca npocedneoM onicHod 9.98. JIMmioMCKy paj 1oz
‘ma3zHBoM ,Harnpemin TEHEpATop HPOIPAMCKOr Kofa 34 Maluude Cramaé Ha jesuky UML”
ojbparia je ca onenom 10. Hakon ocHOBIIIX CTYHMja YIINCANA j¢ MACTED aKaJ(CMCKE CTYAM]C Ha
Enexrpotexuuyky dakynrer y Beorpany 2016. rojuue. Macrep paz 0og HasueoM ,,CHMYIATOp
REKTOPCKOT 1IPONECOPa A NPC/IMKATCKMM H3BPIUABAILEM Y BUOIE Tpaka” oxfpanmna je 2017.
ropuue ca orenoM 10. Ipoceuna oifcia HAKOM 3aBPIIEHMX MacTep akajicMeKnx cryanja je 10.00.

Hokropcke cTyuje yiucana je 2017. roauue na Enexrporexunukom dakynrery y beorpazy Ha
monyity Codirrepexo nuxemeperso. Ilooxnia je cee uernmre ca onewom 10 u octeapmra 120
TCHB, YV ucTpakuBaykoMm pajly YCMepHila c¢ Ka. TPOrpaMCKHM IIPEROIHOIMME, €a I0Ce0HM
HAFACKOM Ha OUTHMHU3ALMje TOKOM INpeBobjema Iporpama. JlOKTOpeky JIMCEPTAHjy IOJ
gacnosoM ,Jlo6ossmame ucpopmancy Tporpama. yHOrpedoM JEAMMMYUO  KOHTCKCTHO
oceribuBUX Npoduna® oxdpauva je 16.01.2024. roxmue.

O6jasnna je jepan pap y dacermcy ca SCI nmere, 12 pajjoBa ma crpaiiuM M JoMalinM
kondepenmjaMa ka0 ¥ jefan paj y domaliem daconucy. YUeCTBOBala je Ha Mehymapoguom
ipojekry ISSES, derupn npojekra MaumcrapeTsa 1pocsere, Hayke X TEXHONOLIKOT pa3Boja, Kao
¥ npojexry Hnosanuonor gonna ,,CoCos.a™. '

Toxom crynuja pagnia je & npaxcama y ¢upmama ,,SOL” u ,Kudos” n Omna yxkmyueHa Ha
HEKONMNKO fIpojexara komranuje ,Nordeus”. [lxomcxe 2013/2014, roaunc nprxsbyumia cc.
ncmoncrpaa‘t)pcxow Tumy Ha KarenpH 3a padynapeky TeXHAKY 1 HHQOPMATHKY, @ HEWTO KacHuje
u na Kareypu 3a upumemseny maremarnky. Ha Kareapn sa pagynapexy Texnuky v MugopMaruxy
je sanocycaa ox 2016, romuue, uajupe KAO CapajlliMK y HaCTABH, ITOTOM Kae aCHCTCUT, a of 2024,
TOZMHE Kao jouenT. TperyTHo je aHraXoRaua Ha CeJlaM IPCMETA KOji €¢ H3BOAC HA CTY/IM]CKHM
nporpamuya CodTBEPCKO. HIDKCILEPCTBO U Patynapcka TeXHUKA ¥ MIIpOPMATHKA HA OCHOBHEM H
Macrep akaleMckuM cryaujama. Kap acucrent ma Eiexrporexupdkom (akyarery Ouna je
anraxiosana na 12 npeumera. YdecTsoRana je y H3pajd H cuposohcmy 3ajeaHuuKor cryimjckor
nporpama. , Macrep 4.0 ca @akyirreroM OpraHm3alolix layka. Penensupalia je pamose 1a
xoutepernujama TBIIOOP u ETPAH. Ox 2018. rozuiie aurakosala j€ Kao HCTPAXUBAY H
cenyop Iporpamep y xomuanuju ,,Oracle Labs”. Koayrop je 3a Tpm macrapna Marepujana M3
00s1aCTH 3aHITUTE II0ETAKA. '



Bubnuorpaduja nayunnx u CTpyYHNX pajgosa

1. Pagoru y meljynapoamyM naydinuM yacondcuMa ca MMHakr daxropom (Kareropsja
M2

1.1. Maja Vakasovic, Aleksandar Prokopec, Exploiting Partially Context-Sensitive Profiles
to Improve Performance of Hot Code; ACM TRANSACTIONS ON PROGRAMMING
LANGUAGES AND SYSTEMS, WVol. 45, No. 4, pp. 1-64, Dec 2023,
bttps://doi.org/10.1145/3612937 ISSN 0164-0925, M23

1.2. D. Miladihovié, A. Milakovi¢, M. Vukasovié, Z. Stanisavljevi¢, P. Vuletié; Secure

~ Multiparty Computation Using Sceure Virtual Machines, Electronics, Vol. 13, No.
5, pp- 1-25, 2024. doi:10.3390/etectronics 13050991, M22.

2. Pamorn na Meljynapojnum nayqHo-crpynuM oidepennrjama (xareropuja M30)

2.1. Stanisavljevié 7., Walter B., Vukasovi¢ M., Todosijevic A., Labedzki M., Wolski M.,
GEANT Software Maturity Model, TELFOR 2018, Belgrade, Elecironic ISBN 978-1-.
5090-0054-8, pp. 691-694, Nov 2018; DOL: 10.1 LO9/TELFOR.2018.86 11887, M33

2.2. M. Vukasovié, D. Miladinovié, A. Milakovi¢, P. Vuleti¢, Z. Stanisavljevis,
Programming Applications Suitable for Secure Multiparty Computation Based on
Trusted Execution Environments, TELFOR 2022, pp. 1-4, IEEE, Belgrade, Nov, 2022,
M33

2.3. P. Dekanovié, M. Vukasovié, D. Boji¢, Model for Evaluating Points-to Analysis in
GraalVM Native Image Using Instrumentation-Based Profiling, Disruptive Information.
Technologies for a Smart Society, ICIST 2023. Lécture Noles in Networks and
Systems, vol 872, pp. 502-512, Springer, Chain, Feb, 2024., M33

2.4. M. Dodovié, M. Vukasovié, D. Draskovi¢, Comparison QfDeep Lea’rm'ng Algorithms
for Facial Keypoints Detection, Distuptive Information ch_hno'l_og'ic_s- for a Smart.
Society. ICIST 2023. Lecture Notes in Networks and Systems, vol 872., pp. 117-125,
Springer, Cham, Feb, 2024,, M33

3. PajioBu y yaconucuma Ban SCI aucre (kaTeropuja 50) _

3.1. Vakasovié M., Veselinovi¢ B., Stanisavljcvié Z., Design and Implenentation of a
Configurable System for Managing X509 Certificates, TELFOR JOURNAL, ISSN
1821-3251, Vol. 10, No. 2, pp. 102-107, Dec 2018,
https://doi.org/10.5937/tclfori 802102V, M52

4. Pajosu Ha jomahum HAYSHO-CTPYIIIAM 1éoxiq59p'e_1_1uuj_ama_ (Jca'rero'pu_ja 60)
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